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Associated Press 3/1/07

Weapons crackdown nets feds 19 arrests

By Mike Robinson AP Legal Affairs Writer

CHICAGO -- Nineteen people have been charged with taking part in gun-running
operations from Mississippi to Chicago that provided high-powered weapons to street
gangs, federal prosecutors announced Wednesday.

"When you add illegally obtained firearms to the already volatile mix of gangs and drugs
on the streets of Chicago the result is an unacceptable level of violence," said Gary S.
Shapiro, the first assistant U.S. attorney in Chicago.

At a news conference, prosecutors displayed a table of weapons similar to those
confiscated in the crackdown, including AK-47s, Tech-9s, MAC-10s and a sinister-
looking, assault-style shotgun.

Fourteen of those accused were charged in a complaint unsealed in Chicago on
Wednesday. Three of those charged were arrested in Chicago Wednesday, and 10 were
arrested in Mississippi. One other was already in jail, authorities said.

Five others were charged by federal officials in Mississippi.

Prosecutors said 301 guns confiscated by police and agents in Chicago over five years
were traced to federally licensed gun dealers at four shops in Tunica and Clarksdale,
Miss.

They said typically, so-called straw purchasers with clean records would buy the guns
under orders from brokers who would then have them taken to Chicago and sold to
members of the Gangster Disciples and other gangs.

Often, the serial numbers were obliterated in an effort to hide the origin of the guns from
police and federal agents, authorities said.

The investigation was conducted by the federal Bureau of Alcohol, Tobacco, Firearms
and Explosives along with the Chicago Police Department and the Illinois State Police.

Police say they confiscated well over 10,000 guns in Chicago last year, which they said
was a fairly typical year. Officials said that indicates that the guns recovered in the latest
investigation are only a small part of the weapons being brought into Chicago, where
individuals may not buy guns.

"Is it the tip of the iceberg?" asked Shapiro. "You'd have to say it is."
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Chicago Sun Times 3/1/07

Feds charge 19 in Mississippi gun pipeline
Weapon from gang shoot-out came from state

BY FRAMNE MAIN Crime Reporter

A 9mm handgun recovered last year in a Chicago Police standoff that left two gang
members dead was one of hundreds of guns smuggled here from Mississippi, officials
said Wednesday.

Federal prosecutors unsealed gun-trafficking charges against three Chicago men and 16
others from Mississippi. Members of at least four Chicago gangs bought the smuggled
weapons from the traffickers, federal prosecutors said.

"The violent activities of these gangs have been disrupted," Chicago Police Deputy Supt.
Hiram Grau said.

Could be hundreds more

The Chicago defendants include convicted felons Eddie Nesby, 25, Julius Statham, 37,
and Antonio Brunt, 30.

Nesby allegedly told investigators he recruited Percy Strong of Mississippi and others to
buy guns for him there. Strong could buy guns because he was not a felon, officials say.

In 2005, Strong bought a 9mm Hi-Point pistol at a Clarksdale, Miss., pawn shop. The Hi-
Point was recovered last October in the 3200 block of West Augusta after officers
stopped a car containing gang members getting ready to shoot a rival, police said. The
gangsters pointed the Hi-Point and an AK-47 at officers, who opened fire and killed two
of them, police said.

Chicago Police, State Police and the U.S. Bureau of Alcohol, Tobacco, Firearms and
Explosives have been investigating the Mississippi-to-Chicago gun pipeline since 2001.
The defendants named Wednesday were allegedly responsible for 39 Mississippi guns
recovered by law enforcement officials in Chicago. Authorities have not found 117 other
Mississippi guns distributed in Chicago by the defendants, officials said.

Investigators are looking into whether about 200 other Mississippi guns recovered in
Chicago were smuggled by the same defendants.<P
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One gun bought in Mississippi was used in a crime in Chicago just five days later.
Smugglers change tactics

In recent years, gun traffickers have been selling powerful, expensive weapons such as
9mm and .40-caliber pistols -- and assault weapons such as AK-47s -- through smuggling
networks, said Andrew Traver, head of ATF in Chicago. In the past, traffickers worked
alone and sold cheap, easily concealed low-caliber pistols out of their cars, he said.

"The face of firearms trafficking has changed dramatically," Traver said.

fnain@ sunfimes.cont
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Clarion-Ledger (Jackson, Miss.) 3/1/07

Officials break up gunrunning operation

® Purchasers would buy weapons in Miss. because of lax firearm laws and
send them to Chicago brokers

By Andrew Nelson
ajnelson @clarionledger.com

The Associated Press

Andrew Traver, special agent in charge, Bureau of Alcohol, Tobacco, Firearms and Explosives, displays
one of the confiscated assault weapons.

Nineteen people suspected of putting more than 300 Mississippi-purchased firearms in
the hands of Chicago street gang members were arrested Wednesday, most in the Delta
town of Jonestown in Coahoma County.

At least one of those guns is believed to have been used in a shootout with police in
November that left an officer wounded and two alleged gang members dead.

At a news conference in Chicago following the arrests, prosecutors displayed a table of
weapons similar to those confiscated in the crackdown, including AK-47s, Tech-9s,
MAC-10s and an assault-style shotgun, The Associated Press reported.

"They just weren't your regular handguns,” Monique Bond, a spokeswoman for Chicago
Police Department, told The Clarion-Ledger. "These were assault-type weapons - heavy
artillery."

According to Bond, brokers in Chicago arranged to have guns purchased in Mississippi
because of the state's "lax gun laws."
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Purchasers were recruited to buy the weapons at three different pawn shops in Clarksdale
and Tunica, Bond said. Those purchasers knew the guns were going to be used illegally,
she said.

The sellers have cooperated with authorities and are not suspected of being involved, said
Senior Special Agent Austin Banks of the Bureau of Alcohol, Tobacco, Firearms
and Explosives. He would not identify the shops.

After the weapons made it to Chicago, they were used in crimes, Bond said.

One 9 mm pistol is believed to have been used in November by members of the New
Breeds gang in a gunfight with police on the city's west side.

Many of the members of the group are related, Banks said. The Mississippians arrested
all had family or friends in the Chicago area.

The 15 arrested in Mississippi are expected to be arraigned Thursday in Oxford, Banks
said. The four arrested in Chicago will be arrainged there.

Each charge carries a sentence of five to 10 years. Some of the suspects face multiple
charges.

ARRESTED

® Roy Christopher Brunt, 29, and Sylvester Rice, 29, both of Jonestown, allegedly
recruited straw purchasers to buy firearms on their behalf and took them to Chicago for
resale.

¢ Demetrius Burnett, 33, Percy Mattox, 33, and McKinley Pitts, 29, all of Jonestown,
allegedly acted as straw purchasers and recruited others to buy guns and take them to
Chicago.

¢ Charles Cotton, 46, Percy Strong, 54, Arness Brunt, 26, Tammie Brown, 30, and Curtis
Simmons, 25, all of Jonestown, and James Jiles, 26, of Clarksdale are accused of illegally
purchasing guns.

¢ Latoria Davis, 26, of Clarksdale, Jeannie Mae Bedford, 36, Veronica Gilliam, 27, and
George Gilliam, 25, all of Jonestown, and Clifford Moore, 26, of Friars Point are charged
with making false statements in connection with the purchase of firearms.

¢ Eddie Nesby, 25, Julius Statham, 37, and Antonio Brunt, 30, of Chicago also have
been arrested. They were the only suspects not arrested in Mississippi.

Source: U.S. Department of Justice
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Chicago Tribune 2/28/07

Feds target gang gun connection

By Jeff Coen
Tribune staff reporter

The arrests of 19 people in Chicago and Mississippi in a gun-trafficking conspiracy offer
a snapshot into the illegal gun trade in which gang members here end up with high-
powered weapons, federal authorities said Wednesday.

A loose organization made up of relatives, their friends and associates allegedly arranged
for the purchase of more than 100 guns in Mississippi, where laws are relatively lax, and
transport here for sale to gangs such as the Gangster Disciples.

About three dozen weapons eventually were recovered at Chicago crime scenes,
including a shootout last year in which two people were killed and a police officer
wounded, investigators said.

"When you add illegally obtained heavy-caliber firearms to the already volatile mix of
gangs and drugs on the streets of Chicago, the result to say the least is an unacceptable
level of violence," said Gary Shapiro, first assistant U.S. attorney in Chicago.

Three people were in custody in Chicago and 15 in Mississippi after a team of agents
from the federal Bureau of Alcohol, Tobacco, Firearms and Explosives and officers
from the Chicago Police Department and Illinois State Police cracked down on the group
early Wednesday.

Shapiro said gun-running operations like the one dismantled Wednesday contribute
significantly to crime in the city.

It "threatens not only those who try to enforce our laws, but also the law-abiding citizens
who only wish to live their lives in the neighborhoods that the gangs are trying to
dominate,” Shapiro said.

Recovered guns included two assault rifles and several high-powered handguns, Shapiro
said.

Authorities said gun brokers in Chicago worked with traffickers, who recruited buyers in
Mississippi. Those buyers made what are known as "straw purchases" at a group of three
pawn shops and a gun store in Clarksdale and Tunica, Miss., falsely claiming that the
guns were for them.

An ATF affidavit filed in the case outlines when weapons were purchased by alleged
conspirators and when those guns turned up in Chicago.
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On July 30, 2005, one of the buyers, Percy Strong, 54, of Jonestown, Miss., bought a
9mm handgun at Krosstown Trade and Pawn in Clarksdale, according to the affidavit
Last October, Chicago police trying to thwart a gang hit in Humboldt Park pulled over a
car full of New Breeds gang members who were on their way to shoot a rival.

The gang members pulled out an assault weapon and the pistol Strong had bought at
Krosstown, authorities said. A shootout ensued that left two of the gang members dead
and a police officer shot in the hand.

In December 2003, Strong bought another 9mm pistol from Krosstown. That weapon was
recovered by Chicago police in the South Side bedroom of a convicted felon, along with
a stash of drugs, according to the affidavit.

On Sept. 1, 2003, Strong bought a .45-caliber pistol at the same business, the affidavit
states. Less than two months later, the gun was recovered after a Gangster Disciple street
gang member used it to shoot someone in the 5700 block of South Wabash Avenue.

Another buyer, James Jiles of Clarksdale, bought a semiautomatic rifle at Mega Pawn in
that town. Police executing a search warrant on the South Side in 2004 found the weapon
in the possession of a member of the Mafia Insane Vice Lords, the affidavit states.

ATF leaders said they began to crack the network by analyzing gun data, discovering that
between 2001 and last fall, 300 guns recovered by law enforcement in Northern Illinois
came from the Clarksdale and Tunica shops. Records from those businesses were then
used to identify the purchasers, who were questioned by investigators and who blamed
others in the network.

Strong told the ATF he was recruited by Eddie Nesby, 25, of Chicago, who was among
those charged. Nesby paid him $250 cash in addition to the cost of the gun, authorities
said, but other buyers were paid as little as $20 or $50.

Many involved in the scheme knew where the guns were headed, investigators said, and
attempted to destroy the serial numbers on many of the weapons. Most of the guns
remain on the street and unaccounted for.

Other Chicagoans arrested and charged in the conspiracy in addition to Nesby were Julius
Statham, 37, who allegedly bought some of the weapons in Chicago; and Antonio Brunt,
30, who along with Statham was accused of using a relative to obtain firearms in the
South.

Attorneys for the men could not immediately be reached for comment.
Andrew Traver, special agent in charge of the Chicago ATF, said the case is a good

example of how firearms-trafficking works. Traver called it a growing problem that
involves more-sophisticated groups moving deadlier firearms.




Employee 1

"Back in the late '80s and early '90s, it was generally one person with a trunkful of guns
who would drive up and sell them," he said. "Now we have these groups of people, where
they recruit family members or associates in states that tend to have more lenient gun

laws than Illinois."

Mississippi does not require a special firearm owner's identification card to buy a gun,
authorities said, and has no waiting period.

icoen{@tribune. com
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Associated Press 2/28/07

Feds roll up Mississippi-to-Chicago drug ring,
make arrests

Associated Press

CHICAGO - Police and federal agents began arresting more than 20 people Wednesday
as authorities closed the net on an alleged Mississippi to Chicago gunrunning ring.

Targeted in the investigation were several people in Chicago and more than 20 in
Mississippi, said Tom Ahern, a spokesman for the federal Bureau of Alcohol,
Tobacco, Firearms and Explosives.

The arrests were to be announced at an afternoon news conference in the U.S. attorney's
office in Chicago, Ahern said.

The government is charging that the ring bought firearms in Mississippi and brought
them to Chicago to supply street gangs with guns.

Members of the ring were named in conspiracy charges, Ahern said.

He said those participating in the investigation were ATF agents, the Chicago police and
the Illinois State Police.
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WBBM Radio 780 AM (Chicago) 2/28/07

19 Arrested In Mississippi To Chicago
Gunrunning Sting

CHICAGO (WBBM) -- The federal Bureau of Alcohol, Tobacco, and Firearms says
more than 300 guns used in crimes in the Chicago area have now been recovered - and
today agents say the 19 people who trafficked in those guns are under arrest.

WBBM's Steve Miller reports.
The gunrunning trail began in Mississippi and ended in Chicago, federal agents say.

ATF spokesman Tom Ahern says agents started seeing a pattern as they recovered guns
used in crimes in Chicago since 2001.

Ahern says more than 300 of those guns were sold by four licensed dealers in Mississippi
- and made their way into the hands of street gangs in Chicago.

Ahern says 14 people have been arrested in Mississippi and 5 in Chicago.

Ahern says the guns included an AK-47 which had been pointed at Chicago police last
October at a Humboldt Park intersection.
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Press Register (Clarksdale, Miss.) 3/2/07

Feds nab 19 in Chicago, Oxford raids

From staff and wire reports

OXFORD - Federal officials announced late Wednesday afternoon the arrest of 19
defendants in Mississippi and Chicago who are charged with trafficking firearms from
Mississippi to Chicago and putting them in the hands of gang members and convicted
felons.

The defendants were arrested by federal, state and local agents as part of Project Safe
Neighborhoods, a nationwide initiative to combat violent gun crime.

A complaint unsealed in Chicago alleges that the charged defendants conspired to
illegally purchase firearms in pawn shops and gun stores in the Clarksdale and Tunica
area, transport the firearms to Chicago, and distribute the firearms to members of
Chicago street gangs.

The members of the conspiracy are alleged to have transported in excess of 100 firearms
from Mississippi to Chicago between August, 1999, and April, 2005. Some of those
illegally purchased guns later were recovered at crime scenes, according to the complaint.

Five of the 19 defendants are charged with one or more counts of making false statements
in connection with the firearms purchases, by falsely claiming to be the actual purchaser.
Those defendants include Clifford Moore, 26, Friars Point; Latoria Davis, 26, Clarksdale;
Jeannie Mae Bedford, 36, Jonestown; Veronica Gilliam, 27, Jonestown; and George
Gilliam, 25, Jonestown.

These five defendants will be prosecuted in the Northern District of Mississippi.

Fourteen other defendants were charged in the federal complaint unsealed Wednesday in
the Northern District of Illinois. Charged in the Chicago complaint are: Roy Christopher
Brunt, 29, Sylvester Rice, 29, Demetrius Burnett, 33, Percy Mattox, 33, McKinley Pitts,
29, Charles Cotton, 46, Percy Strong, 54, Arness Brunt, 26, Tammie Brown, 30, and
Curtis Simmons, 25, all of Jonestown; James Jiles, 26, of Clarksdale; and Eddie Nesby,
25, Julius Statham, 37, and Antonio Brunt, 30, all of Chicago.

The affadavit in support of the Chicago complaint describes an organizational structure in
which firearms "brokers" from Chicago arranged to have guns purchased in Mississippi
and brought to Illinois for distribution to gang members in and around Chicago. The
brokers allegedly worked with "traffickers” who recruited "straw purchasers" to buy the
guns at three different pawn shops and a gun shop in Mississippi. The traffickers then
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transported the guns to Chicago where they were distrubted at the direction of the
brokers.

Also according to the complaint, personnel from the Bureau of Alcohol, Tobacco,
Firearms, and Explosives (ATF) analyzed gun tracing data from firearms recovered by
law enforcement in the Northern District of Illinois between January 2001, and October
2006, and discovered that a total of 301 guns came from four federally licensed firearms
dealers in the Clarksdale and Tunica areas. Investigators used records from those dealers
to identify the purchasers of those guns, who were interviewed as part of the
investigation. The 14 defendants in the complaint allegedly were responsible for
acquiring and transporting to Chicago at least 39 of the guns ultimately recovered by law
enforcement, and for illegally purchasing, transporting to Chicago, and distributing a total
of more than 100 guns, most of which have not been recovered.

The complaint also describes the circumstances under which some of the guns were
recovered in Chicago, including in connection with investigations of shootings and drug
transactions.

According to the complaint, one gun allegedly purchased as part of the conspiracy, a
9mm semi-automatic pistol, was recovered in Chicago in December 2003, approximately
10 months after its purchase in Mississippi, following an incident in which police officers
responding to a tip that individuals in a stolen car were on their way to commit a
homicide, found the car and were confronted by two persons pointing guns at them. The
police officers opened fire, killing the men and one of the police officers suffered a
gunshot wound to the hand.

The investigation was conducted jointly by the Chicago Police Department, the Illinois
State Police, and the Bureau of Alcohol Tobacco Firearms and Explosives. Agents
from the Mississippi Bureau of Narcotics and Deputy U.S. Marshals also assisted ATF
with Wednesday's arrests.

20
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Eagle (Oxford, Miss.) 3/1/07

Nineteen nabbed for Delta-to-Chicago gun
trafficking

Alyssa Schnugg

Staff Writer

They called it the most successful arrest operation in more than 20 years.

Federal officials announced Wednesday 19 people were arrested in Mississippi and
Chicago for allegedly trafficking firearms from Mississippi to Chicago and putting them
into the hands of gang members and convicted felons.

"It was a tremendous day for the United States," said ATF agent Robert Browning

during a press conference held Wednesday at the U.S. Attorney's Office in Oxford. "The
operation went off like clockwork."

While the investigation has been ongoing for several years, all 19 suspects were rounded
up and arrested Wednesday without incident. Most of the defendants are from Jonestown

and Clarksdale, but the weapons were purchased from pawn shops in Tunica and
Clarksdale.

The arrests were part of Project Safe Neighborhoods, a nationwide initiative to combat
violent gun crime. The complaint alleges the defendants conspired to buy firearms in
pawn shops and gun stores in Clarksdale and Tunica and transport them to Chicago,
where gun laws are more stringent.

The investigation began when guns used in violent crimes were recovered by police in
Chicago and traced back to north Mississippi between January 2001 and October 2006. It
was discovered a total of 301 guns came from four federally licensed firearms dealers in
the Clarksdale and Tunica areas. Investigators used records from those dealers to identify
the purchasers of the guns.

The defendants in Wednesday's arrests are charged with transporting about 100 of those
guns, most of which have not been recovered.

"Some of these guns were involved with officers getting shot," said Coahoma County
Sheriff Andrew Thompson at the press conference.

According to officials, the guns were bought by individuals with clean records who were
able to purchase guns legally. While there are no state laws in Mississippi requiring gun
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permits, all buyers must fill out an ATF sheet with their information and present
identification. The defendants in this case would then allegedly turn the guns over for
money and, many times, drugs.

"Often times, the people fill out the forms because they want crack cocaine or some other
type of drug,” Browning said.

Five of the 19 defendants were indicted by a federal grand jury in the Northern District of
Mississippi.

Each of the five are charged with one or more counts of making false statements in
connection with the purchase of firearms, by falsely claiming to be the actual purchaser.
They include: Clifford Moore, 26, Friars Point; Latoria Davis, 26, Clarksdale; Jeannie
Mae Bedford, 36; Jonestown; Veronica Gilliam, 27, Jonestown and George Gilliam, 25,
Jonestown.

The other 14 defendants were charged Wednesday in Chicago. They are: Roy
Christopher Brunt, 29; Demetrius Burnett, 33; Percy Mattox, 33; McKinley Pitts, 20;
Charles Cotton, 46; Percy Strong, 54; Arness Brunt, 26; Tammie Brown, 30 and Curtis
Simmons, 25, all of Jonestown; James Jiles, 26, of Clarksdale and Eddie Nesby, 25,
Julius Statham, 37 and Antonio Brunt, 30, all of Chicago. If convicted, they could face
five to 10 years in prison and a $250,000 fine, according to Browning.

U.S. Attorney Jim Greenlee of the Northern District of Mississippi said gun traffickers
should "beware."

"To those who would consider buying guns for others - don't," he said.

Anyone with information regarding illegal gun trafficking should contact the ATF at
800-ATF-GUNS.
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DELTA BLUES
CASE SUMMARY

In 2005, an ATF special agent assigned to the Chicago Firearms Trafficking Task Force, made
up of ATF agents and officers from the Iilinois State Police and Chicago Police Department,
compiled a list of crime gun recoveries in Chicago and the surrounding suburbs. Task force
officers (TFOs) determined that a number of firearms recovered in the Northern District of
Tilinois were originaliy purchased by residents of Mississippi. TFOs concenirated on four
separate Federal firearms licensees (FFLs) in and around Clarksdale, Mississippi, and
determined that between 2001 and 2005 these FFLs sold 301 firearms that were later recovered

in crimes in the Chicago area.

TFOs compiled a list of the original purchasers and discovered that an overwhelming percentage
of purchasers lived in Jonestown and Clarksdale, Mississippi. With compieted background
research and information packets on each individual, investigators traveled to Mississippi on

e iimn: mmimrmciimsn g dm s Azt Enan bn_Ea sevd onemure ha antad
many 0ccasions 1o conauct iace-to-1ace intervicws of the suspected firearms straw purchasers.

Suspect interviews in Jonestown revealed that many purchasers were related to one another and
had family in the Chicago area. Interviewers found that three convicted felons from Chicago had
recruited people in the Jonestown and Clarksdale area to purchase firearms for them. Two of the
felons were members of the Gangster Disciples street gang in Chicago and the other was a
member of the Black Disciples street gang in Chicago.

Investigators established that the straw purchasers were recruited by Chicago gang members and
were often paid $25 to $125 for every firearm they straw purchased. Several Mississippi
subjects told investigators that the Chicago gang members made it known that they could not
legally buy firearms due to their felonious status and that firearms were often difficult to obtain
in Chicago. Investigators also learned that some Mississippi residents would obliterate the serial
numbers from the firearms they purchased prior to selling them to the Chicago felons, and
furthermore, if the straw purchasers did not obliterate the firearms’ serial numbers themselves,
the felons (firearms traffickers) would obliterate them.

TFOs identified a Jonestown resident named[{S)NUAI{®): two-time convicted felon and former
resident of Chicago who was related to two of the felons from Chicago and had firearms dealings
with the third felon. Id investigators that he facilitated the trafficking of more than 100
firearms to Chicago-area felons and gang members. [[IMMBRFxplained that he recruited the straw
purchasers from Jonestown, Clarksdale, and Friars Point, specifically recruiting those addicted to

cocaine, but who did not yet have a criminal record
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ld TFOs that he would then transport the firearms to Chicago and distribute them to
various gang members and other prohibited persons, making $500 to $600 for each firearm that
he sold. aid that on several occasions he took some of the original Mississippi straw
purchasers to Chicago, where they also made $500 to $600 per firearm. He said he made
approximately 15 to 20 trips to Chicago from Mississippi, and on each trip he would transport
five to eight firearms at a time. A total of 75 to 160 firearms were trafficked.

TFOs learned the Chicago felons themselves would also travel to Jonestown and acquire
firearms to transport back to Chicago. Several of the straw purchasers told investigators that the
Chicago traffickers would either pay for the firearms with cash and/or with cocaine they brought
with them from Chicago.

As a result of this investigation, 19 conspirators were recommended by ATF for prosecution; 14
defendants were indicted in the Northern District of Illinois and an additional five defendants
were indicted in the Northern District of Mississippi. The complaint filed in the Northern
District of Illinois charged those subjects with a variety of Federal firearms trafficking violations.
The individuals charged in Mississippi lacked the knowledge that the firearms were going to be
transported to Illinois, so they were charged solely with 18 USC 922 (a) (6), straw purchasing.
On February 28, 2007, ATF agents from the Chicago and the New Orieans Field Divisions,
assisted by investigators from the Illinois State Police and the Chicago Police Department,

arrested the 19 subjects charged in this investigation. Four subjects were located and arrested in
Chicago and the rpmammo 15 offenders rnnctmn_mo the straw nnrrhaqer network, were arrested
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in Mississippi.

To date, all of the individuals charged in this investigation have pled guilty. Sentences ranged
from 60 months’ probation to 60 months’ incarceration for the defendants charged in the
Northern District of Illinois (Chicago), with the three primary Chicago-based traffickers
responsiblie for distributing the firearms iocaily being sentenced to the statutory maximum of
60 months’ imprisonment.
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LOS ANGELES FIELD DIVISION

Case Number: 784040-07-0116 (San Diego)
Case Title{ NGO M

Narrative: (Adjudicated)

In September 2007, ATF discovered multiple sale firearms purchases in LEADS by an
individual named({$)K{AI(®) The firearms, including handguns and rifles, were
purchased from various FFLs in Arizona and at gun shows in Arizona. Based on investigative
information, ATF learned that the suspect would typically buy multiple handguns, which were
reported on a multiple sales form, and one long gun each time he made a purchase. ATF
idcntiﬁchs a San Diego resident who had obtained Arizona identification to
accomplish the gun buys in Arizona. A total of 36 firearms were identified and several were
later recovered at crime scenes in San Diego and Tijuana, Mexico. During the investigation,
ATF discovered that the actual purchaser of the fircarms was a two-time convicted felon and
illegal alien, known drug trafficker and former
informant for another federal agency, had obtained identity and then used it to
purchase the firearms. In January 2008, the San Diego ATF office arrested (b) (7)(C)
() (7)(C) During a search of the home, one of the firearms was recovered
along with cocaine and marijuana. [(KCSI(®Mater admitted that he purchased (b) (7)(C)
identity after he was deported in 2006. He claimed thatmgi/as a part of his DTO,
which smuggled large amounts of narcotics into the U.S. through San Dicgo. He stated that
upon assuming the new identity. he was tasked by the DTO to obtain firearms for the group.
Mlpled guilty to 18 USC 922(g)(1) and was sentenced to 48 months imprisonment and 36
months supervised release.

Case Number: 784040-06-0056 and 784040-07-0006 (San Diego)
Case Title: (7)(C) an

Narrative: (Adjudicated)

The subjects trafficked multiple rifles to Escondido, CA that were destined for a drug cartel in
Tijuana, BC Mexico. A wall-stop was conducted and three rifles were recovered. One of the
serial numbers was subsequently restored. The ATF agent traveled to Utah to interview the
FFL. Upon interviewing the FFL, ATF learned that multiple AR-15 type rifles had been
purchased, one at a time. ATF later interviewed the purchaser and her husband and learned they
were responsible for a number of rifles trafficked to Escondido, CA. The U.S. Attorney declined
prosecution i(b) (7)(C) as convicted of 18 USC 371 and 18 USC
922(k), and sentenced to 36 months probation.
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Case Number: 784040-09-0056 (San Diego)
Case Title:[(QX(®)
Narrative: (Adjudicated)

Beginning in May 2009, ATF San Dicgo. through the use of LEADS queries discovered that
(b) (7)(C) a San Diego resident, had conducted several multiple sale purchases in
Phoenix and Yuma, AZ. The majority of the firearms were assault type rifles and “crime gun”
handguns. In all, 32 firearms (14 handguns and 18 assault rifles) were 1dent1fled A search
warrant was obtained and executed on{{e)] ( )(C) residence | ajon, California. During
the search warrant, several suspect firearms were discovered. agreed to cooperate
and provide information as to the location of the outstanding firearms. dentified QIR
XI(®) as his criminal partner in the scheme to obtain and
traffic fircarms. (XS MMhad observed the search warrant service at (XS IMhome and
immediately went into hiding. A search warrant was obtained and executed on({S)KEAI(®))
residence where additional evidence was recovered. Based on the evidence, an arrest warrant
was obtained loi{)NEAI(®)) TF San Diego located and arreste (XU During

rest, he was accompanied by ((NESI(®)] 1 known local gang
member.

as in possession of one of the suspect Arizona firearms with an
obliterated serial number. was arrested and taken into ATF custody. The

investigation continued with several more search warrants being executed. Ultimately, 25 of the
original 32 firearms from Arizona were recovered. An additional 54 collateral firearms were
scized along with bomb making materials and narcotics. Based on this investigation, it is

believed that 5 of the 7 firearms outstanding went into Mexico through an associate of
Monspircd to obtain firearms from Arizona FFLs and

traffic them to their associates in San Diego for profit. The San Diego U.S. Attorney’s Office

iolations of 922(a)(3). importation
was sentenced to 7 years, to 3 years, and

of firecarms without a license.

(b) (7)(C) o 2 years.

Case Number: 784040-10-0022 (San Diego)
Case Title:[(QX0(®);
Narrative: (Adjudicated)

(XS rchased multiple handguns in Arizona while being a resident of California. A
federal search warrant was served a({$KUS[(S I csidence wherein 42 firearms were seized.
(b) (7)(C) AT prohibited person; however, the firearms were purchased in Arizona by a
resident of California and were unlawful to possess. After further investigation, ATF determined
that some of the firearms seized were rifles that did not appear in eTrace as they were not
handguns. Some of these rifles were part of “multiple sales” but this was not determined until
contact was made with the FFL. [({JXEAI(OIM 25 convicted of 18 USC 922(a)(3) and sentenced
to 36 months probation.
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Case Number: 784040-08-0121 (San Diego)
Case Title:{XEH(®)
Narrative: (Adjudicated)

From January 24, 2003 to April 10, 2004._ (7)(0) was employed by the Department of
Homeland Security and worked at the Otay Mesa Port of Entry in San Diego, California. During
this same time period, lived in Chula Vista, California and later in Tijuana, Baja
California, Mexico. egan purchasing firearms in September 2004 from at least three
different Federal Firearms Licensees (“FFL”) in San Diego County. From September 22, 2004
to September 9, 2006, (SIACPA®purchased 82 firearms (all handguns) from these FFLs, including
multiple sales transactions.

(QXWI®) o longer possessed any of these firearms. peatedly admitted that he sold
each of them. Two of the firearms have been recovered in Mexico. According to records
maintained by the Procurdaria General De La Republica (“PGR”) in Mexico, a Glock model 23
40 caliber pistol lhalpurchased on July 11, 2006 was recovered in Guadalajara, Jaslico,
Mexico on May 6, 2007. Additionally, a Sig Sauer model P230 .380 caliber pistol that [(JYEAI(S)]
purchased on May 9, 2006 was recovered in Atlacomulco, Mexico on November 12, 2009.

The investigation o{{S)NEI(®)}nanned almost 2 years, and involved multiple ATF field divisions,
special agents and financial investigators. On September 9, 2010,[(XEAI®PDIcd guilty to dealing
fircarms without a license, in violation of 18 USC 922(a){(1){(A), and confessed in federal court
that he trafficked at least 70 firearms to an unidentified law enforcement official in Tijuana, BC
Mexico. The USAO offered opportunity to identify the recipient of the firearms
pending his sentencing. as sentenced to 5 months imprisonment and 5 months at a
halfway house.
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Multiple Sales Leads Uncovering Firearms Trafficking from US to Mexico

Case Number: 784040-08-0121 (San Diego)
Case Title: (XA
Narrative: (Adjudicated)

From January 24, 2003 to April 10, 2004 [{)XEA(®); as employed by the Department of
Homeland Security and worked at the Otay Mesa Port of Entry in San Diego, California. During
this same time period, lived in Chula Vista, California and later in Tijuana, Baja
California, Mexico. egan purchasing firearms in September 2004 from at least three
different Federal Firearms Licensees (“FFL”) in San Diego County. From September 22, 2004
to September 9, 2006.-)urchased 82 firearms (all handguns) from these FFLs, including
multiple sales transactions.

() (7)(C) o longer possessed any of these fircarms. [(QXEBI(®cpeatedly admitted that he sold
each of them. Two of the firearms have been recovered in Mexico. According to records
maintained by the Procurdaria General De La Republica (“PGR”) in Mexico, a Glock model 23
40 caliber pistol that (A i rchased on July 11, 2006 was recovered in Guadalajara, Jaslico.
Mexico on May 6, 2007. Additionally, a Sig Sauer model P230 .380 caliber pistol (o) (7)(C)
purchased on May 9, 2006 was recovered in Atlacomulco, Mexico on November 12, 2009.

The investigation (b) spanned almost 2 years, and involved multiple ATF field divisions,
special agents and financial investigators. On September 9, 2010, pled guilty to dealing
firearms without a license, in violation of 18 USC 922(a)(1)(A), and confessed in federal court
that he trafficked at least 70 fircarms to an unidentified law enforcement official in Tijuana, BC
Mexico. The USAO oan opportunity to identify the recipient of the firearms
pending his sentencing. was sentenced to 5 months imprisonment and 5 months at a

halfway house.

Case Number: 784040-07-0082 (San Diego)

Narrative: (Upen case? Bad case number? Checking.)

An ATF investigation was initiated on fter it was learned, through multiple
sales reports, that he purchased approximately pistols from Arizona while
being a resident of California. He subsequently trafficked those to Mexico, three of which have

been recovered in Mexico in cartel-related violence. Additional investigation revealed that
mpumhased multiple rifles in Arizona and also trafficked those to Mexico. (RE-
TATUS)
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Case Number: 784040-10-0041 (San Diego)
Case Title:

Narrative: (Open Case) (REMOVE NAMES?)

An ATF investigation was initiated after review of multiple sales reports showed that{QJGKS)]
(b) (7)( ) 1ad purchased .hdndguns in California. Subsequent investigation revealed lhdl
(b) (7)(C) as responsible for trafficking 9 of these firearms to Mexico. Two of the 9 firearms
trafficked to Mexico have been recovered in Mexico cartel-related violence. This case is
ongoing.

Case Number: 782115-10-0041 (MicAllen, TX)
Case Title:

Narrative: (Adjudicated)

In a recent case, ATF McAllen, TX received a multiple sales report in which{{QX{SI(®]

had purchased three firearms from a local Federal Firearms Licensee (FFL). The investigating
agent noted that the firearms were makes and models that are frequently recovered in trafficking
investigations. A subsequent query of the ATF eTrace system and a canvass of local FFLs
determined that{YXEA(®) hEsl(b) (3) (P.L. 111-117)

(b) (3) (P.L. 111 117)

)(PL 111 117)

ecifically, the suspect had

)( )(PL T11- 117)

) (P.L. 111-117)
(b) (3) (P.L. 111-117) (b) (7)(C)
has been in custody since his arrest in July 2010, pled guilty in er and on January 5,
2011, was sentenced to 37 months Federal incarceration. [(S)NBI(®] dmitted that he had
purchased nine AK-47 type firearms and four pistols for another person who was reportedly
associated with a Mexican drug cartel.

(USAO PRESS RELEASE — January 5, 2011)

FOR IMMEDIATE RELEASE ANGELA DODGE
WEDNESDAY, JAN. 5, 2011 PUBLIC AFFAIRS OFFICER

Etin:www. justice. govisao/tss/ (713) 567-9388

STRAW PURCHASE OF GUNS LEADS TO PRISON TERM FOR U.S. CITIZEN

(McALLEN, Texas) - A United States citizen, who had resided in Reynosa, Tamaulipas, Mexico,
has been sentenced to 37 months in federal prison without parole for straw purchasing 13
firearms, United States Attorney José Angel Moreno announced today.
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Jesus Quintanilia, 26, convicted of one count of purchasing firearms for others after pleading
guiity in October 2010, was sentenced this morning by Chief United States District judge
Ricardo H. Hinojosa. Quintanilla has been in federal custody without bond since his July 2010
arrest and will remain in custody to serve his sentence.

The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) investigation which lead to the
charges against Quintanilla began after the ATF received reports that Quintanilla had purchased
numerous highly trafficked firearms between July 8 and 16, 2010. After ATF agents saw
Quintanilla’s attempt to purchase an additional AK-47 type weapon (the attempted purchase
was denied) agents approached Quintanilla. Quintanilla admitted to agents that he had
previously purchased nine AK-47 type weapons and four pistols for another person who was
reportedly associated with a Mexican drug cartel.

At today’s sentencing hearing, Judge Hinojosa included enhancements for trafficking firearms
and for using and possessing a firearm in connection another felony offense, specifically, the
exportation of firearms in deciding upon the ultimate sentence handed down. Following the
completion of the prison term the court has ordered Quintanilla to serve a three-year term of
supervised release. As a convicted felon, Quintanilla will be prohibited by federal law from even
possessing a firearm in the future.

Multiple Sales Leads Uncovering Domestic Firearms Trafficking

Case Numbey: 5.10- ortland, ME)
Case Title:
Narrative: (Partially Adjudicated — See last paragraph)

In November 201 (b) (7)(0) pled guilty and was sentenced to 3 months in Federal
prison followed by 24 months of supervised release for his role in selling fircarms to gang
members, convicted felons, and out of state residents. This trafficking investigation began in
October 2009 during a review of the daily multiple om the ATF Violent Crime

Analysis Branch that revealed handgun purchases byﬂhat merited further scrutiny.

Agents began to invesligat (7)(C) d look into the role of the FFL in Sanford, ME, where
the guns were being purchased. During October 2009, ATF learned from another federal
agency, that members of a prominent violent street gang under investigation had been followed
from Boston to Maine and observed to purchase four handguns from@mIQ.n a parking
lot. Subpoenas for phone tolls revealedmad contact with a Massachusetts telephone
number 260 times between August and December of 2009. Additional multiple sales forms
came in showing that during that same time period{(SJXUI( NN ade (YO NGAMEEEEEL
MChccks of Gunbroker.com revealed that (b) (/ JI{®2nade more than 150
purchases over a 2 month period. as a convicted felon who also had a fake Maine

Driver License and had been denied ( during an attempt to purchase guns from an FFL in
Maine in August 2009.
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Between January 14, 2010 and March 3, 2010, undercover ATF agents from out of state met
o) (C) |

n two occasions and purchased more than 10 handguns (o) (7)(C)
in the back seat of his car.

During one transaction,

Following the firearms transaction on March 3, 2010{)RCA(AM 25 detained and given an
opportunity to cooperate knowing that he would be charged and arrested at a later date.
mmn provided a confession and agreed to cooperate against (RN the FFL.
identified (X&) rom a photo line-up as a person to whom he had sold more than
stated that the new the firearms being purchased were being re-
During thvestigation. ATF Portland initiated a parallel
FFL investigation, agents covertly approached the FFL and were able to purchase firearms off-
paper from the FFL who thought he was selling to out of state residents. (The FFL is deceased.)

(b) (7)(C) dmissions matched what the agents had already determined. On March 3, 2010,
a scarch of{{(JXEAI(®)) ome resulted in the recovery of additional fircarms and records.

On March 4, 2010, ATF Boston and Portland agents arrcstcd (7)(0)
(OXW®:(icr they drove from Massachusetts to Maine and took possession of several handguns
that they intended to traffic back to MA. They purchased two handguns, which were ATF props,

for $600 fror he firearms trafficker detained by ATF who agreed to
cooperate. Both are affiliated with Boston gangs and are convicted felons.
Man armed career criminal recently released from prison after an armed robber

conviction. Prior to the deal, agents and Lynn, MA Police Officers were able to locat

and watch as he was picked up by a subject driving a Lexus that departed for ME. They were
under surveillance all the way to the deal in ME. The owner of the vehicle was identified as an
armed career criminal/gang member from Boston. After the arrest, it was discovered that the
vehicle owner was not present however another armed career criminal had used his car to drive
to ME to purchase firearms. [(XE®) have pled guilty. QE@IQ:s other charges
pending in Boston. Neither have been sentenced.

Case Number: 762065-06-0053 (Portland, ME)
Case Title:

Narrative: (Adjudicated)

This investigation began in December 2005 after a number of firearms purchased from an FFL in
Freeport, Maine were recovered in crimes in Queens, NY and some of those fircarms had been
purchased as part of multiple sales.

The investigation ultimately revealed a large ring of straw purchasers in Maine led by a
convicted felon and NYC gang membem’vho had cultivated an FFL to participate in the
conspiracy by allowing straw purchases to occur for profit. A lengthy grand jury investigation
ensued and eventually investigation evidence resulted in the arrest of seven persons, 5 of which
were straw purchasers, one of which was the FFL, and one of which was trafficking ring
organizer {(QXBI®)] Some of the straw purchasers were also charged with providing false
information to the Grand Jury and distributing over 50 grams of crack cocaine brought to Maine
(b) (7)(C) s ring trafficked more than 25 handguns, of which eight have already turned up
in crimes in New York to include drug trafficking, residential burglary, possession of firearms
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with obliterated serial numbers, criminal weapon possession, reckiess endangerment,
obstruction, resisting arrest, concealed weapon violations, and an accidental self-inflicted
gunshot wound. All of the straw purchasers pled guilty and substantially assisted the prosecution
against [QJREI® The straws received Federal sentences ranging from 36 months of probation to
120 months of imprisonment. FFL (b) (7)(C) 18 eventually indicted as part of a Klein
Conspiracy - intentionally defrauding the US Government of records and information it is
required to keep; illegal sale of handguns to out of state residents; and false statements to
government agents. FFL (KW} ventually pled guilty, substantially assisted the prosecution
againstmnd was sentenced to two months in prison in March 2009. The FFL also
voluntarily abandoned his Federal Firearms License as part of the plea agreement. [(SXUI(®)

Mlyaka (WAI(®} as indicted for Conspiracy to Distribute and Possess with intent to
Distribute Cocaine Base in excess of 50 grams, Conspiracy to Commit Offense Against the
United States or to Defraud the United States (Klein Conspiracy), Conspiracy to Commit
Offense Against the United States, Five Counts of Aiding and Abetting False Statements in a
Firearm Transaction, Dealing in Fircarms without a License, and Five Counts of Possession of a
Firearm by a Prohibited Person. On June 1, 2009 in US District Court, Portland, Maine.[{)K€SI(®)

me&-as sentenced to 25 years in Federal prison followed by 120 months
supervised release for his role as the organizer in an interstate gun and drug trafficking
conspiracy.

Case Number: 784040-09-0056 (San Diego)
Case Tite (DA I

Narrative: (Adjudicated)

Wow ATF San Diego, through the use of LEADS queries discovered that
a San Diego resident, had conducted several multiple sale purchases in

Phoenix and Yuma, AZ. The majority of the firearms were assault type rifles and “crime gun”
handguns. In all, 32 firearms (14 handguns and 18 assault rifles) were identified. A search

warrant was obtained and executed on[{S)XES[{®I MM csidence in El Cajon. California. During

the search warrant, several suspect firearms were discovered. reed to cooperate

and provide information as to the location of the outstanding firearms dentiﬁe
s his criminal partner in the scheme to obtain and
traffic firearms. had observed the search warrant service a ome and
immediately went into hiding. A scarch warrant was obtained and executed on
residence where additional evidence was recovered. Based on the evidence, an arrest warrant
was obtained for[{K{SI(®IM ATF San Diego located and arrested During

(b) (7)(C) A accompanied by known local gang
member. 1 ion of one of the suspect Arizona firearms with an
obliterated serial number. [{&)) (7)(C) /as arrested and taken into ATF custody. The
investigation continued with several more search warrants being executed. Ultimately, 25 of the
original 32 firearms from Arizona were recovered. An additional 54 collateral firearms were
seized along with bomb making materials and narcotics. Based on this investigation, it is

believed that 5 of the 7 firearms outstanding went into Mexico through an associate of
m_conspircd to obtain firearms from Arizona FFLs and

traffic them to their associates in San Diego for profit. The San Diego U.S. Attorney’s Office
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prosecuted((KCII(®) an r violations of 922(a)(3), importation
of fircarms without a license. as sentenced to 7 years, o 3 years, and
IO 2 years.

Case Number: 775051-01-0045 (Martinsburg WV, Washington DC)
Case Title:
Narrative: (Adjudicate

The case was initiated in 2001 after multiple straw purchasers were identified through a review
of multiple sales records. In 2003, additional straw purchasers were discovered through
multiple sales reports and it was determined that two independent ATF cases, one from
Martinsburg, West Virginia and the other from Washington DC, were linked. The cases were
soon merged and as the investigation progressed and interviews were conducted by ATF agents
in Martinsburg, West Virginia and Washington DC, it was determined that approximately cight
straw purchasers, mostly female, were buying [irearms throughout the Martinsburg, West
Virginia area for two individuals from Washington DC name nd QXS
M It was determined that ran a neighborhood drug
ring in Northeast, Washington DC and would exchange drugs for firearms purchased by
individuals that they had recruited in West Virginia. The case concluded in 2008 with a total of
51 firearms identified as being illegally trafficked from West Virginia FFL’s.

In November of 2006, (b) (7)(C) pled guilty and was sentenced to 21 years in Federal
rison for his role in a drug and fircarms trafficking ring. In December of 2008.{(SXEI(®)
[&W)led guilty and was sentenced to 7 years in Federal prison for his role in the drug
and firearms trafficking ring.
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HOUSTON FIELD DIVISION — Muitipie Saies Investigations

Case Number: 782095-09-0004 (H n, TX)
Case Title:

Narrative: (Adjudicated)

WIN(®

admitted to straw purchasing 15 Fabrique Nacional (FN) 5.7X28mm pistols (D) (7)(C)

(IXTA(SIM Houston based narcotics dealer. A subsequent consent search conducted at{CXE®)

(b) (7)( residcnce resulted in the seizure of 5 additional firearms, 55 rounds of ammunition,
$4,900 in U.S. currency, 5 kilograms of packaged cocaine and 12.3 grams of crack cocaine. This

case was initiated via an ATF IOl Referral during the Houston GRIT. Through investigation and
witnesses, ATF determined thatmurchascd one FN57 from an FFL and

several firearms from a gun range’s booth at a gun show. Another FFL stated that his business
had sold three FN pistols t n various dates at Houston-area gun shows.
Sentences included 3 years Federal probation 4

years Federal incarceration and 5 years supervised release), and 36 months
supervised probation). Prosecution o was declined.

Case Number: 782020-04-0015 (Corpus Christi, TX)
Case Title

Narrative: (Adjudicated)

(b) (7)(C) purchased more than 500 fircarms and then smuggled them to Mexico for
resale. Although ften purchased specific firearms based on orders from
customers in Mexico, he listed himself as the “actual buyer. {{S)K{BI(®)} blaced his orders
with numerous firearms dealers in Victoria, Houston, San Antonio, Corpus Christi and other
locations throughout Texas. Local Victoria firearms dealers not only describe (7)(C)
as ordering firearms from lists, they also informed ATF authorities that he would file Texas tax
exemption forms indicating the firearms were for resale, thereby avoiding the payment of sales
taxes on his purchase. Only three of the firearms were recovered in Mexico. Lists of purchases

were compiled by multiple sales reports and canvassing local dealers. On July 7, 2009,
Was sentenced to 60 months on false statements during purchases, 120 months

or smuggling, and 60 months for dealing without a license. During a search warrant of his

home, child pornography was found. Was also sentenced to 120 months for
possession of child pornography and 220 months for downloading child pornography.

Case Number: 782025-06-0017 (Houston, TX)
Case Title: OPERATION ZEBRA
Narrative: (Adjudicated — See end of narrative)

During a routine inspection of a Federally Licensed Firearms dealer in Houston, Texas, a large
scale firearms trafficking operation to Mexico was identified. Multiple Sales reports revealed
the same. The investigation revealed that 23 straw purchasers and recruiters were responsible for
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purchasing 336 firearms in a 15-month period (2006-2007) with a total cost of $368,000. Straw
purchasers were paid up to $500 per transaction. Many of the fircarms were AR-15 type
firearms along with Beretta 9 mm pistols and FN 5.7mm pistols. One hundred two (102)
firearms have been recovered and traced back to this group of traffickers. Of these firearms, 97
were recovered in Mexico, four in Guatemala and one in the U.S. Of the 102 recoveries, most
are long guns. These firearms are responsible for 63 casualties in Mexico — 18 law enforcement
and civilian, and 45 cartel shooters. These firearms were recovered at some horrific crime
scenes in Mexico to include the Acapulco Police Massacre.

Of the 23 suspects, 16 have been charged and seven had prosecution declined in favor of
cooperation. Of the 16 defendants, three are fugitives, 12 have been convicted and sentenced,
and one is convicted and awaiting sentencing. The first two sentenced were (XS] 8
years) an((S)NUAI(®IIM 4 years) in 2009. There has been much media attention (local and
national) on this case as 1t is one of the largest firearms trafficking/smuggling rings uncovered.

Case Number: 782020-06-0066 (Corpus Christi, TX)
Case Title:
Narrative: (Adjudicated)

On March 30, 2006, ATF responded to assist the Mathis, TX Police Department. After a consent

scarch, local officers found 19 fircarms (9 rifles, 6 shotguns and 4 pistols) and approximately
5.000 rounds of ammunition in a residence occupied bMa
known Texas Syndicate prison gang member, and his common-law wife. More disturbing was a
catalogue of fircarms parts and accessories that appeared to be an “order form” for additional
items that were to be ordered. Through investigation it was discovered that{{S)NEUSI(O IR =5 a

gunsmith for the gang and would clean and restore firearms for the gang and add accessories to

their firearms, such as laser sights on a pistol, acquire additiong i tc. ATF seized and
traced all of the firearms in this case, which substantiated that as utilizing his

common-law wife to purchase these firearms and the accessories.

Through information obtained in the traces of the scized fircarms, ATF was able to discover the
firecarms were purchased at multiple FFL’s throughout Texas. Multiple sales of rifles were also
determined through trace information. ATF contacted each of the FFL’s and found additional

firearms that had not been seized. [{SNA(®) pled guilty to multiple counts of 18 USC

922(g)(1). felon in possession and was sentenced to 120 months imprisonment, followed by 36

months supervised release. The U.S. Attorney declined prosecution for (b) (7)(C)

Case Number: 782010-10-0057 (Austin, TX
Case Title:
Narrative: (Adjudicated)

On March 25, 2010, the ATF Austin Field Office received information from an FFL about a
female who was suspected of being involved in firearms trafficking. The female had purchased
20,000 rounds of ammunition and 45 firearm magazines with 30-round capacities.
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During the subsequent investigation, ATF special agents identified a man who accompanied the
female during the purchase of ten Bushmaster .223 caliber semi-automatic rifles. Upon
completing the transfer and following a surveillance of the individual, ATF interviewed the man,
who confessed to straw-purchasing the firearms for another person.

Information developed during the investigation revealed that the firearms and ammunition were
bound for Mexico. The third defendant in this investigation told the special agents that he had
been “hired” by an individual with ties to a Mexican drug cartel to purchase the firearms. This
investigation resulted in the arrests, guilty pleas and convictions of three individuals for Federal
firearms violations. specific: USC 381. Sentences included{(S)XCA®); 12 months
incarccration)W% months incarceration), c(b) (7)(C) |2 months

incarceration).

Case Number: 782020 07 0047 (Corpus Christi, TX)
Case Title{{XEN(®);
Narrative: (Adjudicated)

ATF in Corpus Christi received a call from a local FFL advising tha{{)NE8[{®rom Brownsville,
TX) had purchased an assauit rifle and inquired about purchasing additional rifles prior to
departing the FFL. Minutes later, ATE received a call from a second FFL (a national retail
sporting goods chain) advising thatad purchased two assault rifles. ATF surveilled
Mas he departed then sporting goods store. a‘ Y in Kingsville, TX by the
State Police at the request of ATF. Investigation revealed thaWad purchased two
additional assault rifles at another FFL in Bishop, TX. Five rifles were seized by ATF.
(RIS 25 indicted and pled guilty to Providing False Information to a FFL, 18 USC 922(a)(6).

Case Number: 782055-02-0094 (Laredo, TX)
Case Title{{XA(®)!
Narrative: (Adjudicated)

(b) (7)(C) as an FFL in Laredo, Texas. He paid straw purchasers to fill out 4473s or
obtained biographic information to generate totally fraudulent 4473s. When a firearm was sold
“off the books” ompleted the second page of the 4473 showing that the firearm
was sold to a straw purchaser. id not keep any records of the name, age and
residence of the persons to whom he actually sold or delivered the firearms. ATF identified 40
Form 4473s that were either signed by straw purchasers or were totally fraudulent (mostly
through multiple sales forms). Records from wholesalers showed that [(QI(®) purchased
the firearms listed on the 4473s. An inventory of] ' :howed that he no longer
possessed the firearms. The straw purchasers were told by at they had nothing to
worry about because the guns were going to Mexico but if they were asked about the guns by

ATEF, to say the guns were resold at : show in Austin or San Antonio. After ATF started
interviewing straw purchasers, old one straw purchaser that he would be in danger
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if he cooperated with ATF. In addition to being an FFL, {{S)K€AI(®2)
(b) (7)(C)

ATF identified at least 87 firearms trafficked to Mexico. ATF discovered thal (7)(0) was
involved in trafficking when ATF recovered some of his guns involved in crimes. When ATF
traced the guns, the firearms were part of multiple sales transactions. After reviewing all his
multiple sale transactions, ATF identified several suspicious purchases. ATF interviewed all

purchasers and served search warrants at his residence and place of business. as
subsequently arrested and convicted. On September 17, 2004 as sentenced to 37

months imprisonment and 36 months probation/supervised release.



From: Needles, James R.

Sent : Empleyeesl,, January 25, 2011 4:54:57 PM 40
To: SAR/SIR Message Delivery

CC: McMahon, William G.; Newell, William D.; Gillett, George T. Jr.; Mangan, Thomas G.
Subject: FW: SIR - Flrearms

DEPARTMENT OF JUSTICE - BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
SIGNIFICANT INFORMATION REPORT

DATE: January 25, 2011
FROM: Phoenix Field Division
FIELD QFFICE: Phoenix VII Field Office

CASE INFORMATION

CASE NUMBER: 785115-10-0004
CASE TITLE: (b) (7)(C) et al
SPECIAL AGENT: (b) (7)(C)

recepHONE NUMBER:  ((Q)NUWAI(@))

SYNOPSIS OF INCIDENT/ACTIVITY:

Arrest of 18 suspects in firearms trafficking investigation.

NARRATIVE OF INCIDENT/ACTIVITY:

On January 19, 2011, the Federal Grand Jury in the District of Arizona returned a
fifty-three (53) count indictment charging twenty (20) individuals with a variety of
charges to include; Conspiracy (371), Dealing in Firearms without a License (%922 a 1 A),
False Statement in Connecticn with the Acquisition of a Firearm (%24 a 1 A), Conspiracy to
Possess a Firearm in Furtherance of a Drug Trafficking Offense (924 ¢}, Money Laundering
(1956), Possession/Conspiracy to Possess a Controlled Substance with Intent to Distribute
(841 & 846), Aid and Abet (2).

On January 25th, 2011, the ATF Phoenix Field Division, Phoenix Group VII, along with
numerous other federal and local law enforcement agencies, concluded this firearms
trafficking investigation with the arrest of eighteen (18) individuals and the execution of
four (4) search warrants. Two (2) defendants still remain at large as Federal fugitives;
their location 1s currently being scught by the United States Marshals Service.

During the execution of the above mentioned arrest and search warrants, as well as an
additional consent search, twelve (12) firearms, body armor, ammunition, twoc (2) pounds of
methamphetamine, numerous pcunds of marijuana, scales, computers, documents, and packaging
material, were recovered.

Several of the subjects provided interviews to ATF agents and to Mexican Law Enforcement
Officials who were present cn scene which resulted in additional leads and information that
is currently being follow-up. Additional indictments are anticipated on this investigation.
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DATE: January 25, 2011
FROM : Phoenix Field Division
FIELD OFFICE: Phoenix VII Field Ofifice

CASE INIORMATION

CASE NUMBER: 785115-10-0004
CASE TITLE: (b) (7)(C)
SPECIAL AGENT: b) (7)(C)
TELEPHONE NUMBER: b) (7)(C)

e

SYNOPSIS OF INCIDENT/ACTIVITY:

Arrest of 18 suspects in firearms trafficking investigation.

NARRATIVE OF INCIDENT/ACTIVITY:

On January 19, 2011, the Federal Grand Jury in the District of Arizona returned a
fifty-three (53) count indictment charging twenty (20) individuals with a variety of
charges to include; Conspiracy (371), Dealing in Firearms without a License (922 a 1 A),
False Statement in Connecticn with the Acquisition of a Firearm (924 a 1 A), Conspiracy to
Possess a Firearm in Furtherance of a Drug Trafficking Offense (224 ¢}, Money Laundering
(1256), Possession/Conspiracy to Possess a Controlled Substance with Intent to Distribute
(841 & 846), Aid and Rbet (2).

On January 25th, 2011, the ATF Phoenix Field Division, Phoenix Group VII, along with
numerous other federal and local law enforcement agencies, concluded this firearms
trafficking investigation with the arrest of eighteen (18) individuals and the execution of
four (4) search warrants. TIwo (2) defendants still remain at large as Federal fugitives;
their location is currently being sought by the United States Marshals Service.

During the execution of the above mentioned arrest and search warrants, as well as an
additional consent search, twelve (12) firearms, body armor, ammunition, two (2) pounds of
methamphetamine, numerous pcunds of marijuana, scales, computers, documents, and packaging
material, were recovered.

Several of the subjects provided interviews to ATF agents and to Mexican Law Enforcement
Officials who were present cn scene which resulted in additional leads and information that
is currently being follow-up. Additional indictments are anticipated on this investigation.
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From: McMahon, William G.

Sent: Tuesday, February 01, 2011 4:30 PM

Subject: FW: OCDETF Proposal
Attachments: The Fast and The Furious.doc; The Fast and The Furious narrative.doc

(b) (7)(C)

Attached is the QCDETF Proposal we discussed aarlier today. lust wanted you 1o hava it for your
information.

From: Newell, William D.

Sent: Friday, January 28, 2011 5:32 PM

To: McMahon, William G.

Subject: FW: OCDETF Proposal

Criginal propesal. Was eventually assigned the following CCDETF #: SWAZP0496

Bill Newell

Special Agent in Charge

Bureau ot Alcohol, Tobacco, Firearms and Explosives {ATF}
Phoenix Field Division {Arizona and New Mexico}

Ottice - (602)776-5400

From: Gillett, George T. Jr.

Sent: Tuesday, January 26, 2010 11:26 AM
To: Neweli, William D.

Subject: FW: OCDETF Proposal

Bitf -

(b) (7)C) nd_O( DETF proposal was unanimously passed today at the USAD. This

gation is currently

(b)(7<<:> (b) (7)(E) S

.;tgmﬁca.mtiy slowad for now as the “straws” are waiting for a significant cash infusion o make some “large”
purchases, whalever those might e

fxearge T, Gillest

Assistant Special Agent in Charge
ATF - Fhoenix Fisld Division

Office: (602 776-5400
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From: Newell, William D.
Sent: Friday, January 28, 2011 11:17 AM

To: Gillett, George T. Jr ;
CC: McMahon, William G.; ) (b) (7)(C) Needles, James R.; Chait, Mark R.

Subject: Re: Access to Fast and Furious

 would caution that this case is marked "8{e)" because it does in fact contain a vast amount of Grand Jury material. Al
individuals granted access will have 1o sign a 6(e) agreement forwarded to them by the AUSA. In addition, this case is
stili active and on-going and thus all information should be restricted on g strictly "Need to Know" basis only.

FEREEEEN

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named abowve
in connection with official business. This communication may contain Controlled Unclassified Information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any atiached file(s) in any form outside of ATF or the Department of Justice without express
authorization is strictly prohibited.

From: Gillett, George T. Jr.
To:

Cc:%.; McMahon, William G.; (b) (7)(C) (IXEBI(®)} Needles, James R.

Sent: Fri Jan 28 11:14:30 2011
Subject: Access to Fast and Furious

Iy (b) (7)(C)

SWNHI have full access to the Fast and Furious case as soon as the case agent can access the case and grant
the access.

Please advise if there is anything further that we can assist with.

George T. Gillett

Assistant Special Agent in Charge
ATF - Phoenix Field Division
Office: (602) 776-5400
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785115-10-0004 2/26/2013

Indicted targets
{(Purcitasers)

(b) (7)(C)

A/GS Phoenix FIG
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The Honorable Darrell Issa

Chairman

Committee on Oversight and Government Reform
U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

April 12, 2011 Draft

174
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D) (5)

D
b

Sincerely,

Ronald Weich
Assistant Attorney General

cc: The Honorable Elijah E. Cummings
Ranking Minority Member
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(o) (7)(C)

Sent: Monday, February 14, 2011 1:04 PM
TO:M-

Subject: FW: TPs for your consideration
Attachments: sjc atf briefing tps.docx

(b) (7)(C)

Chief, Fir perations Division
ATFHQ - Room 6.5.128

plel > Ol (b) (7)(C)

From: Burton, Faith (SMO) [mailto:@m_

Sent: Thursday, February 10, 2011 12:

To: Weinstein, Jason (CRM); Weich, Ron (SMO);(QX{AI(®] McDermond, James E.; Chait, Mark R.; Burke,
Dennis (USAAZ)

Subject: RE: TPs for your consideration

Piease see the redlined version here. Based upon the letter we received from Grassley ast ni‘ht (5)

tason, thanks for taking the lead hara - this cutling is very detailed — expect that
averything you say will be scrutinized and cross-examined (K@) Sea you soon. FR

Frgm\A/elnsfeln,_]asgn(CD‘M) ...........................................................................................................................................................................................................
Sent: Thursday, February 10, 2011 11:56 AM

To: Burton, Faith (SMO); Weich, Ron (SMO)' (7)(C) ATF); McDermond, James E. (ATF); Chait, Mark R.
(ATF); Burke, Dennis (USAAZ)

Subject: TPs for your consideration

Sorry for lateness in getting these to you.

Jason M. Weinstein

Deputy Assistant Attorney General
Criminal Division

U.S. Department of Justice

950 Pennsyivania Avenue, NW
Washington, D.C. 20530

Office: (202) 305

Cell
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Sent:EThursda March 17, 2011 1:18:27 PM 38
To: |!:l!ilﬁh

Subject: FW: FF

-

Can you handle this one??7? Thanks

h;:-, F¢Lea ms Operaticns Division

ATF HQ - Room 6.S.129

FRERYES ) () CSEE (1) (7)(C)

***** Original Message-————-
From: Chait, Mark R.
Sent: Thuraday, March 17 2011 14.47 PM

oubject FFE

Can you lock at an roi on July 8 did we or PD take the guns.

e de e ke

NOTICE: This e mail message and any attached files are intended solely for the use of the
addressee {g8) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. 2Any review, use, or
dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacce, Firearms & Explosives or the Department of Justice without
express authorization is strictly prohibited.



Epasreel (b) (7)(C)

Sent :EWednesday,
To:
Subject:

March 02, 2011 8:28:10 AM 39

Print entire Mgt Log

(b) (7)(C)

Chief, Firearms Operaticons Division

202648 S8 (b) (7)(C)

R

NOTICE: This e-mail message and any attached files are intended solely for the use of the
addressee {s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, Or
dissemination of this e mail message and any attached file(s) in any form outside of the
Bureau of Alcchol, Tobacce, Firearms & Explosives or the Department ¢f Justice without
express authorization is strictly prohibited.
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Sent :EThursday, March 17, 2011 3:03:03 PM 43
To: Chait, Mark R.

Subject: FW: FF

enior Special Agent

earms QOperations Division
. 648 (office)
(cell)

1

202

***** Original Message————-—
From: (b) (7)(C)
Sent: ursday,
To: (XA

Subject: FW: FF

-
—
@
-
=

March

17, 2011

Can you handle Lhls one??? Thanks

(b) (7)(C

~h o e QN —
winilel, 1§ DiIVisSion

earms
ATE HQ Room 6.

From: Chait, Mark R.
Sent: Thursday, March 17, 2011 12:47 PM

To: McMahon, William Gl;(b)(7)«:)
Subject: FF
Can you look at an roi on July 8 did we or PD take the guns.

b2 b o b o o 4

NOTICE: This e—mail message and any attached files are intended solely for the use of the

addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. 2Any review, use, or

dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice without
express authorization i1s strictly prohibited.



Sent:EThursday, March 1

Subject: RE: FF

2011 3:01:33 PM 44

~)

Sent: Thursday, March

iRel(b) (7)(C)
Subject: FW: FF

17, 2011 1:18 PM

Can you handle Lhls one??? Thanks

(b) (7)(C)

Chief, Firearms Operaticns Division
ATE HQ Room 6.5.129
202,645 DIQ® c-11 [(HIHWIS)

From: Chait, Mark R.
Sent: Thursday, March 17, 2011 12:47 PM

To: McMahon, William G.;(b)(?)“:)
Subject: FF
Can you loock at an roi on July 8 did we or PD take the guns.

b2 b o b o o 4

NOTICE: This e—mail message and any attached files are intended solely for the use of the

addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. 2Any review, use, or

dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice without
express authorization i1s strictly prohibited.



e b) (7)(C)

Sent : Employeeiky, March 17, 2011 2:36:38 PM 45
Io:“:liiﬂiiliillllllll

Subject: RE: FF

————— Original Message--————
S (b) (7)(C)

Sent: Thursday,

March 17, 2011 1:18 PM

EE

Can you handle this one??? Thanks

(b) (7)(C)
Chief, Firearms Operations Division
1720

ATF HQ - Room 6.5.12
202.648W0ell (9

Prom: Chait, Mark R.
Sent: Thursday, March 17
To: McMahon, Willliam G.;
Subject: FF

Can you look at an rol on July 8 did we or PD take the guns.

B A

NOTICE: This e—mail message and any attached files are intended solely for the use of the
addressee {s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval., Any review, use, or
dissemination of this e—mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department c¢f Justice without
express authorization is strictly prohibited.
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VIOLENT CRIME ANALYSIS BRANCH

FIREARMS DATA DISCLOSURE RESTRICTIONS

Please be advised that the Consolidated Appropriations Act of 2010, Public L. 111-117, which became effective
on December 16, 2009, restricts the disclosure of any part of the contents of the Firearms Tracing System or
any information required to be kept by Federal Firearms Licensees pursuant to 18 USC 923(g), or required to
be reported pursuant to 18 USC 923(g)(3) and 923(g)(7).

The information, which is being provided per your request, is for official law enforcement use only and may
only be disseminated by the Bureau of Alcohol, Tobacco, Firearms and Explosives to a Federal, State, local, or
tribal law enforcement agency, or a Federal, State, or local prosecutor; or a foreign law enforcement agency
solely in connection with and for use in a criminal investigation or prosecution, or a Federal agency for a
national security or intelligence purpose. This disclosure restriction shall not be construed to prevent the
sharing or exchange of such information among and between Federal, State, local, or foreign law enforcement
agencies, Federal, State, or local prosecutors, and Federal national security, intelligence, or counterterrorism
officials. Congress has prohibited the public release of any data by the recipient law enforcement agency. The
publication of statistical aggregate data regarding firearms traffickers and trafficking channels, firearms
misuse, felons, and trafficking investigations is exempt from the restriction. If you have questions regarding
these restrictions please contact ATF legal counsel prior to disclosing any of the information provided in this
correspondence outside of ATF.

The Act, in pertinent part, provides that:

{ Mo funds appropriated under this or any other Act roay be used to disclose part or all of the contents of the
Fircarms Trace System database maintained by the National Trace Center of the Bureau of Alcohol, Tobaceo,
Fircarms and Bxplosives or any information reguired to be kept by Hcensees pursuant (0 section 923{(g) of title
18, Untied States Code, or required (o be reported pursuant to paragraphs (23 and (7) of such section 923{g},
cxcept tor {1) a Federal, State, local, or tribal law enforcement agency, or a Federal, State, or Iocal prosecutor;
or {2} a foreign law enforcement agency solely 1 connection with or for use in a criminal investigation or
prosecution; or {3} a Federal agency for a national security or mitelligence purpose; unless such disclosure of
such data o any of the entities described in {1}, (2} or {3) of tins proviso would compronuse the identity of any
undercover law enforcement officer or conhidential mformant, or interfere with any case under wvestigabion;
and 1o person or entity deseribed in (1), (2) or (3) shall knowingly and publicly disclose such data; and all such
data shall be tmumune from legal process, shall not be suabiect to subpoena or other discovery, shall be
madromesible in evidence, and shall not be used, relied on. or disclosed in any manner, nor shall testiroony or
other evidence be permitied based on the data, in a civil action in any State (including the District of Columbia)
or Federal court or 1o an administrative proceeding other than a proceeding commenced by the Bureau of
Alcohol, Tobaces, Fircarms and Explosives to enforee the provisions of chapter 44 of such title, or 4 review of
such an action or proceeding; cxcept that this proviso shall not be construed o prevent: (A} the disclosure of
stafistical information concerning total production, importation, and exportation by cach heensed importer (as
defined in section 92139 of such ttle) and licensed manufacturer (as defined in section 92 Hay10) of such
titie); (B} the sharing or exchange of such information among and between Federal, Mate, local, or foreign law
cnforcement agencies, Federal, State, or local prosecutors, and Federal national secunity, indelligence, or
counterterrortsm officials: or (C) the publication of annual statistical reports on products regulated by the
Burean of Alcobol, Tobacce, Fivearms and Explosives, including total production, importation, and exporiation
by cach licensed importer (as 5o defined) and hicensed manufacturer {as so defined), or statistical aggregate data
regarding fircarms tratfickers and trafficking channels, or fircarms misuse, felons, and wafficking
wmvestigations.
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Department of Justice
Bureau of Alcohol, Tobacco,

Firearins and Explosives

Office of Strategic Intelligence and Information
Violent Crime Intelligence Division

Violent Crime Analysis Branch

Data Source: Firearms Tracing System

Law Entoresment Senalfive



Bureay of Aloohot: Tobacco, Firearms and Explosives; Viokent Crime Infeliigence Division, Violent Crimre Analysis Branch

Public L. No. 111-11

(’i} Firearm traces are demgnad to
the sale and p@ssessmn of specil
reason, and those reasons are n
crims are traced and not all firsa

questf rearms traces for any
nt. Mot all firsarms usedin

{2} Firearms selected for tracing s
firearnis are usedfor illicit purpeo:
be considered :ep;&sentatw
universe. Firearms are no
necessarily represent the so

.. 0F any subset of that
ar firearms traced do not
cquired for use in crime..

Law Entarcenend Senaitive



‘Bureay of Alcohol, Tobec_co; Firearms 2ad _'Ex,ofcisis/es,- Violent Crime intelligence Division, Violent Crime Analysis Branch

[1Duplicate
Traces

Total Traces

A* Daia was exiracted 'fmm the
Firearms Tracing System (FTS)

Law Enforcement Sensitive e Janvary 12 2011,



‘Bureay of Alcohol, Tobacco, Firearms and Explosives, Viclent Crime Infelfigence Division, Violent Crime Analysis Branch

.* Dafa was eX:‘raoted 'fmm the:
Firearms Tracing System (FTS)
,G‘ﬁ:Jax?u’agy 122011

LawEnforcement Sensitive
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LawEnforcement Sensitive
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o) = Pistol
PR} = Revolver
R) = Riffe

S) = Shotgun

By Manufacturer,
Caliber & Type




‘Bureay of Alcohol, Tobacco, Firearms and Explosives, Viclent Crime Infelfigence Division, Violent Crime Analysis Branch

Law Enforcement Sensitive




Bureay of Alcchol; Tobacoo Ffrearms and &pfosxves Vfofenf Crime Infelfigence Division, V/o!ent Crime An&!ys:s Branch

‘Law Enfarcement Sensitive



Bireau ofAiccbaf Tobacco Frrearms and Exnlos;vas onfenf Cnme frtefﬁgence D:wsxon Vfofent Crrme Apefyst Branch

imedo-Crime Less Than Three Years.
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Bureay of Aloohot: Tobacco, Firearms and Explosives; Viokent Crime Infeliigence Division, Violent Crimre Analysis Branch

O Al of the Preceding Statistics had ths Following Sslection Criteria in Common:
+Traces with & recovery Country of Mexico were included.
*Traces with a recovery date betwesn Deternber 1, 2006 — MNovemper 30, 2010 were selected. However, ifthe
recovery date wasblank, traces with an entered date-between Decernber1, 2006 — Novemnber, 2010 were also.
selected.
“Duplicate and"Firearm Turned In“ traces were excluded.
+Statistics are based on & guery of the Firearmis Tracing System (FTS) on January 12, 2011,

«Alltraces may nothave been submitted or completedat the time of this study.

£ Additional Selection Criteria was Applied to the Following Statistics:

£V U8 Source Locations for Firearms with a Recoveryin Mexico
ATraces mustidentify a purchaserandthell S, dealer wherethe fireanm was purchased..

@ Time-to-Crime Rates for Firearms with a Recoveryin Mexico
“Traces mustidentifya purchaser. "
sIncludestrares that provide arecovery date afid 8 final purch ass date .
“Titrie-to-crime is alcilated by subtracting the putch ase date from the reccvery dats,

Law BErtorcenant Senaltive
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gy (P) (6), (b) (7)(C)
Sent: Wednesday, April 06, 2011 3:36 PM
i (b) (6), (b) (7)(C)

()()()()()
b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
Subject: FW: URGENT / MANDATORY ACTION - ADDITIONAL INSTRUCTIONS FOR DOCUMENT
PRODUCTION RELATED TO OPERATION FAST AND FURIOUS

Attachments: OIG FF document request 3-25-11.pdf; OIG and HCOGR Verification.docx;
HCOGRDOCLIST.docx

All — Please see the detailed instructions below and address these requirements as soon as possible. Note that the
due date is COB Monday, 4/11/11. | encourage you to initiate this process immediately and complete it by COB this
Friday, 4/8/11, if possible.

If you have responsive documents to submit, follow the procedures below to deposit them into the shared
drive in the appropriate location.

If you have no responsive documents, complete your certification and return it in accordance with the
instructions provided by your supervisor.

All FOD employees must reply to this request, either after submission of responsive materiais, or with the
certifi9cation reflecting no responsive documents were iocated.

Pl

Cali me with any questions.

(b) (6), (b) (7)(C)

Chief, Firearms Operations Division
ATFHG - Room £.5.123
PRy - © i (b) (6), (b) (7)(C

This e-mail messc g2 G i any Qi ched :"L s are intended solely I(h the use af ‘the addresseaisi named above i congection with )r“u.u
hitstess,  This communication may contain information that is Law Enfore emem‘ Reusitive, For Offivial Use Only, and/or Controlled
()\"(.?fl-])i!i)llc} Hat iy he statutorily or otherwise 1"// ibited ,}UH// 1/' released without S N R T e A il I}t_; FEVIEW, U, OF
chsxﬁnnznkﬁ:niqthfi«-nwn!fNU&vyge4'n aiy aftaehed file(s) in any form outside of ATE or ithe ”)'z'huﬂnffﬁlh;vnﬁs::iﬂu)nzvvpruiv

aitihorization is sirictly prohibited.

EEEE LT

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Zl(b) (6), (b) (7)(C)
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Sent: Wednesday, April 06, 2011 12:06 PM
To: All Assistant Directors; All Deputy Assistant Directors; All Special Agents in Charge
Subject: ADDITIONAL INSTRUCTIONS FOR DOCUMENT PRODUCTION RELATED TO OPERATION FAST AND FURIOUS

On March 21, 2011, the Acting Inspector General (IG) for the Department of Justice advised Acting Director
Melson that the IG’s Oversight and Review Division recently initiated a review of certain ATF firearms
trafficking investigations. In a March 21 memo, the Assistant |G for the Oversight and Review Division
stated that the review would cover the matter known as Operation Fast and Furious, and other
investigations with similar objectives, methods, and strategies. On March 25, 2011, Acting Director Melson
received the attached request for documents and information relating to the |G review of certain firearms
trafficking investigations.

On March 28, 2011, AD Stinnett sent each of you instructions on how to respond to the March 25, 2011
document request. She also sent each of you a document preservation request relative to Operation Fast
and Furious.

On March 31, 2011 the House Committee on Oversight and Government Reform (HCOGR) issued a
subpoena for documents related to Operation Fast and Furious and the FBI investigation into the death of
Border Patrol Agent Brian Terry.

While the IG document request and the HCOGR subpoena are generally directed at the same investigation,
they are distinctly different in their scope. To minimize the impact of these two document requests,
facilitate production of responsive documents, and ensure the confidentiality of responses, we will
combine them into one request and secure them electronically. (Accordingly, to the extent that AD
Stinnett’s March 28, 2011 asked for you to produce hard copy documents to her office, you can disregard
that portion of her guidance). The due date for the electronic production of responsive documents and

certification of search is close of business Monday, April 11, 2011.

Regardless of any prior production of responsive documents to any entity inside or outside of ATF,

everyone is required to produce any responsive documents, e-mails, etc. at this time. All responsive
documents anywhere in the organization must be produced. Further, all documents must be fully

produced. There is no authority for ATF to withhold records, or redact portions of records because we
believe they are sensitive or confidential or privileged. The IG has statutory authority to obtain any and
all records related to this review.

ACTION ITEM FOR EACH AD AND EMPLOYEES IN EACH DIRECTORATE

Please carefully review both the attached OIG request for documents and the attached HCOGR request and
forward to each office within your area of responsibility. These documents should be forwarded to each
employee in every office under your supervision. While it is likely that most of the requested records will
be housed at the Phoenix Field Division or Bureau headquarters, it is nonetheless critical that each SAC and
HQ Official ensure a thorough search is conducted at each field and headquarters division and any
responsive record is forwarded as instructed. Please err on the side of caution and be over inclusive in
producing documents or information.

Also attached is a revised verification certification that covers document production for the OIG and the
HCOGR which needs to be signed and dated by each SAC and HQ Official. If your division does not have
responsive materials, please note “no responsive records found” on the certification and provide a copy of
the signed document as instructed below. A scanned copy of this document should be placed in the
division folder as described below using the naming convention of “Division_Certification” e.g.
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Phoenix_Certification. Personngli ice of Field Operations should also e-mail a copy of their
certification to Program Analys

Do not produce any of the following documents generally described as national policy documents
(Headquarters has and will produce these documents):

The 2009 ONDCP National Southwest Border Counternarcotics Strategy

The Draft 2011 ONDCP National Southwest Border Counternarcotics Strategy

The Department of Justice Strategy for Combating the Mexican Cartels

The Department of Justice Firearms Manual

Any national ATF Orders, Briefs, Handbooks, or Guides

The ATF National Firearms Trafficking Enforcement Impiementation Plan dated June 2009 and its
transmittal memo

The ATF Cartel Strategy dated September 2010 and its transmittal memo

However, any additional guidance on any of the above topics issued at the directorate, division, field office,
or branch level must be produced.

Do not produce any of the following documents generally described as NFORCE documents from the Fast
and Furious case file (Headquarters has and will produce these documents):

Management Logs

Reports of Investigation

Significant Incident Reports

Affidavits

Anything currently contained in the Phoenix Field Division shared drive s:\Phoenix VII\7585115-10-0004

However, any other responsive documents, e-mail, or communications related to Operation Fast and
Furious maintained at the directorate, division, field office, or branch level must be produced.

Ali pr tion of r nsive materiais is t in eiectronic form oni tiin iow. Do not submit
paper copies to headquarters. Any responsive document or other communication that is not currently in
electronic form is to be scanned.

PROCESS FOR EACH EMPLOYEE TO SUBMIT RESPONSIVE DOCUMENTS ELECTRONICALLY

ATF will compile all responsive documents by having employees place electronic copies of the documents
into a shared computer drive. Do not produce hard copies or e-mail copies of documents to HQ.

Each employee and task force officer in ATF has been given access to a nationwide shared computer drive
titled “Fast and Furious Investigation.” Access to this drive was automatically created when you logged in to
your computer Monday, April 4, 2011.

If you have responsive documents to submit, follow the procedure below to deposit them into the shared
drive in the appropriate location. If you have no responsive documents, complete your certification and

return it in accordance with the instructions provided by your supervisor.

How to Access the Fast and Furious Investigation shared drive.
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To access this drive, place your mouse pointer over the “Start” button in the lower left corner of your screen

and right click, then select “Explore.”

Scroll down until you see a drive labeled “Fast and Furious Investigation.” (If you do not see this drive and
your computer has not been rebooted recently, you will need to log out of the network and log back in so
that the network may create your access to the shared drive.)

Left click on that drive.

Scroll to your field division or Headquarters Directorate

Left Click on that folder

How to Create a Document Folder

Next create a new user folder to hold your responsive documents. To do this:
Go to the top menu and select “File”

Then select “New”

Then select “Folder”

Name the new folder with your login id (network user id)

Left click on the folder you just created to enter it

Copy any responsive documents into your folder in the shared drive.

About your folder:

Only you can access your folder. No one else in your office, division, or directorate can view your
submission(s).

Similarly, you cannot access anyone else’s folder.

You can deposit documents into the folder, but once deposited in the folder you cannot read, rename,
modify, or delete them.

Saving scanned documents

If you must scan a document to submit it, please save it using the following naming convention:

Your login ID_description_of the _document_date of the document

Where Your login ID is your network login ID, followed by an underscore and the description of the
document, for example, “_division_firearms_trafficking_guidance_memo_" followed by the date of the

original document 201104XX expressed as a four digit year followed by two digit month and 2 digit day

An example of a properly named scanned file might look like this:
Atfperson_division_firearms_trafficking_guidance_memo_20100920

Phoenix Field Division personnel need not produce e-mails to the shared folder, all Phoenix employees’
e-mail will be collected automatically. Each Phoenix user will receive a network notification advising
them that their e-mail folders are being copied from their pc in response to this information collection.
All Phoenix employees are required to cooperate with this collection process.

How to Save Small Quantities of Responsive E-Mails

To save a singular responsive e-mail follow these steps:

Open the e-mail
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Left Click on the “Office Button” Icon in the upper left hand corner

Select “Save As”

Browse to your folder on the shared drive.

In the Save as type: dialogue box be sure to select Outlook Message Format (*.msg)
Save the file directly to your folder in the shared drive.

How to Save Large quantities of responsive E-Mails

Move all responsive e-mails to a single folder within Outlook — create a new folder if need be.

Once you have moved all responsive e-mails into the folder, highlight the folder on the folder list.

Left click “File” in the upper left hand corner of the Outlook window

In the dialogue box select “Import and Export”

In the next dialogue box select “Export to a File,” then click “Next”

In the next dialogue box select “Personal Folder File (.pst),” then click “Next”

In the next dialogue box select (highlight by clicking on it) the folder where you have stored the responsive
e-mails, then click “Next”

In the next dialogue box in the “Save exported file as” box, browse to your folder on the shared drive and
save the .pst file containing your e-mail folder naming it using the following naming convention:

Your login ID_email_ff_20110404, then click “Finish”

Where Your login ID is your network login ID, followed by an underscore and the letters “_email_ff_"
followed by the date you exported the file 201104XX expressed as a four digit year followed by two digit
month and 2 digit day.

Questions regarding what information to produce should be reviewed with your supervisor. If you are
unable to determine how to proceed, questions may be directed to AD Melanie Stinnett in OPRSO via
e-mail or at 202-648-7500

Questions regarding how to migrate data to the shared drive should be directed to the Helpdesk at
877-875-3723.

Any other questions should be addressed to[(QXCHMBOIWI® - the Office of the Director via e-mail or at

202-648)

(b) (6), (b) (7)(C)
Acting Chief of Staff
Office of the Director

(b) (6). (b) (7)(C)

.

(5) (6), (b) (7)(C)
HQ Room 5S 100

wokob % kA

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
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appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.



From: [{QK{E)
Sent: Monday, April 04, 2011 9:09 AM
To:

Subject: RE: Need some quick help

ft seerns to me that the simple answer is that the foiks further up the food chain know who they are and that we
have an ongeing investigation to determine if their actions constitute a viclation of law prosecutable in the US.
Some of these folks are presumably not US ctizens and all live in proximity to and have significant contacts in
Mexico, The more the facts of the investization are aired in the media or otherwise made public the more
information these targets have about {1} unindictad coconspirators who are targeis or potential targets; (2)
potantial criminal activities that have noi vet been indicted that we have evidence of and that they know they
participaied in; and (3} their legal vulnerabilivies and likelihood of baing indicted.

But only if they ars one of the iucky few who hias access to the internet.

(b) (6)

Senior Special Agent

Fireanms Operations Division
zaz[ﬁﬁi‘ office}’

BIA cell)

From:
Sent: Friday, April 01, 2011 4:59 PM
To:
Subject: FW: Need some quick help
Importance: High

Guys — anvihing you can contribute would be welcome.

Acting Chief of Staff
Office of the Director
¢

C: -

HO Room 55 100

EE R R L

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Hoover, William J.

Seni: Fniiil Airil ill Zill 4:55 PM
To:

Subject: FW: Need some quick help
Importance: High
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Would you start at the bottom of this string and read up? If we can respond Monday that
would be great. Dwill be thinking of things as well, Please share with others for ideas.

Thank you!
Billy

William J. Hoover

Deputy Director

Bureau of Alcohol, Tobacco, Firearms & Explogives
O)

wERERERF NOTICE: This electronic tranamission is confidential and intended only for the person{s) to whom itis
addressad. If you have received this fransmission in error, please notify the sender by return e-mail and destroy
this message in its entirety {including all attachments).

EEE TR S

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent: Friday, April 01, 2011 4:30 PM
To: Hoover, William J.

Subject: FW: Need some quick help
Importance: High

Biiby,

Here's what Pat sent me. Anyihing you guys have to add would be gsefull Thanks,

From: Cunningham, Patrick (USAAZ

Sent: Friday, April 01, 2011 3:43 PM

To: Axelrod, Matthew (ODAG)

Cc: Burke, Dennis (USAAZ); Morrissey, Mike (USAAZ); Hurley, Emory (USAAZ); Kelly, Kristen (USAAZ) 6
Subject: RE: Need some quick help

Importance: High
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Matt: Yes, thisis incredibly rough and the problems are:

Gong 1o 1G meeting now. PRIC

From: Axelrod, Matthew (ODAG) (SMO)
Sent: Friday, April 01, 2011 11:32 AM
To: Cunningham, Patrick (USAAZ)
Subject: Need some quick help

Any way you cg

ation? DP

Matthew S. Axelrod

Associate Deputy Attorney General
Office of the Deputy Attorney General
U.S. Department of Justice

Desk (202) 305-0273

Cell (202) 532-3087



OVERSIEHT AND QOVERNMENT

Wadrnngron, 0200158148

April 1, 2011

The Honorable Darrell £, Issa

Chainman

o mmz tten on Oversight and Government Beform
i S. House of Representatives

ashington, G 20515

Dear Mr, Chatrman:

1 ant writing to memorialive my serjous concerns with the unilaterad subpoena vou
issned fast night to the Department of Justice, despite my objection, [ am providing copies of

N
ihis letter to ail Members of the Committes bevause the oy were nat informed about the
obiections raised by the Department of Justice before vou dasusd the subpoena and were not

provided an opporhuuty to deliberate on this sigaificant action by the Committen.

{n March 16, 2011, you sent a letter to the Department of Jostics requesting a wide
mnge of doguments relating o operations by the Burean of Alechol, Tobacco, Fircarms, and
Hxplosives involving gon trafficking inte Mexics, You requesied the production of sl of

these doguments in two weekas

Yesterday, the Department of hustice notified the Conunittee that it was working

t*spidhf o comply with this reguest and was collecting responsive ﬁommﬁms to be prasduced
o the Commities. The Department raised serlous concerns, however, about produsing

certain docwpents relating to two schive, ongoing oriminal investigations, one of which hag
already resulied ina 53 count indictment ef at least 20 individuals alleged to have “conspired
to purchase hundreds of fireanms, ncluding AK-473, to be illegally exported to Mexico,™

' Letter from Chairnian Dareell B, Tssa to Kenneth Meis_m, Acting [Hreotor, Bureau
of Alcohol, Tobacco, Pirearms and Hxplostves (Mar. 16, 201 1) {ondine at
hitpoversight honse, goviimages/stories! )me.t____{}omsmcnis&{)i -03-16 DEL o Melson-
ATY « Mexieo_gun_trafficking due 3-30.pdf)

2 Office of the United Staies Atto saey, Districl of Avivona, Grand Juries Indict 34
Suspects B Lvug and Fivearms Try ;* icking 1. 3} ganization: Multi-Agency Tusk Force Rounds
Uy Defendants Accused of Blegal Gun Purchases, Mosey Laundering, and Conspivacy (Jan,

25, 2011) (ondine at www justice goviusao/az/press_ releases/201 PR 01252011



The Honorsble Daceell B, Issa
Page 2

The ’i"*:‘:par*mc‘n talso maisesd conwerns about producing documents relating 1o the ongaing
crivainal investigation into the death of UK. Boeder Patrol Agent Brian Terry on December
14, 2010

Provious Comunitles chatnmen have handled sueh concerns with great vare. Pen
example, dwring the Deparbraent’s erinudnal ivestigation into futal shootings by Blackwater
cantractors tn Nisoor Sauare, lrag, the Committes worked very carefnlly with the
Department to Oi“idf 1 the wformation it needed withowt negatively tmpacting ongoing
prosesutl ons,

Last night, however, vou fssued o unilinieral subpoena over the Department’s

ahigetinn, over my eb_;eciwz.-“ argd withont any knowledge or debate by other Members of our

Comunittes. You touk this step withont meeting with the Deparinment to determine whether
AH BELOMM oda ton wight have satistied beth the Committee’s lepitimate interest iy
f‘nminumb appropriate oversight and the Department’s legithmate interest in achieving

suscessinl prosecutions.
Today, the Justice Department wrole g letter to you with the following statoment;

Yesterday, we informed Committee staff that we intended to produce 8 number of
responaive documents within the next week, As we explained, there are some
documents that we wonld be aaable o provig is: without comprondsing the
Repartment’s ongotng oriinal investigation into the degth of Agent Trian Terey as
weil as other nvestigations and prosecutiony, ut we would seek to work ‘
productively with the Committee to find other ways to be responsive to its needs.”

This type of im**u*;im it cngoing criminal fnvestigations is exactly what hoped to
evernd when U wrote vou on January 24,
0‘? hoth Repnblican and Uai‘?ﬁ&"&iix chairmen of this Commitiise 1o obtain {1) the
coneurrence of the h&r”mo Mincrity Member or (21 a Commitive vote when ssuing
conifroversial scubpoenas,

M1 to regnest that you honor the historizal practive

&

PrassW20Conterencepdfy See wse, Indictment, Unired Stares v dvilo, ¢ al, Case N

DCRAIISAT (00 A, Jang 18,2011

" See, eg, Transeript, Hewtog on Private Seawrity Contracting in Irag and
Afehanisian, {.,Qm;}*..\i.k.-x’ m{}x ersight and Goverment Refopm, UGS, 350\1\1&- of

W

Roprosentatrves (et 2, 2000,

© Letter from Ronald Weich, Assistant Attorney General, UK Department of Justive
to Chatrman Daveedl fasa (Al 1, 2011

8 s “ ; o g s . - .
" Lotter from Ranking Moember filijah Curvnings o Chatrn an Drarrelt Issa, (Jan, 24,
2071 Dy {onling at it p Hdemocrats, o ersight ionse goviioagosistories’

&

2001 G124 Cummings to Tssa_access to records.pdf).

1
X
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The Henorabie Darrell E. Issa
Page 3
Compromising the potential prosecution and plfimate convietion of internationat
criminals would be inexcusable. Before taking any further steps, T urge you to join me in
wmeoting with Department officials personally in order to fully understand the potential

§% 3 ™ o > 4 AT Pe < e
ramifications of these actions.
Sincerely
IBCCTSIY,
Dooannanss §
3 RS QODDIINY  CRUNRDODINNRY
s §3 e oW
P “%‘ 3 \\\\\:\““‘\ &) §“\¢°%\\_\\\\§;\~;§%§§°
»¥ L ERREER . 3
\'\\R
N

L
Eljae¥, Commings
Ranking Membe

Members, Committee on Oversight and Government Reform

ol

Ny
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From: Newell, William D.

Sent: Sunday. March 06, 2011 7:13 PM
To:m_

Subject: Fw: Materials For Bill Newell and ATF in DC
Attachments: Gaede indictment.pdf, Chavarin.pdf; Arizmendez indictment.pdf; Molindaindictment.pdf;,
Manriquez indictment.pdf; 12 2 10 Ltr to USSC . PDF

Importance: High

wh ke ek

NOTICE: This e-mail message and any aitached files are intended solely for the use of the addressee(s) named above
in connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Department of Justice without express authorization is stricily prohibited.

From: Cunningham, Patrick (USAAZ)

To: Newell, William D.; Needles, James R.

Cc: Burke, Dennis (USAAZ) ; Scheel, Ann (USAAZ) ; Hernandez, Rachel (USAAZ) ; Morrissey, Mike (USAAZ) ; Hurley,
Emory (USAAZ) ; Kelly, Kristen (USAAZ) 6

Sent: Sun Mar 06 18:20:55 2011

Subject: Materials For Bill Newell and ATF in DC

Bill and Hm:
Ao esmes g | Tem N/
AN YUU WYL R L LA

have compited.  issues ara in Green and

A s o mmmtemne oo va ey AT
Gay (o prapare with Al

roposad answears are in black.

£
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AWV b E A DOTTIRD 1O0UTS b il U afidWai D Wi
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Hope they are heipful, Thanks, PIC

Questions: ththcr_is in custody, what’s his plea, next steps?

Answer:

Under 9™ Circuit law offenses committed by “straw purchasers” are not considered crimes of violence
for which a person can be detained pending trial. As to the only other basis for pretrial detention —
flight risk — is a US citizen and the Bail Reform Act requires the court to impose the least
restrictive conditions that will reasonably assure his appearance and the safety of the community.
Here, -was released on conditions pending Trial by the Magistrate Court. His release
conditions include reporting as directed to U.S. Pretrial Services, surrendering any passport, not
traveling outside the district of Arizona, having no contact with the other defendants, and not
possessing a firearm or other dangerous weapon.

Regarding the treatment of “straw purchasers” by the Criminal Justice System, the five Southwest
Border United States Attorneys from Arizona, Texas, California and New Mexico recently sent the
enclosed letter (pdf enclosed) to the United States Sentencing Commission urging that the prison
sentences for “straw purchasers” be strengthened because of their role in the trafficking and illegal
export of weapons.” The letter states in part:
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‘As the chief federal law enforcement officers in the Southwest border region, we
strongly believe the Commission must amend USSG § 2K2.1 if it is truly to address
the national security implications of arms trafficking. As the Department
explained during its meeting with Commission staff, straw purchasers are the
primary source of firearms trafficked to Mexico from the United States. Most of
the defendants prosecuted for arms export or arms trafficking offenses involving
the Southwest border would not have obtained the firearms at issue were it not
for the efforts of straw purchasers. Yet because straw purchasers face such low
guideline ranges under § 2K2.1, and because many judges see straw purchasing as a
mere “paper” violation, the sentences received by straw purchasers fail to
reflect the seriousness of the crime or the critical role played by these
defendants in the trafficking and illegal export of weapons. Simply put, straw
purchasing and illegal arms exporting go hand in hand, and both must be addressed
together.’”

Regarding -plea and next steps, he has entered a plea of Not Guilty and the current schedule for
the case is as follows:

CR-11-126-PHX-JAT [ et a1)- Motions Deadline -4/22/11
Jury Trial- 06/07/2011 at 09:00 AM

o Y
R oy
RN A8

ATF Agents and Lawyers from the US Attorney’s Office did not “encourage” any FFL to “keep seiling
guns to known straw buyers.” In the two meetings with FFLs, attorneys and agents advised the FFLs

that the Cavernmant cannat advice tham ta call multinlae onnc ar advica nat ta call multinla annc Tha
CARGIL RALIML N JFUVTOLE IRARRLERL LEUIRIRUL €IV YAUL LERLERR RV UwiER Ill“l‘ll’l\/ 6“..\’ ULl S YAIOWL AIVUL VU UOwiEr lllullll’l\/ 6“..\’0 A AR

FFLs were advised that those decisions were up to FFLs as are all decisions to sell left up to the FFL to
evaluate the sale and determine whether it is lawful. In short, the FFLs were advised that the
Government cannot advise FFLs to halt a sale that appears lawful and we cannot authorize a sale that
appears unlawful. There was no mistake as to the clarity of the Agents’ and Attorneys’ message.

FFLs need no encouragement to seil guns as that is their actual business, seliing guns. By the time that
the government met with the owners, they had made many multiple sales and the guns were gone.

The FFLs wanted to know that the information that they provided was actually useful, and that they
were not unwittingly implicating themselves in some criminal activity of which they weren’t aware. As
we have said so many times before, they were told that ATF could not authorize illegal sales to be made
any more than they could prohibit lawful sales, however, ATF appreciated their cooperation and
willingness to voluntarily provide information to ATF including notice of multiple long gun purchases
and notice of single gun sales of certain types of firearm or sales to particular individuals. No one
discussed civil liability. The FFLs were providing information to ATF regarding transactions that the
FFL must have viewed as lawful, having no knowledge or reason to know that the transfers were
unlawful.]

Main fustice posilion on the issue of Sanchoning or encouraging arms sales, the Quote of Assistant Attorney
General Ronald Weich in his February 4, 2011 letter:

“At the outset, the allegation described in your January 27 letter-- that ATF *“sanctioned” or otherwise
knowingly allowed the sale of assault weapons to a straw purchaser who then transported them into
Mexico—is false.”
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Neither the USAO nor ATF was engaged in an effort “to let guns flow to straw buyers” or to “walk”
guns that could have been seized under any lawful theory with available facts to prove the theory.

The guns flow FROM straw buyers and until agents observe illegal conduct they cannot treat them as
anything other than ordinary buyers. At the time of transfer of the firearms from the FFL to the straw
purchaser based upon the facts available to the FFL at the time of the sale, the sales to the “straw
purchasers” are lawful; and seizure of the weapons in the hands of those purchasers without evidence of
criminality would violate the United States Constitution and would be an unlawful seizure and
deprivation of property rights without cause. (Fourth and Fifth Amendments).

In these investigations, there may come a point over the course of an investigation where ATF believes,
though it is well short of proof beyond a reasonable doubt required in criminal cases, that they can
prove that a particular person only buys guns for the purposes of illegal trafficking. However, seizure
of the guns at that point may not be legal because purchasing multiple long guns in Arizona is lawful,
transferring them to another is lawful and even sale or barter of the guns to another is lawful unless the
United States can prove by clear and convincing evidence that the firearm is intended to be used to
commit a crime. (18 USC 924 (d))

In short, the law does not permit agents to take guns away from anyone who buys ten AKs at a time
solely because they bought multiple guns.

The number one concern for DOJ is interdicting guns that are unlawfully transferred to persons in the
United States and in Mexico who will then commit crimes with those guns. The purpose of this
investigation was to locate those guns, interdict those guns and bring those responsible for their
unlawful purchase, transfer, finance and use to justice.

The full array of rights available to indicted defendants is also available to those persons suspected of
committing gun crimes, and the government cannot violate legitimate gun owners rights by
prematurely seizing their guns.

DOJ’s goals of the investigation were two-fold: 1. Interdiction of the weapons that were purchased or
possessed in furtherance of the unlawful trafficking conspiracy; and 2. Investigation with an emphasis
on discovering other members of the trafficking organization, particularly the leaders of the
organization who procure the guns from straw purchasers and have them smuggled into Mexico to the
Cartels. There seems to be some misconception on the part of the press and members of congress that
the minute that ATF suspects that someone is a straw purchaser, agents can arrest that person and
seize all of their guns. As explained above, that seizure would be unlawful, and ATF may only seize
when a lawful basis for seizure can be proven under the US Constitution and statues passed by
Congress.

The question seems to connote that ATF can promulgate a “No Sell” list like a “No Fly List”, under
which FLLs would be prohibited from selling any guns to any person on the list. ATF has no such
power and ATF cannot interfere with the operation of commerce and prohibit a gun store from making
a lawful sale to lists of suspects based upon nothing more than mere suspicion. These lists might well
be long and would curtail a person’s rights to purchase arms without any due process.
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How is it that a person becomes a suspect in a straw purchase investigation? If they are buying
multiple handguns, it could be because of multiple sales reports to ATF, notifying the bureau that a
suspect is buying large quantities of handguns. If they are buying only long guns, they may not become
a suspect until guns they have purchased can be traced after being recovered at a crime scene, or an
FFL voluntarily notifies ATF of an unusually large purchase. But a multiple purchase by itself, or the
recovery of a firearm at a crime scene does not establish that the original buyer of the gun is an
“unlawful straw purchaser.” If it did, then when a person buys a gun and then decides they don’t shoot
it well, or it recoils too much, or they really can’t afford the ammunition, and sells it, out of the paper,
or a gun show, or to a friend, if the next owner of the gun commits a crime with it, the original
purchaser would become a suspect as an “unlawful straw purchaser” and a suspect in a gun trafficking
case.

And your question presupposes that ATF agents should never let mere suspects possess a firearm. Your
question seems to presume that once ATF identifies a suspect, they can treat that suspect as though
they were a “prohibited person”, never again allowed to possess a firearm, regardless of the fact that
they have not been convicted of a crime. If this were the case, ATF could stop any person they label a
suspect and take any gun they have away from them. This means that if you (1) bought two 5.7 mm
pistols because you wanted one for the home and one for the office, or (2) bought three AR type rifles
for you and your two sons to target shoot, or (3) you sold one of your guns to your brother in law, who
resold it to a co-worker who took it into Mexico and got caught with it, then you are an “unlawful
straw purchaser” suspect and the next time you buy a gun, with your own money, for a hunting trip,
ATF should take it away from you.

gt

Answer: There was no surveillance going on and the ATF did not learn of the sale until three
days after it took place and the weapons were gone.

In just two recent investigations in Phoenix, 51 defendants in 10 indictments have been charged.

In Fast and Furious announced on January 25 (Press release link below) 34 defendants in five
indictments were announced. The trials are set for these dates:

Fast and Furious

CR-11-126-PHX-JAT [t a)- Motions Deadline -4/22/11
Jury Trial- 06/07/2011 at 09:00 AM
CR-11-013-PHX-SRB (Aguilar)- Motions Deadline- 2/25/11

Jury Trial- 04/05/2011 at 09:00 AM
CR-10-1187-PHX-ROS (Broome et al.)- Motions Deadline (dft: Johneshia Mcgraw) 2/4/11

Motions Deadline (dft: Linda Krom, Kenneth Honea, Jeffrey Broome)
2/4/11

Jury Trial(dft: Linda Krom, Kenneth Honea, Johneshia Mcgraw, Jeffrey
Broome) - 04/05/2011 at 08:30 AM
CR-10-1607-PHX-NVW (Abarca)- Motions Deadline- 3/11/11

Change of Plea Hearing- 3/23/11

Jury Trial- 04/05/2011 at 09:00 AM
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CR-10-1831-PHX-FIM (Flores et al)- Motions Deadline (dft: Jovanny Moraga-Escoboza, Mary Natalie
Lopez, Ulises Quinonez, Pablo Sanchez Vasquez, Jr, Juan Velasquez, Fabiola
Zaragoza, Luis Fernando Mendoza-Zamora, Raul Flores Lopez) -3/18/11
Jury Trial {dft: Jovanny Moraga-Escoboza, Mary Natalie Lopez, Ulises
Quinonez, Pablo Sanchez Vasquez, Jr, Juan Velasquez, Fabiola Zaragoza, Luis
Fernando Mendoza-Zamora, Raul Flores Lopez)- 05/03/2011 at 09:00 AM

Press Release at:
bt A fustice soviusac/az/press releases/201 /PR 02172011 Macede Savcedo-Cuevas%e20et%20a ndf

Links to Indictments:
W /Awwew jastice. soviusan/azn/iews_archive 2011 bt

In the Too Hot to Handle set of cases announced on February 17, 2011, 17 defendants in five
indictments were announced. The trials are set for these dates:

Too Hot to Handle
CR-10-00961-PHX-NVW (U.S. v. Resa, et al.) Motions Deadline (dft: Angel Gabriel Ruiz, Alejandro Adalberto
Torres, Nolberto Vasquez)- 03/07/11
Motions Deadline (dft: Salvador Figueroa Resa, Estefany
lose-Ortiz) -3/11/11
Jury Trial {dft: Angel Gabriel Ruiz, Alejandro Adalberto Torres,
Nolberto Vasquez, Estefany Jose-Ortiz)- 04/05/2011 at 09:00 AM

CR-11-00231-PHX-JAT (U.S. v. Muela-Zapata, et al.) Motions Deadline (dft: Maria Yvonne Carbajal, Luz
Martinez, Yolanda Villalobos De Zapata, Francisco Zapata, Jr, Francisco Muela Zapata) -3/7/11
Motions Deadline (dft: Kelly Rae Hooper)- 3/16/11
Status Conference (dft: Kelly Rae Hooper, Maria
Yvonne Carbajal, Luz Martinez, Yolanda

Villalobos De Zapata, Francisco Zapata, Jr, Francisco Muela Zapata)- 03/16/2011 at 11:15 AM Jury Trial
(dft: Maria Yvonne Carbajal, Luz Martinez, Yolanda
Villalobos De Zapata, Francisco Zapata, Jr, Francisco Muela
Zapata)- 04/05/2011at 09:00 AM
Jury Trial (dft: Kelly Rae Hooper)- 04/05/2011 at 09:00 AM

CR-10-01129-PHX-NVW (U.S. v. Macedo, et al.) Motions Deadline (both defendants)- 05/13/2011
Jury Trial (both defendants)- 06/07/2011 at 09:00 AM

CR-11-00245-PHX-ROS (U.S. v. Beltran-Bermudez, et al.) Motions Deadline (both defendants)- 03/03/2011
Jury Trial- 04/05/2011 at 09:00 AM

CR-10-01296-PHX-ROS (U.S. v. Large)- Motions Deadline-02/19/2011
Jury Trial- 05/03/2011 at 08:30 AM

Fress Release ab
bt A fustice soviusac/az/press releases/201 /PR 02172011 Macede Savcedo-Cuevas%e20et%20a ndf

Indictments as:
W /Awwew jastice. sov/usac/az/pross _releases/20LHUS v Resa hdictmentpdf
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In the Tucson Office alone there are currently five (5) pending indictments charging 23 defendants with
attempting to export thousands of rounds of ammunition to Mexico and with weapons offenses. Those
indictments are enclosed in PDFs.
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4. TARGETED ORGANIZATION
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5. PRINCIPAL TARGETS OF INVESTIGATION AND THEIR ROLES
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7. EXTENT OF PUBLIC CORRUPTION

B. INVESTIGATIVE TECHNIQUES AND GOALS
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C. MANPOWER/RESOURCE REQUIREMENTS
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Organized Crime
Drug Enforcement
Task Forces

Investigation Initiation Form

OCDETF Investi

sation No.

THE FAST AND THE FURIOUS

Operation Name

Name: Agency:

Case Attorney:

Case Agents(s):

LAW
ENFORCEMENT
SENSITIVE

Telephone:

Email:

The attached information must be protected and not
reieased to unauthorized individuals.



Investigation Initiation Form Page 1

Organized Crime
Drug Enforcement Task Forces

Federal Judicial District Initiating this Investigatio

Special Operations Division (SOD) Coordination:

coardinating with the field to provide guidance and oversight. S ‘unding of el

If yes: SOD Staff Coordinator

Have you received any product from the OCDETF Fusion Center regarding this sther than the initial Rapid Enforcement Review) Y
Did the OCDETF Fusion Center assist you with asset seizures for this case? Yes [0 No

HIDTA Participation: Yes [0 No X HIFCA Participation: Yes [ No X

if name of organization is unknown)




13)

14)

15)

16)

17)

18)

19)
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FORM USA-244/Oct 09

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form i
S . LAW ENFORCEMENT SENSITIVE
Organized Crime OCDETF Investigation No.

Drug Enforcement Task Forces

(Assigned by AUSA Coordmator)

III. Agency Involvement Check all boxes which apply and enter personnel commitment and agency case numbers, if available.
Note: Agency case numbers for Federal agencies must be submitted by the time of the first Interim Report
(that is, within six months of the initiation of the OCDETF investigation.

# of Full | # of Part | Agency Case Number | Associated Agency
Agency Time Time Case Number(s)




Does this investigation anticipate requesting State and Local Overtime Funding?

If yes, please indicate funding source

If yes, please indicate an estimated amount for the current fiscal year. (INote-State and Local Overtime Funding must still be
submitted through the separate appropriate process for

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form
Organized Crime , . OCDETF Investigation No.
= LAW ENFORCEMENT SENSITIVE

Drug Enforcement Task Forces

gned by AUSA Coordinator)

Was this investigation initiated by an OCDETF Co-located Task Force/Strike Force?




Iv.

[ ElPaso

igation currently involve coordinated. simultaneous operational/prosecutorial activity in:

V. Organization Description

Drugs Under Investigation

1)

LAW ENFORCEMENT SENSITIVE

[nvestigation Initiation Form - _

g I BN TRAGNT CLNCTT .
Organized Crime LAW ENFORCEMENT SENSITIVE
Drug Enforcement Task Forces OCDETF Investigation No.

igned by AUSA Coordinator)

VI. Investigative Techniques Used to Date Supervised by your District: (check all that apply)




General Investigative Techniques

Financial Investigative Techniques

86
Note: A financial investigation must have been commenced prior to submission of this form.
Check all that apply:
Corroborated information received from a witness/informant related to the organization:

Conducted followup on financial leads uncovered through:

Conducted analysis of financial information:

Methods Used:

Which agency is conducting the financial investigation? (check one primary agency only)

Are you being assisted by the:

Investigation Initiation Form
Organized Crime
Drug Enforcement Task Forces

LAW ENFORCEMENT SENSITIVE

Page 5

LAW ENFORCEMENT SENSITIVE
QOCDETF Investigation No.

VII. REQUIRED DATABASE CHECKLIST FOR OCDETF IIF (Assigned by AUSA Coordinator)




Name of Agent

Agency 87
Telephone Number

OCDETF Operation Name The Fast and the Furious

Judicial District District of Arizona

REQUIRED DATABASE CHECKS
DATABASE DATE REQUESTED DATE COMPLETED

OPTIONAL DATABASE CHECKS
While not required for OCDETF approval, please provide information, if checks were completed.

DATABASE

VIII. SPECIAL OPERATIONS DIVISION (SOD) WORKSHEET
Date Prepared: (MM/DD/YYYY)
01/20/2010

(If Yes)SOD Operation Name:

Communication Devices previously submitted to SOD:

LAW ENFORCEMENT SENSITIVE

Page 6

Investigation Initiation Form

Organized Crime LAW ENFORCEMENT SENSITIVE

Drug Enforcement Task Forces

OCDETF Investigation No.

(Assigned by AUSA Coordinator)



IX. NarFé'iPsﬂéVS‘hﬁlmary (Number all pages, include investigation number and mark “Law Enforcement Sensitive”)

Answer all questions below thoroughly, but concisely.

A.

BACKGROUND/FACTS ABOUT THE CASE

What is the basis for initiating this case?

If the target organization is linked to, or has the potential to link to, a
CPOT or RPOT, explain the available evidence to substantiate the
connection.

How would disruption or dismantlement of this organization impact the
CPOT or RPOT?

Provide the following information about the targeted organization:

a) Name

b) Geographic scope. (Note: the organization should
operate in multiple districts and/or have a link to a
nationwide or international drug trafficking
organization.)

c) Number of participants.

d) Criminal activities involved (i.e.,
money laundering, drug production,
transportation and/or distribution, drug
related violence, public corruption, tax

fraud, etc.).

e) Type and quantity of drugs involved
and estimated annual supply capacity of the
organization.

f) Describe drug trafficking methods.

2) Describe money laundering methods including a

summary of the results of the financial
investigation to date.

Identify the principal targets and their roles in the organization (i.e.,

organization head, supplier, transporter, broker, financier, distributor,
enforcer, etc.).

Explain any connections to terrorist organizations, national gangs or other
organized criminal groups.

What is the nature and extent of public corruption, if any?

B.

1.

88

INVESTIGATIVE TECHNIQUES AND GOALS

What are the overall goals and objectives of this investigation?

List: (a) planned financial investigative steps; and (b) planned
investigative techniques beyond those listed in Part VI, above.

What is the potential for asset seizures? Describe these assets and list
the properties and/or the names of businesses subject to potential
seizure, and identify the relationship of the properties to the target(s) or
criminal activities.

What, if any, connection does this case have to other investigations,
districts or regions? What contact has been made with those other
jurisdictions?

What, if any, assistance has the OCDETF Fusion Center provided to
this investigation that has substantially contributed to
investigative/prosecution efforts? Please be specific about any results
from the OCDETF Fusion Center’s support (e.g. identification of
additional assets and/or associates, additional charges in indictment,
etc.)

PERSONNEL/RESOURCE REQUIREMENTS

Explain the investigative responsibilities of each agency participating
in this investigation.

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form

Organized Crime
Drug Enforcement Task Forces

LAW ENFORCEMENT SENSITIVE

Page 7

OCDETF Investigation No.




(Assigned by AUSA Coordinator)

5

X. Appr%'\‘f'gkyee '

If an agency disagrees with this proposal, which has been
approved by majority vote, please indicate below and attach a
dissenting statement.
Dissenting Agency:

To be completed by the Regional Coordination Group:

OCDETF Executive Office
Reviewed/Computer Entry:
Initials ___ Date

LAW ENFORCEMENT SENSITIVE

LAW ENFORCEMENT SENSITIVE
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1. Documents and communications relating to the genesis of Project Gunrunner
and Operation Fast and Furious, and any memoranda or reports involving any
changes to either program at or near the time of the release of the Department of
Justice (DOJ) Office of the Inspector General report about Project Gunrunner in
November 2010.

2. Documents and communications relating to complaints or objections by ATF
agents about: (I) encouraging, sanctioning, or otherwise allowing FELs to sell
firearms to known or suspected straw buyers, (2) failure to maintain surveillance
on known or suspected straw buyers, (3) failure to maintain operational control
over weapons purchased by known or suspected straw buyers, or (4) letting known
or suspected straw buyers with American guns enter Mexico.
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From:
Sent: Friday. April 01, 2011 6:17 PM

To:
Subject: RE: Need some quick help

ut adding or echoing what's been stated already

-i can refine this list over the weekend or Monday,
USAC-AZ, and in Rep. Cummings’ letter. P

AN 3t N 2l ABAVS $11 AANNDAY Iy A i ord
@ aadressee(s; named above in conneciion wii cificial

coment Sensitive, For Official Use Only, and/or Conivolled

Mhai e 3011 Mo ceraGe i cany: catteirtioed Fi1loe cire intordodd wnilely Tor e uee o
LRES -l message and any aitacned files are infended sciely jor fhe use o

busiziess  This connmunicetion may contain information that is Law Enfe

) ;o .
opwise profubited from b

; 1 “ s Ay '3 '3 orir syl 1 s )
released without appropriate approval, Any veview, use, or

e

(Non-pushfick that may be statutorilv

3 » 3% 2 . ‘thic o T . g, - AP el A fil " v teiria nt ATF Yot rrtritc 27 3 F §23077 A0 va1 7 s INPYEOD kY
disseminiation of this e-mail message and any gaitached Jile(si i any jorm oniside of ATF or the Department of Justice wilfiont express

GETHONIZGH O LS STRICHY proftiviied,

o R R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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From: [N

Sent: Friday, April 01, 2011 4:59 PM

To:
Subject: FW: Need some quick help
Importance: High

Guys — anvihing you can contribute would be welcome.

Office of the Director

F A F ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Hoover, William J.

Sent: Friday, April 01, 2011 4:55 PM
To:
Subject: FW: Need some quick help
Importance: High

Would you start at the bottom of this string and read up? I we can respond Monday that
would be greal. | will be thinking of things as well. Please share with others for ideas.

Thank you!
Billy

William J. Hoover

Deputy Director

Bureau of Alcohol, Tobacco, Firearms & Bxplosives
) 202-648-8710

RAREEE NOTIHCE: This elecironic fransmission is confidential and intended only for the personis} o whom it is
addressed. If you have received this fransmission in error, please notfy the sender by return e-mail and destroy
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this message in is entirety {including all attachments).

S g o R ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictiy prohibited.

From: Axelrod, Matthew (ODAG) [mailto:Matthew.Axelrod@usdoj.gov]
Sent: Friday, April 01, 2011 4:30 PM

To: Hoover, William J.

Subject: FW: Need some quick help

Importance: High

Bitky,
Here's what Pat sent me. Anything you guys have to add would be useful. Thanks.
dMatt

From: Cunningham, Patrick (USAAZ)

Sent: Friday, Aprii 01, 2011 3:43 PM

To: Axelrod, Matthew (ODAG)

Cc: Burke, Dennis (USAAZ); Morrissey, Mike (USAAZ); Hurley, Emory (USAAZ); Kelly, Kristen (USAAZ) 6
Subject: RE: Need some quick help

Importance: High

Matt: Yes, this is incredibly rough and the problems are:
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Gong 1o 10 meeting now. PIC

From: Axelrod, Matthew (ODAG) (SMO)
Sent: Friday, Aprii 01, 2011 11:32 AM
To: Cunningham, Patrick (USAAZ)
Subject: Need some quick help

Any way you can send me a list of the specific ways that the Congressional inquiries are harming

Matthew S. Axelrod

Associate Deputy Attorney General
Office of the Deputy Attorney General
U.S. Department of justice

Desk (202) 305-0273

Cell (202) 532-3087



U.S, Department of Justice 201

Bureau of Alcohol, Tobacco,
Firearms and Explosives

Agsictant Director

Washington, DC 20226
www.atf gov
MEMORANDUM TO: All Special Agents
‘ Office of Field Operations

FROM: Assistant Director
(Field Operations)

SUBJECT: Guidance on Firearms Trafficking Investigations

This memo serves to reinforce the importance of adhering to Bureau of Alcohol, Tobacco,
Firearms and Explosives (ATF) and Department of Justice (DOJ) policy on firearms trafficking
investigations and to reiterate the DOJ-wide position that component law enforcement agencies
must not plan or conduct undercover operations in which firearms are crossing the U.S. border.
DOJ guidance further requires that if a law enforcement official has any knowledge that guns are
about to cross the border, he/she must take immediate action to prevent that from occurring, even
if doing so will jeopardize an investigation.

ATF guidance is contained in the Firearms Enforcement Program Order, ATF O 3310.4B; in the
Firearms Trafficking Investigation Guide, ATF P 3317.1; and in the September 2010 document
entitled “Project Gunrunner — A Cartel Focused Strategy.” ATF O 3310.4B outlines policy and
discusses a number of investigative techniques consistent with the DOJ-wide guidance. ATF P
3317.1 contains, among other resources, an investigative checklist for international trafficking-
in-arms cases in Section X, as well as a detailed outline of firearms trafficking indicators in
Section V. “Project Gunrunner — A Cartel Focused Strategy™ notes practical considerations that
may require bringing investigations to a conclusion or dictate a change in investigative tactics
prior to the identification of persons directly affiliated with drug trafficking organizations.

Field Special Agents in Charge are also reminded that they must closely monitor and approve
high volume trafficking investigations and must assess the associated risks. Lastly, field
divisions should continue to coordinate with the U.S. Attorney’s Offices for the districts in which
they conduct operations to ensure a mutual understanding of the criteria for both prosecutions
and seizures,

FOR ATF INTERNAL USE ONLY
UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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The Fast and The Furious _ Firearm Purchases and Recoveries page 10f12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms
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The Fastand The Fu"i°“~"‘_ Firearm Purchases and Recoveries page 20f12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms

200
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The Fast and The Furious - Firearm Purchases and Recoveries page 3 of 12

Day Total - Month #
Date Straw Purchaser multiple Total Firearms When  Where

week # days

day  purch firearms

2009
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The Fastand The Fu"i°“~“‘_ Firearm Purchases and Recoveries page 4 of 12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms

2009
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The Fast and The Furious _

Firearm Purchases and Recoveries

208

page 50f12

week # days

Date Straw Purchaser
day purch

2009

20

firearms

Day Total -
multiple

Month
Total

#
Firearms

When

Where




Employee 1 209

The Fast and The Furious - | N IR Firearm Purchases and Recoveries page 6 of 12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms

2010
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The Fast and The Furious _ Firearm Purchases and Recoveries page 7 of 12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms

2010
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The Fastand The Furious - - Firearm Purchases and Recoveries page 8 of 12
cok & days Day Total - Month #
i
¥ Date  Straw Purchaser multiple Total Firearms ~ When  Where

day  purch firearms

201
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The Fastand The Fu"i°“~"‘- Firearm Purchases and Recoveries page 9 of 12
cok & days Day Total - Month #
wr
v Date Straw Purchaser multiple Total Firearms When  Where

day  purch firearms

201
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The Fast and The Furious - Firearm Purchases and Recoveries page10of 12
cok & days Day Total - Month #
i
¥ Date  Straw Purchaser multiple Total Firearms ~ When  Where

day  purch firearms

2010
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The Fast and The Furious - Firearm Purchases and Recoveries page 11 of 12
cok & days Day Total - Month #
wr
v Date Straw Purchaser . multiple Total Firearms When  Where
day  purch firearms ;

2010
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The Fastand The Furious _ Firearm Purchases and Recoveries page 120f12
cok & days Day Total - Month #
W
¥ Date  Straw Purchaser " multiple Total Firearms  When  Where
day  purch firearms

mirvalamama Civaarm Daaaviava -

2007

2008
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From: (X&)

Sent: Monday, February 14, 2011 1:05 PM
To:@ﬂh

Subject: FW: Grassley draft comments
Attachments: Grassley 020911 SL draft comments 021011.docx

Chief, Firearms Operations Division
ATFHQ - Room 65,128
plerd (D) (6) [a¥ll(b) (6)

From: [ INNEEGE

Sent: Friday, February 11, 2011 3:35 PM

To: Melson, Kenneth E.; Smith, Brad (ODAG) (SMO)
Cc: Hoover, William J.

Subject: FW: Grassley draft comments

Sirs -
Forwarded to you per Mr. Hoover.

Chinf Tiranemne Oeoration
Chief, Hrearms Qperation

ATFHG - Room 6.5.129

202 642 [ ve“?_

Chvicionn
wiviisian

From: Hoover, William J.

Sent: Fri 11, 2011 2:59 PM

To: Chait, Mark R.; McMahon, William G.
Subject: Re: Grassley draft comments

Great jot-\/ould you please forward to the Director and Brad Smith?
Thank yout!!
Billy

William J. Hoover

Deputy Director

Bureau of Alcohol, Tobacco, Firearms & Explosives
Q) 202-648-8710

deede Feke ek

NOTICE: This e-mail message and any aitached files are intended solely for the use of the addressee(s) named above
in connection with official business. This communication may contain Controlled Unclassified Information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of ATF or the Department of Justice without express
authorization is strictly prohibited.
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eror: I
To: Chait, Mark R.; McMahon, William G.; Hoover, William J.

Sent: Fri Feb 11 14:23:18 2011
Subject: FW: Grassley draft comments

Sirs-

Attached is a revised version of my comments yesterday to issues raised in the Grassiey 2/9/11 letter.

There are a few minor revisions throughout. Mr, Hoover, the top of page 3 includes two new paragraphs
regarding the issue of our interactions with FFLs, as you reguested [ast night. These paragraphs are copied
helow. These paragraphs were writien based on information from 5A Newell, ASAC Needles and RAC -
vesterday and this morning. {sent this revised document to Newell for review/comment today, his reply is
below, Questions? Thank you

Page 1, Para 3 and Page 2, Para 1: “According to the whistleblowers, at least one gun dealer wanted to stop
participating in sales like those tolllsometime around October 2009. However, the ATF allegedly
encouraged the dealer to continue selling to suspected traffickers and asked the dealer to forward information
about the sales to the Bureau.”

See the two “releases” generated by the FFL--1/26/2011 and 2/1/2011) and USAO document
1/28/2011) of that event. These documents address the nature of such interactions with FFLs, specifically
H as to how ATF communicates with FFLs regarding their regulatory requirements, authority and
independence in conducting firearms transactions, including their decision to proceed with or decline sales
involving suspected straw purchasers, traffickers and prohibited persons, and their voluntary cooperation with
ATF regarding suspicious purchasers.

It was noted that the Grassley letter references October 2009, which predates the purchases by -
Although the FFL and USAO documents reflect that had been voluntarily providing ATF with
information t’s possible that the whistleblowers’
comments refer to another FFL. When asked, the Phoenix SAC, ASAC and RAC have all indicated that no
scenarios as described in Grassley’s letter involving ||| filfor other FFLs are known. Again,
conversations between FFLs and ATF occur frequently, including discussions initiated by FFLs who
voluntarily report information about potential straw purchasing/trafficking activity to ATF. In some
occasions, FFLs may ask ATF whether they should proceed with or decline future sales to such persons. In
all cases known to us, as was indicated by ATF supervisors in Phoenix, ATF provides FFLs with guidance
that appropriately outlines the role, responsibility and authority of FFLs as to the completion or declination of
such transactions. We are unaware of any occasions in which ATF personnel have encouraged or coerced an
FFL to complete apparently illegal firearms transactions or provide information or assistance to ATF not
required by the GCA.

<<Grassley 020911 SL draft comments 021011.docx>>

Chief, Firearms Operations Division
ATF HG - Room 6.5.129

202.648.7212, Cell 202.391.6872
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From: Newell, William D.

Sent: Friday, February 11, 2011 1:52 PM
To:*

Subject: RE: Grassiey draft comments

Great job, no changes. Thanks!

B3] Newell

Special Agent in Charge

Bureau of Aleohol, Tobacco, Firearms and Explosives (ATF)
Phoenix Freld Dhvision (Arizona and New Mexico)

Office - (602Y776-5400

From:

Sent: Friday, February 11, 2011 11:29 AM

To: Newell, William D.

Subject: Grassley draft comments

<< File: Draft Responses Grassley 020911.docx >>

Please review
Chiaf, Firearms Ogerations hvision
ATF H - Room £.5.123

202.648.7212, Cell 202.381.6872
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DRAFT RESPONSES TO QUESTIONS/COMMENTS IN GRASSLEY LETTER OF 2/9/11

Page 1, Para 1: “ATF agents told my staff that the agency allowed the sale of assault rifles to
known and suspected straw purchasers for an illegal trafficking ring near the southwest border.”

ATF has an open criminal investigation involving a large, illegal firearms trafficking
organization associated with Mexican based drug traffickers. As part of the investigative
process, ATF has identified numerous purchasers and other persons potentially and/or suspected
of being engaged in the criminal activity. During the course of the investigation, non-prohibited
individuals being investigated as suspected straw purchasers continued to periodically purchase
firearms from federally licensed firearms dealers. Some of these purchases became known to
ATF through reported multiple sales, information from licensed dealers, information from
cooperating individuals, surveillances conducted by ATF, interdictions and/or gun traces by
other US law enforcement agencies, and in some cases, gun recoveries and/or traces in Mexico.

Page 1, Para 2: “In that letter, the Department categorically denied that the ATF “knowingly
allowed the sale of assault weapons to a straw purchaser....” The Department said that the ATF
makes “every effort to interdict weapons that have been purchased illegally and prevent their
transportation to Mexico.”

The omitted portion of the first statement by DOJ referenced above is “...who then transported
them to Mexico — is false.” As noted by DOJ, ATF makes every effort to interdict weapons that
have been purchased illegally and prevent their transportation to Mexico. Again, we have to
note that all of these purchases involve non-prohibited persons following the federal firearms
procedures. The fact that such persons may have made numerous purchases, including purchases
of firearms identifiable as weapons of choice in Mexico or purchases involving multiple
firearms, does not in itself establish a federal violation. Even if the individuals subsequently
sold these firearms to another person, or if some of the firearms were recovered in crimes in the
US or Mexico, additional evidence would be required to establish a violation. ATF used every
available tool and every effort was made to interdict firearms in this case going south to Mexico.
The number of seizures made by ATF and other US law enforcement officials reflect that.

ATF in Phoenix, prior to, during and after the GRIT operation that initiated in May 2010,
conducted extensive surveillance on source FFL locations, suspect purchasers and other
trafficking suspects. ATF detailed numerous agents from out-of-town and out-of-state to assist
in surveillances during this case prior to the arrival of the GRIT participants, from approximately
March 14 to May 3, 2010. These detailed agents worked exclusive surveillance for 7 weeks, 7
days a week, for nearly 4,000 hours of surveillance. In addition, the Phoenix Group VII
personnel also conducted numerous surveillance operations prior to the arrival and after the
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departure of these detailees, including during the GRIT operations. ATF Phoenix developed and
maintained a detailed surveillance assignment list. In addition to physical, mobile surveillance,
ATF utilized a variety of electronic surveillance methods, including but not limited to pole
cameras and-nterceptions. Also, the Phoenix Police Department Air Wing was utilized
on numerous occasions to conduct aerial surveillance. During all of these surveillance
operations, at no time did ATF knowingly conduct surveillance of any person or vehicles in
which firearms “walked” into Mexico. Also, referrals were made to other US law enforcement
agencies operating along the border and in Mexico.

As should be noted, even with the detailees and the additional manpower derived from the GRIT
operation, ATF Phoenix could not surveil every “suspected” residence, purchaser and dealer
premises on a non-stop, 24/7 basis. This was not, and is not today, the only firearms trafficking
case we are working in the Phoenix area. We utilized personnel and other tools as much as
possible, but when a “suspected straw purchaser” goes into their home with firearms and nothing
happens for days, we must make judgments as to how to best proceed with the investigation. In
this case, we were dealing with in excess of uspected straw” purchasers and other suspects.
This ATF office has at least that many ctive cases. In addition, even if we were to
approach a suspected straw purchaser, we have no ability to force the person to tell us where or
to whom the guns may be going. If such interviews are conducted and lead to legally acceptable

responses, we must continue our investigative efforts, despite having alerted the suspect to our
efforts.

Page 1, Para 3: “The ATF had been tracking -purchases because -was a suspected
trafficker since at least November 2009.”

Page 2, Para 1: “The dealer who sold the weapons... met with ATF representatives and Assistant
US Attorneys as early as December 17, 2009...”

Page 2, Para 1: “By January 13, ATF added-to a suspect person database for the
investigation.”

Page 2, Para 2: “On January 16, 2010.-bought three AK-47 variant, Romanian WASR-10
assault rifles... ATF entered these weapons into the...Suspect Gun Database three days later.”

In reviewing the attached documents, which appear to be redacted law enforcement sensitive
ATF internal investigative reports and emails, the following was noted.

Attachment 1: This multiple sale summary report is dated 11/25/2009. It relates to a purchase
made on 11/24/2009. At that time,-was not yet identified by ATF as a “suspect” in the
Suspect Gun/Person Database.
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Attachment 2: This redacted ATF Management Log, partially illegible, appears to document that
ATF coordinated and deconflicted this investigation with other federal OCDETF agencies,
including DEA and ICE, in furtherance of the overall US law enforcement efforts along the
southwest border. ATF Phoenix VII is an ATF-led OCDETF Strike Force group that is
collocated with other federal agencies that lead OCDETF strike force groups. It also notes the
contact with the FFL on 12/17/2009.

Attachment 3: This Multiple Sale summary report relates to a purchase by-on 1/9/2010.
Again, it is noted that at this timQ-is not yet identified as a “suspect” in the ATF Suspect
Gun/Person Database. In addition, the NTC comment remains “purchaser may be associated

with -race( s)/multiple sale(s).”

Attachment 4: The redacted email, dated 1/13/2010, reflects the entry of 42 subjects for this
investigation into the Suspect Person Database. -appears on the chart, with a total of -
multiple sales reports involving a total of [Jfirearms, as well asjuspect gun reports, for a total
ofiuspcct firearms. It should be noted that based on this chart, as of 1/ 13/2010,-had -0-
firearms identifiable with him that had been traced by ATF.

Attachment 5: This 1/14/2010 suspect gun summary report is essentially a duplicate of the
information in the 1/11/10 multiple sale report (Attachment 3).

Attachment 6: This 1/19/2010 suspect gun summary report relates to the 1/16/2010 purchase of
three WASR-10s by [l This information was made known to ATF by the FFL on 1/19/2010.

Attachment 7: These suspect gun summary reports relate to two Barrett .50 purchases by -
on June 4 and June 15, 2010. These reports were generated because ATF Phoenix causcd-
and his firearm purchases to be entered into the Suspect Gun/Person Database.

Attachment 8: This redacted ATF Significant Information Report dated 12/16/2010 reports the
arrest of [ As reported, two firearms purchased by n 1/16/2010 were recovered on
12/15/2010 at the scene of a shooting incident in which a CBP officer was killed. Following the
incident, ATF agents located and interviewed

ATF arrested -and filed a
criminal complaint for federal firearms charges. Per USAO document (1/28/2011), the charges
related toflproviding false address information on F4473 on 6/15/2010.

m9: These are two firearms trace summary reports dated 12/16/2010 for the two

irearms recovered at the CBP shooting scene on 12/15/2010. These reports indicate
the traces were pending completion.
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Page 1, Para 3 and Page 2, Para 1: “According to the whistleblowers, at least one gun dealer
wanted to stop participating in sales like those to -sometime around October 2009.
However, the ATF allegedly encouraged the dealer to continue selling to suspected traffickers
and asked the dealer to forward information about the sales to the Bureau.”

See the two “releases” generated by the FFL (1/26/2011 and 2/1/2011) and USAO
document (1/28/2011) of that event. These documents address the nature of such interactions
with FFLs, specifically_ as to how ATF communicates with FFLs regarding their
regulatory requirements, authority and independence in conducting firearms transactions,
including their decision to proceed with or decline sales involving suspected straw purchasers,
traffickers and prohibited persons, and their voluntary cooperation with ATF regarding
suspicious purchasers.

It was noted that the Grassley letter references October 2009, which predates the purchases by
- Although the FFL and USAQO documents reflect that [Nl ad been voluntarily
providing ATF with information ||| T
possible that the whistleblowers’ comments refer to another FFL. When asked, the Phoenix
SAC, ASAC and RAC have all indicated that no scenarios as described in Grassley’s letter
involving-)r other FFLs are known. Again, conversations between FFLs and ATF
occur frequently, including discussions initiated by FFLs who voluntarily report information
about potential straw purchasing/trafficking activity to ATF. In some occasions, FFLs may ask
ATF whether they should proceed wiih or decline {uture sales to such persons. In all cases
known to us, as was indicated by ATF supervisors in Phoenix, ATF provides FFLs with
guidance that appropriately outlines the role, responsibility and authority of FFLs as to the
completion or declination of such transactions. We are unaware of any occasions in which ATF
personnel have encouraged or coerced an FFL to complete apparently illegal fircarms
transactions or provide information or assistance to ATF not required by the GCA.

Page 2, Para 3: “...the indictment of [ JJlfand others references approximately 769 firearms. Of
those, the indictment refers to the recovery of only about 103 weapons. So where are the other
approximately 666 weapons referenced in the indictment?”

In conjunction with the Fast and Furious investigation, a group of 46 individuals were entered
into the Suspect Gun database. A total of 372 firearms (including 37 recovered in the Tohono
O’0Odom Indian Reservation) in the database were recovered/seized in the US. The number of
firearms recovered in Mexico was 195. In addition, through ATF surveillances and enforcement
operations, another 230 firearms were recovered prior to being entered into the database.
Therefore, 602 fircarms were interdicted in the US, and 195 were recovered in Mexico, for a
total of 797 firearms recovered.
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From: Gribble, Christine A.
Sent: Wedinesday, Apiil 20, 2011 10:56 AM
To: Chait, Mark R.; McMahon, William G.; Boxler, Michael B.; Torres, Julie M: (X (®);
John A I\cwcll WllhamD Champion, Robert R.: Webb_J. Dewev({(NES(®))
b) (7)(C ‘lhaefcr Christopher C. (b) (7)(C)

(6) (7)(C)

& (b) (7)(C)

(0) (7)(C)

(b) (7)(C
Subject: S\’» B Briefing Paper - April 18, 2011
Attachments: SWB Briefing Paper - April 18, 2011.docx

Good morning. Attached is the approved edition of the Southwest Border briefing paper, dated April 18, 2011.
New updates to the SWB paper are now due to Christine Gribble by COB Friday, April 29, 2011.

Thanks [(S)KEAI(®)

(b) (7)(C)

ERE RS ]

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified informatian that mav he statutorily or atherwise nrahihited from heing released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Aicohol, Tobacco, Firearms & Expiosives or the Department of Justice
without express authorization is strictly prohihited.

ATF8-002-001-00002847
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Ema_l_ng: 04 13 ZEG Lo DOJ (ATF)
AlLachmenls: 2017 04 13 CEG Lo DOJ (ATF) .pd~

-n case you don't have this yet.

hief kiresarms Operatlons DivisZon

e-ma’l message and any allached 11

nanad above n

:clion w Lh o ficia wsinsgs. Thls commun’ callion may
conlain Sensilive Bul Unc_ass_Z_ed Lnlormallon Lhal. may be sLaluler’ly or clherwlse
problklled Z-om kelng seleaged wilhoul appropslals approval. Dny -aview, use, O
dissem_ nallen ol Lhis & mal. nmassage and any allachad [ile{s) 1n any [o-m oculside ol Lhe
purean of Alcohaol, ‘I'ohanco, Frea-ma & kxp ozives or the Departmant. of Jnat ce without
express authe r;g«t Zon 1is strictly prohikited,

77777 Origina_ Message —————

{-f'

¥rom: Chait, Mazk K.
a(b) (7)(C)

Sent: Thu Apr £ 10:.7:32

Subject: FW: Emasling: 20C

-

2011
1-04-13 CEG tc DOJ (ATF)

Mark R, Cha’ l
Assislanl. D_reclLocr
Field Operalicns
202 648 34170

NCUICE: “his e-ma’l messaga and any attached Ziles are intended sclely for the use of the
addressee (s) naned above _n connection woth oZficial kbusiness. 1his commun-catlion may
contain Contzel_ed Unclassified InZormation that may ke *fatuto:i;y or otherwise prohibited
Zrom kelng re_eased without apgropriate approval. Any review, use, or dissemlinatlon of this
e-ma’l message and any attached Zile(s) In any form coutsids o ATF or the Department of

express aulhosizalicon Ls stololly problblied.

L. TR e s Il amb~d Tl Al N el S

NOUICH: "his ¢ mall messago and any allached Zilos arc inks Lo
addressee (3) nansd above _n conneclion w_ Lh oZ[ficial kusins 5 Qo

contain Sensitive But UnclassiZied information that may be statutor: ly or otherwise
prohik’ “rom be’ng releassed without approprlate approval. Any raview, use, oF

t

diszeminaticn of this e-mail message and any attached file{s) in any form cutside cof the
Bureau of Alcocheol, Tohacco, Flrearms & Exp_osives or the Dspartment of Justice without
express authorilzatlon i1s strictly prohibited.

-———-0OzZginal Mezsage—————
From: Hoowver, William J.
Sent: Thursday, Apzil 1£,
To; Chalil.,, Ma-k E.
Suby jecl: Fw: Ema_l ng: 2021 04 13 ZEG Lo DOJ (ATF)

Billy

wWi'liam J. Hoover

Leputy Directoz

Bureau of Alcohol, Tohacco, Firearms & Explcsives
) 202-6£8-8710

ATF8-002-001-00004758
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NOTICE: This e-ma 'l message and any allached “lles Lended sclely [or Lhe use ol Lhe
addressee (8) named above _n conneclion w.Lh olficial bus¢n“uu. “hls commun’cal.lon may
conlain Sensilive Bul Unclass " ed informallon Lhal may be slalulor’ly or elherwlise
proh b led “rom be’ng released wilhoul approp-’ale approval. Any review, usgse, 07
diggem_nallen ol Lhlizg ¢ mall megsags and any allached [ile{s) 1in any [ozm culzide ¢l Lhe
pureau nf Alccheol, Uobhacce, tirearms & kxplosives or the Departnent of Juztice without
express authoer_zat on 1s str ctly prohllkited.

————— Origina’ Message —-—-——
Froem: Axelrcd, MQttna iODAC)(

cunningham, Patr_ck
Hocver, Willlan

J.
Sent: Wed Apr _3 22:37:10 2011
Subjecl: Fw: Ema'llng: 2021-04-13 CEG Lo DOJ (ATF)

Crig_-nal Messages
From: Caston, Molly (EMO)
Sant: dineglay, April 13, 2011 19:17 FM
“'o: Burton, Faith (SMO): Azel-od, Matthew {(ODACY:; Co’korn, Paul P (SMO}
Subject: rFw: Bma_ling: 2Z0_1-04-13 CRC tc DOJ (AE)

————— Criginal Message —-——-

From: Fosler, Jascn (Judiclary-Rep) mai_lo:Jason_Foslerl judlclary-zep.senal.e.qov]
Senl.: Wednesday, April 13, 2011 0%:£4 FM

To: Welich, Ron (SMO)

Co: CEG (Judliciary Rep) <CEGE judlclary regp.senale.gov>; Vickslls, Mallhew (Judlclary)
“Mallhew VirksLiglludiclary dem.senale,gov>; Casloz, SLephen

(tephen,Castorémal, house.gov) <Stephen,lasteor@na’l, house,govr; Caston, Molly (SMD)
Subject:; kma_l-_ng: 2011-0£4-13 CLG to LCJ (AZL)

Kon,

I apprecilate the Invitaticn bkelow, and I do need to discuss with you some process Concsrns
about The wav forwazd on this. If there 1s a convenlent time Ifcr you tomorrow, please let
ne know., Senator Grass_ey has asked me fo persona’ly convey sone key points for

considecallon,

v M md A T oA B T P - = . e e
A0 L —LivL —G:..LT-‘L - AL n’CLJGL\JL \J’ A‘L\)“ E‘_y L'\) F)‘L,L.‘,"_LIC‘Y

lsa, ol
Pleasa ensure Lhal all of icial corzespondence is ganl in elecl-onlc

ste
nvestigative Counsel

Char_es E. Srassiey, Ranking Membex
Cormittee on the Judiclary

52 Dirksen Senate O-flce Bullding
United States Senate

Cirecls {202y 224 742
From: Wa'ch, Ren {(SMO) mal’ lLo:Ron.We ch@usdo |.qov]

Sant: _uezday, March 08, 2012 11:20 AM
Tor Davis, Kelan {(Judiclary-Rep}

Co: Lari, Rita {Judiciary-Rep); Fester, Jdason (Judiciarv-Rep)

Subject: Rk: _etter tc Senator Crassley, 3/8/.1

Fine, ug to you. I just want you to know that - am always avallakle to dlscuss process
concerns, even on natters wheze we can't get intc substance.

ATF8-002-001-00004759
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PATRICK J, LEAHY, VERMONT, CHAIRMAN

HERB KOHL, WISCONSIN HARLE!

DIANNE FEE'NETEIN, CAlIFDRNIA ’C""”'“ "SE‘E"%S'SEY IOWA

CHARLES E. SCHUMER, NEW YORK JON KYI..ARIZONA

RICHARD J. DURBIN, ILLINOIS JEFF SESSIONS, ALABAMA

m%&wmﬁsﬁf ISLAND ‘lja\l’:‘ﬁY 0. GRAHAM, SOUTH CAROLINA Qn ﬂlfﬂl‘ gfﬂ sty
an AR MINNES JGHN CORNYN, TEXAS Jabittit-siitité: pumu
RUCHARD i AN I, CONMECTRCUT TOM COBURN. OKAnomA COMMITTEE ON THE JUDICIARY

WASHINGTON, DC 20610-6276

BAuce A, Conen, Chief Counsaf and Staff Director
KoLan L Davis, Repubtican Chiaf Counse! end Sta¥f Director

April 13, 2011
VIA ELECTRONIC TRANSMISSION

The Honorable Eric H. Holder, Jr.
Attorney General

TT Q Naoarartmnanmt Af Toakbisna
L 2 UCJ:.ICU- LILECLIL UL < ULOLIVG

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Holder:

At approximately 1:30 p.m. yesterday, my staff learned that the Justice
Department was making four documents available at 2:00 pm for Chairman Darrell
Issa’s staff to review regarding the controversy over ATF’s Project Gunrunner, Operation
Fast and Furious, and the death of Border Patrol Agent Brian Terry. These documents
are among those I requested in February of this year. Yet, the Justice Department
refused to make them available for my staff to review. In fact, the Justice Department
has produced not one single page of documents in response to my inquiries.

Thus far, I have not requested that Chairman Leahy join in any document
requests, consider any subpoenas, or schedule any hearings into this matter in the
Qhamantn Tisdiniamsy MNamamaitban  Asmer asinle snasisnot sarntild lan s1mmmanananmr nimd Avsnliantizsen ~F
DOCL1A LT o uk.uuu.uy A AJLLELIIILLCC. ml') SULlLL ICLIU-CDL ywyuLuu o LLlllJ.CLCODdLVY aliu \J-uPllba LLVC UL
the process on the House side, so long as any documents provided there are also
provided to the Senate Judiciary Committee at the same time.

The Department’s failure to cooperate with my requests is especially troubling in
light of the February 4, 2011, reply to my initial letter. In that reply, the Justice
Department took the position that those allegations were “false™ and specifically denied
“that ATF “sanctioned’ or otherwise knowingly allowed the sale of assault weapons” to
straw purchasers. The letter further claimed that *ATF makes every effort to interdict
weapons that have been purchased illegally and prevent their transportation to Mexico.”

I already provided evidence contradicting that denial in my February 9 and
March 3 letters. In addition, attached you will find further documentation undermining
the Department’s assertion. Specifically, the documents are emails between ATF

officiale and a Federal Firearms Licensgee (FFL \ in Arizona. These emails demongtrate

ax daaadiisa

that ATF instructed gun dealers to engage in suspicious sales despite the dealers’

ATF8-002-001-00004760
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‘I'he Honorable Eric H. Holder, .Jr.
April 13, 2011
Page 2 of 4

concerns. The emails refer to meetings between the FFL and the U.S. Attorney’s office to
address the concerns being raised by the FFL. ATF supervisor David Voth wrote on
April 13, 2010:

I understand that the frequency with which some individuals under
investigation by our office have been purchasing firearms from your
business has caused concerns for vou. ... However, if it helps put you at
ease we (ATF) are continually monitoring these suspects using a variety of
investigative techniques which I cannot go into [in] detail.!

n response, the gun dealer expresses concern about potential future liability and sought

ulilg in writi 18 to address the issue ex p tl}

For us, we were hoping to put together something like a letter of
understanding to alleviate concerns of some type of recourse against us
down the road for selling these items. We just want to make sure we are
cooperating with ATF and that we are not viewed as selling to bad guys.:

Following this email, the ATF arranged a meeting between the FFL and the U.S.
Attorney’s office. According to the FFL, the U.S. Attorney’s office scheduled a follow-up
meeting with the FFL, but asked that the FFL’s attorney not be present.3

At the meeting on May 13, 2010, the U.S. Attorney’s office declined to provide
anything in writing but assured the gun dealer in even stronger terms that there were
safeguards in place to prevent further distribution of the weapons after heing purchased
from his business.4 As we now know, those assurances proved to be untrue. On June
17, 2010, the gun dealer wrote to the ATF to agaln express concerns after seeing a report

The segment, if the information was correet, is disturbing to me. When
vou, [the Assistant U.S. Attorney], and I met on May 13th, I shared my
concerns with yvou guys that I wanted to make sure that none of the
firearms that were sold per our conversation with you and various ATF
agents could or would ever end up south of the border or in the hands of
the bad guys. ... I want to help ATF with its investigation but not at the risk
of agents” safety because I have some very close friends that are U.S.
Border Patrol agents in southern AZ]. |5

{A+tanhad)

1
A/ANS VLALLCALLIUAR S,

3, 2010 (Attached).

AVnth +1 ("nm-mw\hmr TRT Anr 4
WY UULLL LW VT RLL e it ] &LPA EN
V 1

2 Emall from Cooperating FFL to ATF Group VII Supervisor Da\'ld Voth, Apr.

a 'T‘alpr\hr\na interview with C nnnarafinrr
mnier viG) Logperatung

1 wmr‘n] fram ATRE e UTT Q
il 1L L w7

\AIL Z3A K \TJLULE Y

FFL to ATF Group VII Supervisor David Voth Jun 17

ATF8-002-001-00004761
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The Honorabie Eric H. Hoider, .Jr.
April 13, 2011
Page30i4
Incredibly, the FFL sent this email six months before guns from the same ATF operation
were found at the scene of Border Patrol Agent Brian Terry’s murder. So, not only were
the ATF agents who later blew the whistle predicting that this operation would end in
tragedy, so were the gun dealers—even as ATF urged them to make the sales.

Furthermore, according to the FFL, there were “one or two” occasions on which
his emplovees actually witnessed and recorded with surveillance cameras an exchange
of money between the straw purchaser and another individual on the premises.®
Despite this actual knowledge of a straw purchase, the dealer said ATF officials wanted
him to proceed with the transaction.” However, his employees refused to process the
sale.8

In light of this new evidence, the Justice Department’s claim that the ATF never
knowingly sanctioned or allowed the sale of assault weapons to straw purchasers is
simply not credible. As you Know, 1 have multiple document and information reqguests
pending with various components of the Justice Department. Unfortunately, however,
it appears that senior Department officials are not allowing the components to respond

fully and directly.

Please provide written answers to the following questions by no later than April
20, 2011:

1. Do you stand by the assertion in the Department’s reply that the ATF
whistleblower allegations are “false” and specifically that ATF did not
sanction or otherwise knowingly allow the sale of assault weapons to straw

r\nr‘r‘haen'r 09 TF S0, T\1D‘1 co ovnlain 71 7 in 1 o]ﬁf nf Hmo mon 'nhncr ovidonce tn
V CA NN \/‘Lr[ Miix Y AL AAR AL WA ANS LALAL L A.lb A Y ANALAAVY W\

the contrary.

a Wl « ol AOMMIT to t’\Y‘f\‘YIIqIYNT tho Qanats Tnudiniarm: Cammitton wnt
7 Y AL J YULALE LAl H Y ‘u.llLb L& S u\.tlluL\.' (LA CAVNLVINEE § y NASFLRALIIALLN v

documents, or access to documents, simultaneously with the House
Committee on Oversight and Government Reform? If not, please explain
why not.

6 Talanhane intarview with Connaratine RAET nr.oc o011
A QIePNoNe Intervie Vit Looperating ¥ rL, Apr. 5, 2011
81d

ATF8-002-001-00004762
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The Honorabie Eric H. Holder, .Jr.
April 13, 2011
Page 4 of 4

If you have any questions regarding this request, piease have your staff contact Jason
Foster at (202) 224-5225. Thank vou for your prompt attention these important issues.

Sincerely,

Charles E. Grassley
Ranking Member

Attachment

ce: Chairman Patrick Leahy

ick Leahy
U.S. Senate Committee on the Judiciary

Chairman Darrell Issa
U.S. House Committee on Oversight and Government Reform

ATF8-002-001-00004763
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Ongoing ATF investigation

6 messages

g Ten k

Vaoth, David J.

Sy —am

Tue, Apr 13, 2010 at 9:24 AM

@UsST0j.govs, —  ATF Agent @usdoj.gov>,

@usdoj.gov>

| understand that the frequency with which some individuals under investigation by our office have been
purchasing firearms from your business has caused concems for you, | fotally undersland and am not in a
position to tell you how to run your business. However, if it helps put you at ease we (ATF) are continually
monitoring these Suspects using a variety of investigative techniques which | cannot go into detail. We are
working in conjunction with the United States Attorney's Office (Federal Prosecutors) to secure the most
cormprehensive case invoivirig the different facets af this organization. |f it puts you at ease ! can schedule a
meeting with the Attorney handling the case and myself to further discuss this issue. Just know that we
cannot instruct you on how to run your business but your continued cooperation with our office has greatly
aided the investigation thus far.

Thanks again and please let me know hiow | can be-of service to you.

Respectfully,

David Voin

Group Supervisor

Phoenix Group VIl

Cooperating FFL

To: "Voth, David J." < (@ Usd0].QoV:>
ATF Agent
Pt ——

ATF Agent

Tue, Api 13, 201G at 1:29 PM

ATF8-002-001-00004764
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Lot me start by saying thank you for the email and as always we will do what we can to continue to work with
you and the ATF on Project Gun Runner. Qur goal is to develop a system to get you (ATF) what you need in
e most efficient manner possible. For us, we were hoping to put together something |ke a letter of
understanding to alleviate concerns of some type of recourse againt us down the road for selling these items.
We just want to make sure we are cooperating with ATF and that we are not viewed as selling to bad guys. If
vou and the case Attorney are free 10 meet some time this week or next, that would be great. | am out of
town Friday of this week and have meetings Thursday afternoen but am open other than that and | am open
next week. Please let me know what would work best for you.

Thank you again and | look forward to meeting.

Respectiully,

‘ooperating FFL

Mail Delivery Subsystem <mailer-daemon@googlemail.com: Tue, Apr 13,2010 at 1:29 PM
To: *

Defivery to the fallowing recipicnt failed perinaneniiy:

Technical details of permanent failure:

Message rejected. Please visit http://www.google.com/mail/help/bulk_mail.htmi to review our Bulk Email
Senders Guidelines.

Laa— o ) t ‘v
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anmR— Cooperating FEL
To: "Vao avid J. "
ol Cooperating FEL

1 30
ATF-Agent (@usdoj.gov>

Agenl [CDLUSTAOL.GOV>, ATF Agent (@usdo].govs,
Cooperating FFL

f

David,

Let me start by saying thank you for the email and as always we will do what
we can to continue to work with you and the ATF on Project Gun Runner. Our
goal is to develop a system 1o get you (ATF) what you need in the most
efficient manner possible. For us, we were hoping ta put together

something fike a letter of understanding 1o alteviate concerns of some type

of recourse againt us down the road for selling these items. We just want

0 make sure we are cooperating with ATF and that we are not viewed

as selling to bad guys. If you and the case Attorney are free to mest some
time this week or next, that would be great. | am out of town Friday of

this week and have meetings Thursday afternoon but am open other than that
and | am open next week. Please let me know what walld work best for vou,

Thank you again and | look forward to meeting.

Hespectfully,

ATF8-002-001-00004766
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Cooperating FFL

Tue, Apr 13, 2010 at 1:31 PM

I

, ) at 1.
Subject: Re: Ongoing ATF investigation
To: "Voth, David .J."

WUSHo].qov>

[F A Busdoj.gov>, RELEET

Voth, David J. < igoy> Thu, Apr 15, 2010 at 9:23 AM

To:
m_us(joj_go\hJ ATF Agent
0j.gov> I Agent @usdoj.gov>

Cooperating FFL

We at ATF consider Sy ye to be our alley in Project Gunrunner SWB Initiative
and appreciate vour cooperation with s in regards to this (and all) law enforcement matters. | have

inquired from the Assistant United States Attorney (AUSA) handling this case as to his availability to
meet with you next week. He is checking his schedut expect to hear from him soon.

o A
[STRY 1 l}’ LI O 1S At

b
(&R
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Thanks again and please contact me any time with questions or concerns,

David Voth
CGroup Supervisor

Fhoenix Group VI

c02- [

Sent: Tuesday, Apnil 13, 2010 1:30 PM

To: Vgth, Dayi

Subject: Re: Ongoing ATF investigation

David,

Thu, Apr 15, 2010 at 10:39 AM

usdoj.gov>
Dusdo] gov>., @usdoj.gov>

Thank you for the kind words and the continued support. We wiil coalinue handiing the wansactions as we
have in the past until we meet. If there is anything you need in the interim please don't hesitate to ask.

David,

See you soon.

Respectiully,

Y ¢

ATF8-002-001-00004768
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Fox News report

3 messages

Cooperating FFL _____ — Thu, Jun 17, 2010 at 11:56 AM
a: "Voth, David J.”

N <o cov>

David,
| hope this email finds you well.

As per our discussion about over communicating | wanted to share some concerns that came up.

Tuesday night | watched a segment of a Fox News report about firearms and the border. The segment, if the
information was correct, is disturbing to me. When you, Emory and | met on May 13th | shared my concerns
with you guys that | wanted to make sure that nane ¢f the firearms that were sold per our conversation with
you and various ATF agents could or would ever end up south of the border or in the hands of the bad guys. |
guess | am looking for a bit of reassurance that the guns are net getting south or in the wrong hands. | know
it is an ongoing investigation so there is limited infcrmation you can share with me. But as | said in our
meeting, | want 1o help ATF with its investigation but not at the risk of agents safety because | have some
very close friends that are US Border Patral agents in southern AZ as well as my concern for all the agents
safety that protect our country. If possible please email me back and share with me any reassurances that
you can.

As always thank you for your time and | send this email with all respect and a hart felt concern to do the right
thing.

Respectfully,

Cooperating FFL

"y

Fri, dun 18, 2010 at 2:25 PM

ATF8-002-001-00004769
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Cooperating FFL

Thanks for reaching ouf to me with your concerns. | would be happy to stop by and speak with
you. !f possible | have [N N - - <! Tucsday, June 22, 2010. Any
chance you are available that day around 10:00-10:30 am?

Thanks,
Dave Voth
From: Cooperating FFL

Sent: Thursday, June 17, 2010 11:56 AM
To: Voth, David J.
Subject: Fox News report

—Ceoperting FrL — Mon, Jun 21, 2010 at 9:34 PM

I'am back intown. [f you are st frce to meet on the 22nd=ruund 10 and there for a few
hours. Please stop by if you are available, if not let me know when we can reschedule

Thank you,

Cooperating FFL

Sent from my Verizon Wireless BlackBetiry

From: *Voih, David J." <
Date: Fri, 18 Jun 2010 1/7:25:2

@usdoj.gov>

ATF8-002-001-00004770
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From: [(9X{A(®)]
Sent: Thursday, April 14, 2011 12:09 PM
To: Newell, William D.; Needles, James R.; (X9
Subject: Fw: A new Piece

1
1

Media info - Fyi

(b) (7)(C) , Rivision Chief Firearms Cperations Division

FREREEN ) (7O (b) (7)(C)

S LR

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named ahave in connection with official business. This communication mavy contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: ((QX{9(®)]

To: Melson, Kenneth E.; Hoover, William J.; McDermond, James E.; Chait, Mark R.;
LeH(b) (7)(C) McMahon, William G.;

Sent: Thu Apr 14 11:52:56 2011

Subject: A new Piece

Gentlemen,

Here is a piece on the Grassley letter that just hit the Center for Public integrity.

(b) (7XC)

1

hiip/ fwaww iwa tchnews. org/ 201104/ 14/4150/gun- shy-firearms -dezler -wornisd-ath-weuld- leb-weapons-
stipefracguy

(b) (7)(C)
Chief
ATF Public Affairs Division

\_Al::ch inatnn NC

WRAFIIIN IS SWr T Ty o S

Desk 202-64
&2l(b) (7)(C)

NQTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)

ATF8-002-001-00004771
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named above in connection with official business. This communication may contain Sensitive But

Unclassified information that mav be statutorilv or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Aicohoi, Tobacco, Firearms & Expiosives or the Deparitment of justice
without express authorization is strictly prohibited.

ER R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that mayv be statutorilv or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)

in any form outiside of the Bureau of Aicohoi, Tobacco, Firearms & Expiosives or the Department of Justice
without express authorization is strictly prohibited.

ATF8-002-001-00004772
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From: (b) (7)(C)

Sent: Friday, April 29, 2011 4:30:54 PM

To: Phoenix Div Travel

Subject: TRAVEL ESTIMATE AND REQUEST FOR DCN{QIQI(®)
(VXS ASHINGTON, DC-PHOENIX, AZ, 4/18/11-4/22/11, Approved by
ASAC Needles

Importance: High

Follow Up Flag: Follow up

Flag Status: Flagged

Remarks:

ARRARNKR

NOTICE: This e-mail message and any attached files are intended solely for
the use of the addressee(s) nhamed above in connection with official

huecinace. Thie communicatinn mav contain Sengitive Rt Linclacgifiad

e L2 18 4 Sy IFERI VS A AL WrllwisAvIes

information that may be statutorily or otherwise prohibited from being
reieased without appropriaie approvai. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of
Justice without express authorization is strictly prohibited.

WFH TR

NOTICE: This e-mail message and any allached files are intended solely for
the use of the addressee(s) nhamed above in connection with official
business. This communication may contain Sensitive But Unclassified
information that may be statutorily or otherwise prohibited from being

ralaacard \anihnl 13 gnhvnhrlcfo onnrnugl An\l rn\noul 1nea nr diccaminatinn
ICICHSTU Wit iUul G PT VP IGLS G P W vt iy s TN UOT) W LIS DCrt It

of this e-mail message and any attached file(s) in any form outside of the
Bureau of Aicohoi, Tobacco, Firearms & Expiosives or the Department of
Justice without express authorization is strictly prohibited.

B4 wkin A

NOTICE: This e-mail message and any attached files are intended solely for
the use of the addiessee(s) named above in connection with official
business. This communication may contain Sensitive But Unclassified
information that may be statutorily or otherwise prohibited from being
released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any atiached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of
Justice without express authorization is strictly prohibited.

oY

NOTICE: This e-mail message and any attached files are intended solely for
the use of the addressee{s) named above in connection with official

business. This communication may contain Sensitive But Unclassified

ATF8-002-001-00004816
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information that may be statutorily or otherwise prohibited from being
released without appropriate approval. Any review, use, or dissemination
of thic e-mail messade and any attached file(s) in any form outgide of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of
Jusiice without express authorization is sirictiy prohibited.
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U.S. Department of Justice
Office of the Inspector General
Evaluation and Inspections Division

Review of
ATF’s Project Gunrunner

November 2010

1514
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EXECUTIVE SUMMARY

This review by the Department of Justice (Department) Office of the
Inspector General (OIG) examined the impact of the Bureau of Alcohol,
Tobacco, Firearms and Explosives’ (ATF) implementation of Project
Gunrunner on the illicit trafficking of guns from the United States to
Mexico.

Violence associated with organized crime and drug trafficking in
Mexico is widespread, resulting in tens of thousands of deaths. In part
because Mexican law severely restricts gun ownership, drug traffickers have
turned to the United Stales as a primary source of weapons, and these drug
traffickers routinely smuggle guns from the United States into Mexico. The
criminal organizations responsible for smuggling guns to Mexico are
typically also involved in other criminal enterprises, such as drug
trafficking, human trafﬁcking, and cash smuggling This requires ATF to

...... 1o wevadls 4+l nen Fo ~11 41~ Tamnal 1~

YYULLI VWillll ULU.C[ I.CU.CI.CLI. CLI.LJ.LLCO, asS wcu as \NJ.LLL DLdlC cuj.u 10CdlL 1aw
enforcement partners, in sharing intelligence, coordinating law enforcement
activities, and building cases that can be prosecuted.

To help combat firearms trafficking into Mexico, ATF began Project
Gunrunner as a pilot project in Laredo, Texas, in 2005 and expanded it as a
national initiative in 2006. Projcct Qunrunncr is also part of the
Department’s broader Southwest Border Initiative, which seeks to reduce
cross-border drug and firearms trafficking and the high level of violence
associated with these activities on both sides of the border.

In June 2007, ATF published a strategy document, Southwest Border
Irutiuiive: Pruject Gunrunner (Guinruiner sirategy), ouilining four key
components to Project Gunrunner: the expansion of gun tracing in Mexico,
international coordination, domestic activities, and intelligence In
nnnlemgntlno PranPf Gunrunner, ATF has focused resources in its four

Southwest border field divisions. In addition, ATF has made firearms
trafficking (o Mexico a lop ATF priorily nationwide.

The OIG conducted this review to evaluate the eftectiveness of ATEF’s
implementation of Project Gunrunner. Our review examined ATEF’s
enforcement and regulatory programs related to the Southwest border and
Mcxico, ATF’s cffcctivencss in developing and sharing fircarms trafficking
intelligence and information, the number and prosecutorial outcomes of
ATF’s Project Gunrunner investigations, ATF’s coordination with U.S. and
Mexican law enforcement partners, ATF’s traces of Mexican “crime guns,”

U.S. Department of Justice i
Office of the Inspector General
Evaluation and Inspections Division
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and challenges that ATF faces in coordinating efforts to combat firearms
trafficking with Mexico.!

RESULTS OF THE OIG REVIEW
ATF’s Expanded Efforts in Support of Project Gunrunner

To assess the impact of Project Gunrunner, we first examined data on
ATF’s performance in tracing guns, conducting criminal investigations,
conducting compliance inspections of gun dealers in the region, and
referring leads to ATF’s criminal enforcement personnel for action. We
compared data in these areas from fiscal year (FY) 2004 through FY 2006
(3 years prior to ATE’s implementation of Project Gunrunner), with data
from FY 2007 through FY 2009 (the initial 3 full years of Project

ALE VALLLLN R Jo
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Gunrunner, ATF has increased its:

1. Traces of seized firecarms from Mexico and from the Southwest
border — Trace requests initiated in Mexico rose from 1 percent of
all Mexico and U.S. trace requests prior to Project Gunrunner to
8 percent during Project Gunrunner.

2. Project Gunrunner cases initiated, cases referred for prosecution to
U.S. Attorneys’ Offices (USAOQO), and defendants referred for
prosecution for firearms trafficking-related offenses — ATF
increased the number of Project Gunrunner cases it initiated by
109 percent and increased the number of those cases it referred to
USAOs by 54 percent.2 The number of defendants ATF referred for
prosecution increased by 37 percent.

I According to ATF, crime guns are guns that were “recovered by law enforcement
that were used in a crime, were suspected to have been used in a crime, or were recovered
in relation to a crime.” Mark Kraft, “Firearms Trafficlkting 101 or Where Do Crime Guns
Come From?,” United States Attorneys’ Bulletin (January 2002).

2 ATF considers any investigation conducted nationwide to be a “Project Gunrunner
case” if it involves firearms trafficking or violent crime and has a connection to the
Southwest border. This could include cases also coded as gang-related or as another tvpe
of case. Our discussion of Project Gunrunner cases in this report is based on ATF data
that meets this definition.

U.S. Department of Justice ii
Office of the Inspector General
Evaluation and Inspections Division
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3. Gun dealer compliance inspections conducted on the Southwest
border, inspection hours worked by Southwest border field division

inonantnra nA 1ﬂcf\nnf1r\n findino rnf‘nrr‘cﬂo maﬂn try A’[‘K"c ~rrimminal
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enforcement personnel for subsequent action — ATF increased the
number of gun dealer compliance inspections along the Southwest
Border by 133 percent and increased the number of compliance
inspection hours worked by 102 percent. The total number of
referrals ATF Industry Operations personnel made to ATF criminal
enforcement personnel increased by 47 percent.

In addition to its increased program activities described above, ATF

implemented a Gunrunner Impact Team initiative that increased the
number of gun dealer annlmnnp mqnp(‘rmne conducted and cases initiated

within the Houston Field leSlon area. Under this initiative, ATF deployed
100 agents anCS[lga[OI’S and SU.ppOI'[ staff to the Houston Field Division
for 120 days. ATF reported that the team conducted over 1,000 inspections

of gun dealers and generated investigative leads leading to the seizure of

over 400 firearms,

=t

Despite the increased ATF activity associated with Project Gunrunner,
we found that significant weaknesses in ATF’s implementation of Project
Gunrunner undermine its effectiveness.

ATF Firearms Trafficking Intelligence and Information

We found that ATF does not systematically and consistently exchange
intelligence with its Mexican and some U.S. partner agencies. In addition,
some ATF field agents reported that they do not find investigative leads
provided to them by ATF’s Field Intelligence Groups to be timely and usable.
We also determined that intelligence personnel in ATF’s Southwest border
field divisions do not routinely share firearms trafficking intelligence with
cach othier. ATF could beiier implemernt its Border Liaison Program o
improve information sharing and coordination between its U.S. and its
Mexico personnel.

The success of Project Gunrunner depends, in part, on ATF’s sharing
intelligence with its Mexican and U.S. partner agencies, including the Drug
Enforcement Administration (DEA) and the Department of Homeland
Security’s (DHS) Immigration and Customs Enforcement (ICE). Although
ATF has shared some strategic intelligence products with each of its partner
agencies, it is not doing so systematically and consistently. ATF does share

U.S. Department of Justice iii
Office of the Inspector General
Evaluation and Inspections Division
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tactical intelligence regularly with the DEA and DHS’s Customs and Border
Protection (CBP).> However, ATF has not provided Mexican law enforcement

wr 1Hﬂ int p“1n’nnnn it rnnnn(fnﬂ NN f1rnormo traffirlzinog nattearne and trandc
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including trafficking routes and distribution points where guns are crossing
into Mexico.

We also found that while reports of multiple sales of handguns
produce timely, actionable investigative leads for ATF, the lack of a reporting
requirement for multiple sales of long guns — which have become the cartels’
weapons of choice — hinders ATF’s ability to disrupt the flow of illegal
weapons into Mexico.

I ndAditinan whan ATER ahtaine nar oanaratac infallicanca ite QAnithirract
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border field divisions’ intelligence structure is not consistently using that
information to provide eftective investigative leads for field agents to pursue.
Specifically, the Field Intelligence Groups of ATF’s Southwest border field
divisions are not forwarding leads that are timely, that are developed beyond

vt fiald acantg ats Aniy An thamaaaloan Ae thhnt Ansteihaiba b
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investigations. Intelligence personnel in the Southwest border field
divisions also lack a common understanding of how to develop and screen
intelligence accurately to meet the requirements of enforcement groups.
They do not operate under consistent guidelines or clear criteria that specify
the most uscful types of investigative lcads. Additionally, ATF managcrs
musl rely on wo separate ATF case management systems and do nol have
an automated process to track the status, monitor the outcomes, or
evaluate the elfectiveness of investigative leads provided to agents.

We algn found no routine gharinge of firearme trafficlir

o
L SAveLand i i1 Cas SoLa R D AR

e 1g of
information and techmques between ATF intelligence personnel in
Southwest border locations and in the ATF Mexico Country Office.
Intelligence coordination, when it does happen, occurs at the supervisory
level, but non-supervisory intelligence personnel lack a method to regularly

ohnv‘n infarmatinn hect nracticac and analuticral ta 1’\1"\1“]1‘!(‘ that theayv tnld
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us would be useful to them.

One illustration of the lack of information sharing is ATF’s weak
implementation of its Border Liaison Program. ATF’s 2007 Gunrunner

3 ATF defines tactical intelligence as information produced to support operations or
that relates to the specific time, date, nature, and other details of events. Strategic
intelligence is defined as information required for the formulation of policy and plans at the
regional, national, and international levels. Strategic intelligence differs primarily from
tactical intelligence in level of use but may also vary in scope and detail.

U.S. Department of Justice v
Office of the Inspector General
Evaluation and Inspections Division
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strategy identifies ATF’s border liaisons as “the front line” of Project
(Junrunner However We found that the border liaisons’ roles are not well

cin Mav 1nn are not wall nr\nrﬂ1ﬂnfnr]
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ATF Investigative Focus

Firearms traflickers also participate in other criminal activity, such as
drug trafficking, human trafficking, and cash smuggling. The complexity of
their operations requires ATF to work closely with the government of Mexico,
other U.S. federal agencies and departments, and state and local law
enforcement partners.

Yet, we found weaknesses in how ATF implemented Project

Gunrunner as a multi-agency effort. Although, as noted above, ATF has
lﬂI‘Y'PQQP(‘I cnMe nroagram activities f1111"11'10' Drrnpr\f (?r111’1r11ﬂﬂPT‘ A’T‘F < fﬁf‘11Q
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remains largely on inspections of gun dealers and 1nvest1gat1ons of straw
purchasers, rather than on higher-ievei traifickers, smuggiers, and ihe
ultimate recipients of the trafficked guns.#

For example, we found that 68 percent of Project Gunrunner cases
are single-defendant cases, and some ATF managers discourage field
personnel from conducting the types of complex conspiracy investigations
that target higher-level members of trafficking rings. Federal prosecutors
told us that directing the efforts of Project Gunrunner toward building
larger, multi-defendant conspiracy cases would better disrupt trafficking
organizations.

Moreover, although ATF has had a long-stated intent to make fuller
use of the resources of the Department’s Organized Crime Drug
Enforcement Task Force (OCDETF) Program to conduct more complex
conspiracy investigations, it has not done so. This is in part due to ATH’s

famita A A Ating faat aationtinrnag and alan Ava + nrarctanAd
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among ATT field personnel about what kinds of cases are eligible for
OCDETF and whether OCDETF cases are counted as Project Gunrunner
cases by ATF’s internal performance metrics.

4 According to ATF, a “straw purchase” occurs when the actual buyer of a firearm
uses another person, “the straw purchaser,” to execute the paperwork necessary to
purchase a firearm from a gun dealer. The actual buyer is often prohibited from
purchasing the gun. The straw purchaser violates federal law by making a false statement
with respect to the information required to be kept in the gun dealer’s records. According
to ATF, straw purchasing is one of the most frequent methods used to illegally acquire
guns.

U.8. Department of Justice v
Office of the Inspector General
Evaluation and Inspections Division
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Because there is no federal firearms trafficking statute, ATF must use
a wide variety of other statutes to combat firearms trafficking. However,

cases 1\1n‘|1n’1’\f 11ﬂﬂnt thoce statuites are Aifficn 1t to nroye r:\ﬂrl An nat cnrery
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stringent penalties — particularly for straw purchasers of guns. As a result,
we found that USAOs are less likely to accept and prosecute Project
Gunrunner cases. And when these cases are prosecuted and convictions
obtained, Federal Sentencing Guidelines categorize straw-purchasing-
related offenses as lesser crimes.

Multi-Agency Coordination Issues

We also found that ATF and [ICE do not work together effectively on
investigations of firearms trafficking to Mexico, and therefore ATF’s Project
Gunrunner cases do not benefit from ICE’s intelligence and prosecutorial

b o ATT anAd T raraliy AnnAiint inint inmonaticoatinna ~f fraarsa
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trafficking to Mexico, do not consistently notify each other of their firearms
trafficking cases, and do not consistently coordinate their investigative work
with each other.

A memorandum of understanding (MOU) signed by ATF and ICE in
2009 sought to foster better coordination, but we found that ATF and ICE
agents and supervisors misunderstood the intent of the MOU or were
unaware of it. Consequently, adequate coordination hetween ATFE and ICE
is still lacking in those areas of concurrent jurisdiction that are described in
the MOU.

Mexican Crime Gun Tracing

Despite the increased activity related to Project Gunrunner, ATF is not
using intelligence effectively to identify and target firearms trafficking
organizations operating along the Southwest border and in Mexico

Maranogar ATTIMa avnnanaint Af ita antamatad avatarmnm (aTrasa trn~n oUns
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seized in Mexico has yielded very limited information of intelligence value.

According to ATF’s June 2007 Gunrunner strategy, tracing guns
seized in Mexico is the “cornerstone” of Project Gunrunner. Tracing seized
guns to the gun dealer which sold the gun to the first retail purchaser is a
crucial source of information in ATF’s investigations of firearms trafficking.
Gun tracing also heips ATF identify firearm traffickers operating in the
United States and in Mexico and can provide intelligence in the form of
patterns and trends in gun smuggling.
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However, ATF has been unable to expand gun tracing throughout
Mexico. A June 2009 Government Accountability Office report estimated

that trace Antn wr as c11hm1ffnr] tn ATR on 1D(‘C than a guarter nf the annsg
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seized in Mexico. Further, most trace requests that are submitted to ATF
from Mexico are considered “unsuccessful” because of missing or improperly
entered gun data.® Although ATF has provided Mexican law enforcement
with training in firearms identification, we found the percentage of total
trace requests that succeed has declined since the start of Project
Gunrunner. Moreover, few of the traces that do succeed generate usable
investigative leads because guns submitted for tracing often were seized by
Mexican officials years before the trace requests were submitted. In such
cases, the time at which a gun was transferred illegally may be outside the

atntiita Af limitatinng and ~Aharosae cannnnt ha hratioht aocninat thace
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responsible.

We determined that Mexican law enforcement authorities do not view
gun tracing as an important investigative tool for them. One reason for this
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information on U.S. citizens that Mexican officials have requested (such as
the criminal histories of those who may be involved in firearms trafficking).
This information must be requested separately from the trace results. Some
ATF officials also told us that ATF has not adequately communicated the
valuc of gun tracing to Mcxican officials. Conscquently, Mcxican law
enlorcement ollicials view gun (racing as merely a Lool thal ATF uses Lo
further its own investigations. The Mexican officials did not see the long-
term benefits of gun tracing in reducing the flow of illegal guns to Mexico by
targeting the sources of these guns and the organizations that traffic them

mem bl Sl AdAn AT AL A TT QO NAAwrs nmanl A
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5 ATF stated that its common definition of a “successful trace” is a trace that

nravides anv additional historical or 1Anﬂf1hnﬂn‘ infarmation concerning the firearm havand
provices any mngoaniermartion cencermng £ye

the original information submitted in the trace request. However, ATF staff provided us
different definitions of a successful trace, such as one that identifies the first purchaser.
We define a successful trace as one that identifies the gun dealer who originally sold the
weapon because that is the minimum result that can provide ATF with usable intelligence
information.

According to ATF National Tracing Center data, an invalid serial number was the
most common reason for unsuccessful traces from Mexico. However, crime gun traces can
be unsuccessful for many other reasons. For example, the requester may not have
provided a manufacturer or importer, or the gun may have been manufactured prior to
1968 when the Gun Control Act was enacted and thus no records were required.
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ATF Coordination Challenges in Mexico

Qur review found that because of a lack of resources, ATF has been
unable to fully meet Mexican government needs for support under Project
Gunrunner. For example, AT has been unable to provide key training and
support requested by the government of Mexico. Further, the process of
exchanging law enforcement investigative information between ATF and the
government of Mexico is cumbersome, and ATF has a substantial backlog in
responding to requests for information from Mexican authorities, which has
hindered coordination between ATF and Mexican law enforcement. ATF also
has been unable to recruit sufficient qualified staff to fill positions in the
Mexico Country Office and does not offer incentives to attract and retain

rrinlifind otaff +th aevas
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U.S. officiais told us they face muliipie unique chalienges in
coordinating with Mexican law enforcement officials. For example,

U.S. officials we interviewed in Mexico stated that there is a lack of
coordination among various Mexican law enforcement agencies and that
ATF has no single counterpart that it can interact with in coordinating
firearms trafficking investigations. Internal coordination problems within
the government of Mexico require that ATF deal separately with multiple
agencies there, which has slowed information sharing. ATIF’s effort to
improve coordination by embedding a representative of the Mexico Attorney
General’s office in ATF’s Phoenix Field Division on a trial basis has improved
ATF’s access to Mexican law enforcement’s information.

Lack of an Integrated Project Gunrunner Approach

An overarching problem our review found was that ATF has not

intacrntard tha Deraiant (i minmar antivitiaa Af ita fAanier QArntharact hardae
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divisions and ATF’s Mexico Country Office into a coordinated approach.
ATF’s Project Gunrunner strategies and plans do not effectively address
coordination, joint operations and investigations, or information sharing
across these units. We believe this has been a contributing factor in several
othcr shortfalls addressed in this review, including the incffective
intelligence and information sharing within ATF, unclear roles for border
liaison personnel, inadequate and disparate staffing in Mexico, failure to
focus on complex conspiracy firearms trafficking investigations, and poor
coordination with other U.S. and Mexican law enforcement agencies.
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In September 2010, after our draft report was issued, ATF
disseminated to field personnel and International Affairs Office staff a
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responds to many of the issues identified in this report. We refer to this
strategy at various places in this report. However, it is not clear when, or
how, this strategy will be fully implemented.

Recommendations

In this report, we make 15 recommendations to ATF to help improve
its efforts in combating firearms trafficking from the United States to
Mexico. For example, we recommend that ATF improve its generation of
investigative leads to agents working on Project Gunrunner and improve its
intelligence sharing within ATF and with its U.S. and Mexican partners, and

thnt ATT fAamiia mrnrnn Aanmnlacg Anariiranty Aanano ta Adiqenaantla fHeansen
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trafficking rings. To improve coordination between ATF and ICE, we
recommend that ATF provide specific guidance to require better
coordination with ICE in accordance with the agencies’ memorandum of
understanding. We also recommend that ATF work with Mexican law
enforcement officials to determine the causes of unsuccessful Mexican crime
gun traces and to improve the rate of successful traces. We also
recommend that ATF consider implementing incentives to attract qualified
staff to its Mexico Country Office. In addition, to provide a coordinated
approach to ATF’s implementation of Project Gunrunner, we recommend
that ATTF implement a plan to integrate the activities of the Mexico Country
Office and Southwest Border field divisions.
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BACKGROUND

Introduction

Mexican drug trafficking organizations (cartels) are a significant
organized crime threat, both to the United States and in Mexico. According
to the Department of Justice’s (Department) 2010 National Drug Threat
Assessment, Mexican cartels present the single greatest drug trafficking
threat to the United States and are active in every region of the
United States. Mexican cartels use violence to control lucrative drug
trafficking corridors along the Southwest border, through which drugs flow
north into the United States, while guns and cash fiow south to Mexico.®

From December 2006 through July 2010, the Mexican government

renorted almaost 30,000 deaths in Mexico qunlhno from nro;‘mwpd crime and

drug trafficking, w1th 9,635 murders in 2009 alone In its f1scal year (I'Y)
zulu to Y 2010 strategic pian, the Bureau of Aicohoi, Taobacco, Firearms
and Explosives (ATF) reported that Mexico’s drug traffickers have turned
aggressively to the United States as a source of guns and routinely smuggle
guns from the United States into Mexico. This is, in part, because Mexican
law severely restricts gun ownership.

In 2009, ATF reported to Congress that about 90 percent of the guns
recovered in Mexico that ATF has traced were initially sold in the
United States.” The Southwest border states — Texas, California, Arizona,
and to a lesser extent, New Mexico — are primary sources of guns used hy
Mexican drug carteis. The growing crime rate in Mexico, and fears that the
violence will spill over into the United States, have led to efforts by U.S. and
Mexican authorities to attempt to curb firearms trafficking.

¢ Congressional Research Service, Mexico’s Drug-Related Violerce, CRS Report
R40582 (May 27, 2009).

7 William McMahon, Deputy Assistant Director for Field Operations, ATF, before the
Committee on Homeland Security Subcommittee on Border, Maritime, and Global
Counterterrorism, U.S, House of Representatives, concerning “Combating Border Violence:
The Role of Interagency Coordination in Investigations” (July 16, 2009j,
homeland.house.gov/Hearings/index.asp?ID=205 (accessed August 25, 2010). However, in
September 2010, in response to a draft of this report ATF told the OIG that the 90-percent
figure cited to Congress could be misleading because it applied only to the small portion of
Mexican crime guns that are iraced. ATF could not provide updated information on the
percentage of traced Mexican crime guns that were sourced to (that is, found to be
manufactured in or imported through) the United States.

U.S. Department of Justice 1
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ATF is one of the primary U.S. law enforcement agencies combating
firearms trafficking from the United States to Mexico. ATF enforces federal

ﬂ?normo 1anro t:\-nr] alan r-nn'n'lc\fno tha ocﬂn nf‘ anng hyv the f1rnarmo indiictry
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under the Gun Control Act of 1968. ATF is the only federal agency
authorized to license and inspect gun dealers to ensure they comply with
laws governing the sale, transfer, possession, and transport of guns.® ATF
is also responsible for tracing guns by researching manufacturer and gun
dealer data to identify the original purchasers of guns that are subsequently
“recovered by law enforcement that were used in a crime, were suspected to
have been used in a crime, or Were recovered in relation to a crime.”® These
guns are termed “crime guns.”

Project Gunrunner, ATF’s national initiative to stem firearms
trafficking to Mexico, is part of the Department’s broader Southwest Border
Initiative, which combines the Department’s law enforcement components in

v eartad affast 44 radiiea Avranaa_hoardas A A annama beaflfal. e A
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the high level of violence associated with these activities. ATF began Project
Gunrunner in 2005 as a pilot project in Laredo, Texas, and expanded it into
a national program in 2006.10

ATF cstablished five main objectives for Project Gunrunncr:
1. Investigate individuals responsible for illicit firearms trafficking
along the Southwest border.

2. Coordinate with U.S. and Mexican law enforcement along the
border in firearms cases and violent crime.

Train U.S. and Mexican iaw enforcement officials to identify
firearms trafﬁckers.

(o8]

4. Provide outreach education to gun dealers.

5. Trace all guns to identify firearms traffickers, trends, patterns, and
networks.

& In this report, the term “gun dealers” refers to federal firearms licensees who are
licensed through ATF to manufacture, import, or deal in guns.

9 Mark Kraft, “Firearms Trafficking 101 or Where Do Crime Guns Come From?,”
United States Atiorneys’ Bulletin (January 2002).

¥ The exact inception date of Project Gunrunner is uncliear. According to an
April 28, 2009, ATF news release, Project Gunrunner began in 2005. However, ATF officials
toid us that they consider April 2000 the oificial impiementation daie of Project Gunrunner.

U.S. Department of Justice 2
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ATF’s primary geographic focus for Project Gunrunner is in the four
ATF field divisions that provide coverage for the almost 2,000-mile border

with T\ﬂavu‘\n Theaca anr f"n]ﬂ r11n1o1nﬂo nra handmiartarad in Houston
Viu valXil 111CHT 10w 1G VISIONS aQre neatquarlereld in rigusion,

Dallas, Phocmx, and Los Angeles.

The first three of ATF’s five objectives listed above refer directly to
Mexico or to the Southwest border. The remaining two objectives
(Objectives 4 and 5) are more national in scope because the sources of
firearms trafficked to Mexico are nationwide.

Figure 1 illustrates the Southwest border region as defined by ATF.1!

)
&~

Source: OIG.

In June 2007, ATF published a strategy document, Southwest Border
Initiative: Project Gunrunner (Gunrunner strategy), which outlined four key
components: the expansion of ATF’s crime gun tracing system (eTrace),
international strategy, domestic strategy, and intelligence. We briefly
describe each of those key components below.

Expansion of eTrace. ATF emphasized tracing crime guns as the
“cornerstone” of Project Gunrunner and identified the expansion of eTrace
into Mexico as an integral element of the project. The strategy incorporated
ATF’s plan to deploy eTrace in Mexico and established key roles for ATF’s

11 Although Oklahoma is a part of the Dallas Field Division, it is typically not
considered a part of the Southwest border.
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Mexico Country Office, National Tracing Center, and Violent Crime Analvsis
Branch in collecting and analyzing trace data from Mexico. We discuss
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International Component. The international component of the
Gunrunner strategy addressed the coordination of ATF’s activities in
Mexico, including with the Department of State and the government of
Mexico, and coordination between ATF’s Mexico Country Office and its
Southwest border divisions. Further, the document defined ATF’s roles in
providing, or helping to provide, technologies, equipment, information, and
training to Mexican federal law enforcement.

Nnamactis Mlarmnnnant Tha Anmactin camnnnant Aaf tha c\frni'nm'r
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focused ATF resources in its four Southwest border field divisions. The
strategy recognized a broader need to make firearms traiticking associated
with crime guns seized along the Southwest border a top ATF priority
nationwide. Additionally, the strategy document outlined ATEF’s approach to

citn e Al dmaa Aoy eyl P PP B oot 4tha 1104
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flow of firearms to the Southwest border and into Mexico. It also directed
the expansion of ATF’s participation in other task force organizations,
internal and external to the Department.

Intclligence Componcnt. ATF’s stratcgy document stated that Project
Gunrunner intelligence must be “real timme” Lo be ellectlive, and it described
how intelligence must flow within ATF and to and from its domestic and
Mexican partners. The document also assigned responsibilities within ATF
for oversight and coordination of ATI’s intelligence and information sharing
activities. The strategy established ATH's Gun Desk at the Drug
Enforcement Administration (DEA) led El Paso Intelligence Center (EPIC) as
ATPF’s clearinghouse for intelligence and investigative information. 2

In its FY 2010 to FY 2016 strategic plan, ATF reiterated that Project
Guinrunner is its primaiy enforcemeit initiative to steim the trafficking of
illegal weapons across the U.S. border into Mexico and to reduce gun-driven
violence on both sides of the border.1®

12 In addition to the DEA and ATF, 19 other agencies are represented at EPIC,
including the Federal Bureau of Investigation (FBI), Immigration and Customs
Enforcement, Customs and Border Protection, and state and local law enforcement. See
U.8. Department of Justice Office of the Inspector General, Review of the Drug Enforcement
Administration’s El Paso Intelligence Certer, Evaluation and Inspections Report [-2010-005
{June 2010), for more informaiion.

i Appendix I provides a timeline of key events reiated to Project Gunrunner.
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Project Gunrunner Budget
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budget. A'I‘ unded all of the initiative’s operatlons out of its general
appropriation. As ATF expanded the initiative in response to the increased
viclence in Mexico and concern over firearms trafficking into Mexico, ATF
began seeking dedicated funds for Project Gunrunner, starting with its

FY 2008 budget request. In FY 2009, ATF received $21.9 million to support
and expand Project Gunrunner. This included $5.9 million in ATF’s

FY 2009 appropriation for Project Gunrunner, $ 10 million in March 2009
from the American Recovery and Reinvestment Act of 2009 (Recovery Act),
and an additional $6 million in June of that vear. Under Public Law No.

111 O'lﬂ (INTO) Wrmaraan~r Rardar Qastirittry Qainnlamantal Annranriatin
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ATF received an additional $37.5 million for the continued expansion of
Project Gunrunner in FY 2010.14

Project Gunrunner Staffing

ATF Staffing on the Southwest Border. The number of ATF staff
dedicated to Project Gunrunner in the four Southwest border field divisions
has increased steadily since FY 2006, but most notably from FY 2008
through Y 2009 (Figure 2).15 In 2006, ATF had 84 Special Agents assigned
to Projcct Gunrunncr. By Junc 2010, the number had incrcascd
167 percent Lo 224 agents. The number ol Industry Operatlions
Investigators increased even more sharply, from 15 in 2006 to 165 in 2010,
a 1,000-percent increase. Project Gunrunner staff also includes individuals
in other job categories such as Intelligence Research Specialists and
uwcaugauvc nuan 3i8, uﬁplCLcd i FISL.IJC 2 as “other.” AsofJunc 2010, the
number of agents assigned to Project Gunrunner represented 50 percent of
all agents in the four Southwest border field divisions, and the number of
Industry Operations Investigators represented 92 percent of the

14 Pub. L. No. 111-230 was signed into law on August 13, 2010, The bill provided
$600 million in emergency supplemental appropriations for FY 2010 to secure the
Southwest border and enhance federal border protection, law enforcement, and
counternarcotics activities. The $37.5 million allocated to ATF was part of $196 million
allocated to the Department.

15 Because Project Gunrunner is a national initiative, additional personnel in
locations beyond the Southwest border worl Project Gunrunner cases. For example, a case
involving firearms traftficking to Mexico that originates i the Midwest would be pursued by
ATF agents there under Project Gunrunner.
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investigators there.!® Appendix II provides a description of the general
duties for ATF staff.

Figure 2: Dedicated Project Gunrunner
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Note: ATF could not provide the numbers of stail in the “other”
category prior to 2008.

Source: ATF data.

ATF Staffing in Mexico. Project Gunrunner is also supported by ATF’s
Mexico Country Office staff. The ATF Mexico Country Office is headed by an
ATF Attaché and staffed by Assistant Attachés who are agents. At the time
of our site visit in March 2010, the staff also included one Intelligence
Research Specialist, one agent on temporary duty (TDY), and scveral Foreign
Service Nationals (Mexican nationals employed by ATF). The staff of the
Mexico Country Office coordinates with Mexican law enforcement agencies
and facilitates information sharing; trains Mexican law enforcement
personnel on subjects such as properly identilving and tracing weapons and
conducting firearms trafficking and explosives investigations; and collects

16 The most recent stafling increases were funded by several sources, including:
(1) the Recovery Act, which provided 37 additional positions; (2) the President’s global war
on iterror funding; and {3) ATF's FY 2009 appropriation. We described ATI's allocaiion of
those funds in the report entitled Interim Review of ATF’s Project Gunrunner, Evaluation and
Inspections Report 1-2009-000 (September Z2009).
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information on seized crime guns and explosives, which they forward to ATF
personnel in the United States for investigation.!?

As of June 2010, ATF had 13 staff assigned to the Mexico Country
Office. Seven worked in the U.S. Embassy in Mexico City, and the other six
worked in the U.S. Consulates in Monterrey (three), Tijuana (two), and
Juarez (one).1® Of the 13 staff, 8 were on permanent assignments to
Mexico, and 5 were on TDY.

[n its FY 2010 budget authorization, ATF received funding to increase
the number of staff in Mexico. In September 2010, in response to a draft of

this report, ATF stated that, since we completed fieldwork for this review, it
had added & additional nnm‘rmnq in Mexica — 3 in Mexica (‘Itv 2 each in

Guadalajara and Hermosﬂlo and 1 in Merida, for a total of 18 authorized
positions in Mexico. However, according to ATT, as of September 2010 only
two of the eight new positions had been filled and recruitment and selection

were under way for the remaining six positions. ATF also noted that even

when it males selectionsg for nersonnel in Mexico, thoge nersonnel mav not

VLIRS 20 LSRN SULALLLIVIIS AL et s AV e e A

report to Mexico until their positions are “accredited” by the Mexican
Secretariat of Foreign Relations, which had not occurred for the six open
positions. Also, in September 2010 ATF reported that there were eight
Foreign Service Nationals in the Mexico Country Office.

ATF’s Enforcement, Regulatory, and Intelligence Functions

As described below, Project Gunrunner involves the ATF firearms
aihckmc enforcement, regulatory, and intelligence functions. We also

iccues laws gnvPT‘p*l;nc firearmes traffickine and the p'r‘“u:fp sale of guns,

R 1D TRIa s

il

Enforcement Function

As part of its enforcement function, ATF agents investigate individuals
anrd nroanizatinne that vinlate 1T Q lawe hy illegally eninnluvineg onine tn
and organizations that viclate U.S. laws by illegally supplying guns to
individuals prohibited from having them.!'® ATF refers criminal violations to
United States Attorneys’ Offices (USAQO) or to state prosecutors for
prosecution.

17 ATF and other U.S. law enforcement agencies working in Mexico do not have
authority to conduct investigations there, but they provide assistance and share
information with Mexican agencies and their counterparts in the United States.

18 All ATF personnel in Mexico are considered part of the Mexico Country Office,
which is organizationally aligned under ATF's Oiffice of International Aifairs.

% Categories of prohibited individuais are defined in 18 U.3.C. § 922ig).
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ATF tracks the status of investigations and refers investigative leads
within ATF using its automated case management system, N-Force. Project

F11n111ﬂﬂnr cases were not Iﬂ1f101]‘ 1r1nnf1f“nr1 i [\ T?r\f‘r\a hnf of'fnr- ’)ﬂﬂf\ ATE
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created a specific N-Force code for Project Gunrunner cases and directed its
personnel to begin using it.

ATF considers any investigation conducted nationwide to be a “Project
Gunrunner case” if it involves firearms trafficking or violent crime with a
nexus to the Southwest border. This could include cases also coded as
gang-related or as another type of case. Our discussion of Project
Gunrunner cases in this report is based on ATF data that meets this
definition.

Laws Governing Firearms Trafficking and Private Sales of Guns

There is no specilic federal statute specilically prohibiting firearms
trafficking. Consequently, when ATF agents identify trafficking operations

A AdAavalam Anaaa o rafan oAt b tlhhas y1an variniia fadaral and atata
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charges. In addition, some existing federal regulations and statutes, such
as those that require transaction records or background checks, do not
apply to sales of guns between private individuals.20

Project Gunrunner Federal Statutes Used by ATF

ATF agents work with federal prosecutors to charge Project
Gunrunner defendants under a wide range of federal statutes, not all of
which directly cite firearms offenses, such as conspiracy charges and drug
offenses. DBetween FY 2004 and FY 2009, ATF used 75 different statutes to
seek federal prosecutions of Project Gunrunner defendants. These statutes
prohibit activities associated with firearms trafficking — such as falsifying
information when purchasing a gun and dealing guns without a license.
Table 1 provides a list, in ascending order of statute number, of the 10
statutes most frequently used in ATF’s Project Guniunner referirals for
prosecution during that period. We discuss ATF’s referrals and USAOSs’
prosecutions of Project Gunrunner cases in Part III of this report.

20 Some federal regulaiions and statuies do apply to the privaie sale of guns, such
as the prohibition of transfers to known convicted felons. Additionally, some states have
enacted laws regulating transiers of firearms between private individuais.
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Table 1: Top 10 Statutes Used in Cases Referred for Prosecution
of Project Gunrunner Defendants (FY 2004 through FY 2009)

Statute Statute Definition
18 U.S.C. §(2) Aiding and abetting
18 U.S.C.§371 Conspiracy to commit offense against the United States*

18 U.S.C. §922(a)(1)(A) [ Willfully engage in firearms business without a license

Knowingly making a false statement in connection with a

18 U.S.C. § 922(a)(6) firearm purchase

18 U.S.C. § 922(g)(1) Knowing possession of a firearm by a convicted felon
18 U.S.C. § 922(g)(5) Knowing possession of a firearm by an illegal alien

18 U.S.C. § 924(a)(1)(4) | Knowingly making a false statement

18 U.S.C. § 924(c) Use of a firearm in a federal drug or violent crime

21 U.S.C. § 841(a)(1) Manufacturer, distribution, or possession of a controlled
substance

21 U.S.C. § 846 Drug conspiracy

* 18 U.S.C. § 371 does not relate specifically to crimes involving firearms. Rather,
according to Executive Office for United States Attorneys, prosecutors use the charge when
there are no other conspiracy charges applicable to a case, often as part of the plea
bargaining process.

Source: ATF data on federal statutes referred to USAOs for prosecution.
Private Sales of Guns

When an individual buys a gun from a licensed gun dealer, the
mirmnlh aans mmitia+r alharer mmnsnnas Tl am ki Aandinm Fa dlaa vriam Ananlas B oAiE A
PuUuliliddul 1IUuSL SHIUYW pP1UPUL TULHTUHILAUIVLIL LU LLHIL ZJUull Uladlvly 11 UuL a
federal Firearms Transaction Record (Form 4473), including personal
information (such as name and address) and a short questionnaire to
determine eligibility to purchase a gun, and submit to a National Instant
Criminal Background Check System check.?l The gun dealer retains a copy

21 Mandated by the Brady Handgun Violence Prevention Act of 1993 and launched
by the FBI on November 30, 1998, the National Instant Criminal Background Check
System is used by gun dealers to instantly determine whether a prospective buyer is eligible
to possess guns or explosives. Before completing the sale, a gun dealer employee calls the
FBI or another designated agency to ensure that the customer does not have a criminal
record or is not otherwise ineligible to possess a gun because, for example, the buyer has
been adjudicated as meniaily defeciive. More ihan 100 miilion such checks have been
made in the last decade, leading to more than 700,000 denials, according to the FBI
{(www.ibi.gov,/hq/ ¢jisd/nics.him).

U.S. Department of Justice 9
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of the Form 4473 as a permanent record of the transfer of the weapon. This
enables ATF to determine who originally purchased a gun if it is

on]’\cnnrlnnflw coizad 1'“7 '|r:nx anfarremant 1<nwnof1ncxf inga A ATime inw
CLuliiuy SC1a00 aw Enigréement ivesugaung a orme
gun.

S
3

Individuals who buy guns from an unlicensed private seller in a
“secondary market venue” (such as gun shows, flea markets, and Internet
sites) are exempt from the requirements of federal law to show identification,
complete the Form 4473, and undergo a National Instant Criminal
Background Check System check. Therefore, according to ATF and other
Department officials we interviewed, individuals prohibited by law from
possessing guns can easily obtain them from private sellers and do so

writhalit any fadaral rararde af tha trancnrtinnag Arrnrdima tn thaaca Afficia
WILLIU ML ally ILUlicl 1L0UIUS Ul LD LlauaiDdluiUinng,. . OLLUILTULLE W uitol Uil

gun shows are a primary source of weapons for Mexican drug cartels.
Generally, ATF can most readily trace a gun to the individual who first
purchased it from a gun dealer. ATF has limited ability to trace used
firearms sold by gun dealers and generally cannot trace privately sold guns

fn dlea ot ~h oo
LG il privald yui\,uaobx.

1
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a
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Regulatory Function

ATF regulates the firearms industry through licensing and inspections
of gun dcalcrs. The objective of ATE’s application inspcctions is to cnsurc
that only qualified individuals receive a license to sell guns, Also, ATF
Industry Operations Investigators conduct periodic regulatory inspections of
gun dealers by reviewing records, inventory, and the dealers’ conduct of
business. During these inspections, ATF educates gun dealers about
trafficking indicators and how to report suspicious behaviors to ATE.

Through these activities, ATF seeks to deter the diversion of guns from
lawful commerce into the illegal market, where, among other uses, they may
be trafficked to Mexico.

ATF tracks the status and resuits of its Zun dealer uispeCtluuo uouxg its
automated N-Spect system. ATF considers any inspection conducted in the
Southwest horder states — California, Arizona, New Mexico, and Texas — as
Project Gunrunner-related. In Part I of this report, we describe the number of
inspections conducted by ATF before and during Project Gunrunner.

Intelligence Function

ATF collects, analyzes, and disseminates firearms trafficking-related
intelligence and has developed speeialized information and intelligence
functlons. Under Project Gunrunner, ATF seeks to prowde agents Wlth
comprehensive information to detect, investigate, apprehend, and refer for

U.S. Department of Justice 10
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prosecution individuals who illegally traffic guns. For example, ATF agents
and intelligence personnel collect intelligence from gun dealers’ reports on

tha c-cﬂnc nf miiltinle honr]nnnc Qimilarhs anhlo'rt'n hf\nrohr\no
LLLIS. 2 IOV UL JLIMJLIPI\/ ALWIUb AZELI1311C4L l ’ \.IJ- CALINILIND

Investigators use mtelllgence-based risk factors as a part of their process for
determining which gun dealers to inspect.

ATF’s intelligence structure consists of both headquarters-level and
field entities, as described below:

ATF Headquarters. ATF’s Office of Strategic Intelligence and
Information provides field personnel with intelligence to identify patterns and

trends in firearms trafficking and related crime. In September 2008, this
MNfira natnhlichad o Bhald Tntallicarmeca Qrinnmart Tanm dAadicntad +4 tha

AL LOLULGMIINIIV AL Ol L vy Llll..\.-llls\_’llb\.' \Jul}l.l\ll Lol Ll L i adlva L i

Southwest border. Although ATF is not a recognized member of the national
intelligence community, the Office of Strategic Intelligence and Information
interacts with national and international intelligence agencies. Included in
the Office’s structure is ATF’s Gun Desk at EPIC, which is a central repository

4‘1‘\7‘ ATITOA AN ﬁ_l"ajf\"'bl" :0‘\“'&1];’\‘&4‘\!‘\@ 'T‘L\a r1f\ldh r\l“ 14 S A Tﬁ‘l“\ D 1‘\ -
IUL WOAPULIS-1C1a il itCLugTnile,  1Ie Violent Crime xxucu) 518 orandcn, €6

located with ATF’s National Tracing Center in Martinsburg, West Virginia,
also falls under the Office of Strategic Intelligence and Information.
Intelligence analysts at the Violent Crime Analysis Branch analyze and
disseminate gun trace data and other intelligence to field personnel.

ATF Field Divisions. Each of ATF’s 23 field divisions typically has a
Field Intelligence Group, whose mission is (o collect, evaluate, and
disseminate tactical and strategic intelligence to the division’s field offices.22
Although the Office of Strategic Intelligence and Information provides
strategic intelligence to all of ATT, each ficld division’s ield Intelligence
Group is considered the main intelligence asset for that division. Field
Intelligence Groups receive information from a variety of ATF and external
sources (Figure 3). Staffing varies, but Field Intelligence Groups generally
include a supcrvisor (an agent) one to two Intelligcnce Officers ('ﬂso agents),
oine to two uluu.buy uperauons Luwuigt?ﬁce DpCblculbl.b, two to four
Intelligence Research Specialists, one to two Investigative Analysts, and one
secretary.?3

22 ATF defines tactical intelligence as information produced to support operations
or that relates to the specific lime, date, nature, and other deiails of evenis. Siratlegic
intelligence is defined as information required for the formulation of policy and plans at the
regional, national, and international levels. Strategic intelligence differs primarily from
tactical intelligence in level of use but may also vary in scope and detail.

2% The ATF Field Intelligence Group Supervisor’s Guide Book (September 2009)
discusses the Fieid inteliigence Group composition and member responsibiiities.

U.S. Department of Justice 11
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Figure 3: ATF Intelligence Sharing Process
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Intelligence Collection Plan and ATF Intelligence Sharing Process. In
2009, the Office of Strategic Intelligence and Information distributed to all

f"n]ri Adxri 1o1r\no A'I‘E"o ﬁrof TﬂfnThn'nr\r\n Mallarntinn Plan far Dr'rnnnf Fnﬂrnﬂﬂnr
ESLWEAW ) \,JLV MDIVLID 111 L L‘»‘L\Jlll& ol NV LIV 1 Ll vy ks J wii AEL AL,

ATF published the plan intending that each field division would tailor it to
its own operational needs. The plan stated that “ATF must develop a
‘bee-hive mentality’ whereby everyvone works toward a common goal,”
identifying intelligence gaps and collecting information that ultimately
results in intelligence products to be acted upon.2* According to the plan,
the Office of Strategic Intelligence and Information is to share with Mexican
law enforcement “real-time, actionable intelligence relating to firearms
trafficking networks” operating in the United States and Mexico. To
accomplish this goal, ATF Field Intelligence Group supervisors, Resident

OECILS 1 wiidd g0, il GUnll Nl SUpCivistrs ai O GOCnnine diili PriGlriuzl

intelligence requirements. The plan also focuses on the continuous
collection and reporting of information to EPIC, which the plan states is
responsible for directing the intelligence collection effort.

AAdAAM T~ all, tha AT Vialamt (Nedeae A alae Denmal and tlha Natinma
nuuxuuua_u‘y tne ATE Vicient Crime nuc:uveuo IDialiill alilld LG ivauiulia

Tracing Center disseminate gun trace data, information from reports on
multiple sales of handguns, and other information to Field Intelligence
Groups and field agents, who review the information to detect firearms
trafficking patterns and to further their investigations. Industry Operations
Investigators also make rceferrals to agents, through the Ficld Intclligence
Group when they [ind potential evidence ol [irearms lrallicking during gun
dealer inspections. Local gun dealers and other law enforcement agencies
provide intelligence directly to ATF agents, investigators, and the Field
Intelligence Group.

I

Gun Tracing and eTrace

Gun tracing enables ATF to track a gun from its manufacturer or
importer to a wholesaler and retail dealer, and then identify the gun’s

originai retail purchaser. U.S. law does not chuuc the tr abmug af pu’v‘ ic
sales of guns, except for weapons subject to the National Firearms Act.?>

24 ATF, Project Gunrunner Southwest Border Initiative Intelligence Collection Plan,
Update FY 2010 (November 2009), 4.

2% The Natiornal Firearris Act, enaciled in 1934, limits the availability of machine
guns, short-barreled shotguns, short-barreled rifles, sound suppressors (silencers), and
other similar weapons that were oftenn used by criminals during the Prohibition Era. The
Gun Control Act of 1968 expanded the scope of the National Firearms Act to include
destructive devices (for exampie, expiosive and incendiary bombs, flash bang grenades, and
weapons with a bore of greater than one-half inch in diameter), machine gun frames or
receivers, and conversion Kits for machine guns.

U.S. Department of Justice 13
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Tracing can help ATF identify trafficking corridors, patterns, schemes,
traffickers, accomplices, and straw purchasers,26

To initiate a gun trace, the law enforcement agency that recovers a
crime gun provides ATF’s National Tracing Center with the gun’s serial
number and other information required to identify it to the exclusion of all
other firearms. The National Tracing Center responds with the gun’s
purchase history and other information. Law enforcement agencies may
submit a trace by facsimile, telephone, or through ATF’s Internet-based
eTrace system.

The eTrace system can be accessed directly by ATF personnel and

. .
'\+L\A” ]n‘!? ‘:ﬁ“l\f‘f\nﬁ‘\‘:ﬁf‘ falsroh aValkPoX ) “.'I'\FIA“’IA‘: ]+ ﬁl]f\T‘I!O 1ﬂ‘17 AHF"\P{‘!:MDV‘I“
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agencies to submit gun trace requests clectronically, to monitor the progress
of the traces electronically, and to retrieve completed results of their own
agency’s trace requests. Using eTrace, authorized law enforcement
representatives can also access a historical database of their agency’s own

trnna_ralatad Asta ¥ e eate, A alitianl rasmardta e A ractiorntis land

LIdavA-TIviaAdlLu udla CLJ.J.L( 5\_,11\_,1 Cll.\_/ c:uxcuy l.l.k_/d.l. 1\_,lJU1 Lo Gl.llu Lll\ LOLlédLlV’b 1eau
information. The representatives of one agency cannot access the results of
other agencies’ trace requests at this time. However, according to ATF,
system modifications are in development to allow agencies to share trace
data with each other in accordance with, and subject to, new appropriations
laws.

To provide Mexican law enforcement authorities with direct access to
gun tracing, ATF developed eTrace 4.0, also known as Spanish eTrace,
which receives and provides trace results in Spanish. In December 2009,
ATF puutcd a prograim o uﬁpu’)‘y' opamsh cirace 10, and to train Mexican
officials in, the system’s use. Initially, ATF planned to provide Spanish
eTrace to all federal and state police laboratories in Mexico. However, as of
June 2010, ATF staff told us that Mexican state laboratories were not able
to use Spanish eTrace because of objections from the Mexican federal

goveriimeint (umpuabcu further in this IEporL Ly 27 The eTrace Systein is the
primary source of investigative leads pertaining to guns trafficked to Mexico.

% According to ATF, a “straw purchase” occurs when the actual buyer of a firearm
uses another person, “the straw purchaser,” to execute the paperwork necessary to
purchase a firearm from a gun dealer. The actual buyer is often prohibited from
purchasing the gun. The straw purchaser violates federal law by making a false statement
with respect to the information required to be kept in the gun dealer’s records. According
to ATF, stiraw purchasing is one of the most frequent methods used to illegally acquire
guns.

27 In September 2010, ATF told us that it had deployed Spanish e€Trace to all
Spanish-language eTrace users in March 2010, including to Mexican federal iaw
Cont.
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Organized Crime Drug Enforcement Task Force (OCDETF)

f\f‘r\ﬁ"l"ﬁ‘ isa NDanartment + nf T11of1nn nraoram that ceslrza tn rnamhin
wepariment &1 JUSUCE progran tnat SEexSs o comoinge

resources and expertise of federal, state, and local law enforcement agencics
to identify, disrupt, and dismantle organizations responsible for drug
trafficking.?® According to the OCDETF website, OCDETF targets not only
the drug operations, but also the “tools of the trade” for these organizations,
including money laundering and firearms trafficking.

When a case has been designated as an OCDETF case, the costs of
the investigation — including travel, wiretaps, confidential informant

subsistence, and other evidence-gathering expenses — may be reimbursed by
the QCDHETF Program, dpnpﬂdmo on fnndmo ;\vmlnhthtv To have a cage

approved as an OCDETF case, an abencv presents it to other agen(:les
invoived in ihe prograiri, 11'1C11.1(llll° ithe USAO wiih ]UrlS(llC[lOIl in the area.
Once the case is vetted by a federal prosecutor designated to support the

OCDETF Program, it is presented to one of nine regional OCDETF

committees which must 01w= final thrnvn] hefore the nrn(n“ﬂm eSOUTCes
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are dedlcated to the case.

The OCDETF Program also establishes task forces (which it refers to
as strike forces) to permanently co-locate representatives from federal law
enforcement agencies, along with representatives of state and local law
enforcement, in a city. The participating agencies, including ATF when it
chooses to do so, work together to investigate trafficking organizations.
OCDETTF task forces are currently located in San Diego, Phoenix, El Paso,

Houston (including satellite offices in Laredo and McAllen), Tampa,
SQan lnaﬂ Aﬂaﬂfn New Vn'r'l( and Roston, ATE’g uge of the OCDOETE

Aliiiy

Program 1s dlscussed in Part I[I of this report.

ATF’s Coordination with Other Federal Law Enforcement Agencies

Tn affartively imnlamant Prajent (1inrmimnar ATER mnet r\nnrﬂlnofn
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with other federal agencies within and outside of the Department of Justice

enforcement. Yel, as noled above, in June 2010, we were informed thal Mexican
laboratories were not using Spanish e-trace. As a result of a September 2010 eTrace
memorandum of understanding between ATF and the government of Mexico, ATF plans to
begin redeployment of Spanish eTrace in Mexico in November 2010 and to offer training to
Mexican personnel in all 31 states.

28 Agencies represented in the OCDETF Program include ATF, the DEA, the FBI,
Immigration and Customs Enforcement, the U.S. Marshals Service, the Internal Revenue
Service, and the U.S. Coast Guard - in cooperation with the Depariment of Justice
Criminal Division, the Tax Division, and the 94 USAOs, as well as with state and local law
enforcement.

U.S. Department of Justice 15

ﬁ“nn A*f tha Ingnontar (‘.av\.a-vol
Offic e amspa noras

Evaluation and Inspections Division

ATF8-002-001-00005854



Employee 2 1543

that are involved in monitoring and protecting the U.S. border with Mexico.
As discussed below, some of those agencies have their own programs that

tarcet f‘1rnl:rm: traffinrlzing ntﬂnnr- r‘l11~nnﬂx nr 1nrq|1nnf|w
6 LAEACLL 1110 L1 ulll\-l\.l‘&’ ALELLLIN L il y A A N

Drug Enforcement Administration (DEA)

The DEA enlorces controlled substance laws and regulations, and
investigates organizations and individuals involved in the growing,
manufacture, or distribution of controlled substances intended to be
trafficked into the United States. Although DEA is primarily focused on
drug trafficking enterprises, there is often a nexus between Mexican drug
and firearms trafficking organizations. As a result, ATF and the DEA work

f'r\"ﬂ{']ﬂﬂf' rassl "7”""’\“0 +ﬂ°1)‘ 4‘{'\”"‘:(‘ ;ﬂ Qf\“* "'ﬂ:‘*' L\f\""]ﬂ” ]f\r\n+1f\“c\ Ialk ol A
CCECUILET O vVarious task IGICas 1o SOCUIOWEST DOrGer 16Caticns anag in

Mexico.

United States Attornevs’ Offices (USAQO)

Mo TTQA MG Aatarisina srbianl fadanal ~Ang e T R T4 [ S
I IPSLAR VAS /a LWL IRV LV RUIR S ID AW WLll.\_fll 1L ULl \JGDLD LU l_IlUD\_,\/\.A L.L; W Ltlllll lebll
jurisdictions. Each USAQ is led by a presidentially appointed United States

Attorney, who serves as the chief federal law enforcement officer for the
judicial district. Under Project Gunrunner, ATF agents work directly with
Assistant U.S. Attorneys (AUSA) to develop firearms trafficking-related cases
for prosccution.

Department of State

The Department of State, through its Bureau for International
Narcotics and Law Enforcement Affairs S, pl‘ﬁ'\?ldca Lrainmg, opeEr auuuo,
intelligence, and logistical support for foreign counternarcotics programs
established by the U.S. Foreign Assistance Act?9 In the U.S. Embassy in
Mexico City, a Department of State Narcotics Affairs Section provides
counternarcotics policy and strategy guidance to Ambassadors and
facilitates luuuli’lg and other SuUppoit for the governiment of Mexico. Under
Project Gunrunner, ATF works with staff from the Narcotic Affairs Section to
provide Mexican officials with equipment and training on gun tracing and
identification, and investigations.

Department of Homeland Security (DHS]

Immigration and Customs Enforcement (ICE). ICE, the largest
investigative arm within DHS, investigates a wide range of domestic and
international activities related to the illegal movement of people and goods

- -

25 22 U.8.C. 8 2151 et seq.
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into, within, and out of the United States. ICE’s investigative
responsibilities include narcotics, weapons, and human smuggling, and

QVY\I\‘I"f anm f‘nr-r\t:m nt 1((110(‘
CARPUVLL LLLIVL \«\.4111\.:1!.\, LI UL

ATF’s Project Gunrunner and ICE’s Operation Armas Cruzadas both
target firearms trafficking to Mexico, but the two initiatives target different
points in the gun smuggling process. Launched in 2008 by ICE, Operation
Armas Cruzadas is focused on trans-border weapons smuggling networks
along the Southwest border. Project Gunrunner targets the trafficking of
guns from the United States to Mexico through investigations of firearms
found to have been trafficked into Mexico and related violent crime.

Trm additian ATLE and 1O ]ﬂntua 1171\"171:\/4 +r\r\'ﬂ+1ﬂnr
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involving firecarms trafficking to Mexico through ATF’s part1c1pat1on in
several ICE-led, multi-agency Border Enforcement Security Task Forces.

Customs and Border Protection (CBP). The CBP inspects traffic

vt arimey thha TTrmdtad Qéntan oA ~h lacoar as-ta AfF A lana e

elll.\_,l 1115 LlJ.\_l uuu\,u (W ¥ B AW ] auu, LU c:l. Lllubll 1LOOL L LALan, Llc:llll\a J.LCLVI.ll% th
United States. The CBP seizes drugs, cash, guns, and other contraband as
it is smuggled across the U.S. border. In Southwest border locations, ATF
coordinates with the CBP regarding inspections of suspected firearms
traffickers crossing the border.

ATF’s Coordination with Mexican Agencies

Attornev General of the Republic — Procuraduria General de la Repuiblica
PGR

In Mexico, the Attorney General’s office investigates and prosecutes
Mexican federal crimes, including all gun-related offenses. Its staff includes
investigators and intelligence analysts. ATF works with the Mexico Attorney
General’s office to obtain information used in gun tracing and for firearms
trafficking investigations.

National Center for Information, Analysis, and Planning in Order to Fight
Crime — El Centro Nacional de Planeacion, Analisis, e Informacion para el
Combate a la Delincuencia (CENAPI)

CENAPI, a unit of the Attorney General’s office, contains analysts who
conduct information gathering, intelligence analysis, and data
dissemination. CENAPI researches areas of organized crime, including the
largest organized crime threat in Mexico, drug cartels, and builds databases
coitaining this intelligeince. ATF woiks with CENAPI because it is the
primary Mexican agency responsible for deploying Spanish eTrace

U.S. Department of Justice 17
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(discussed later in this report) and for entering Mexican crime gun data into
that system.

Secretariat of Public Security — Secretaria de Sequridad Publica

The Secretariat of Public Security is the Mexican law enforcement
agency that has the authority to police and conduct investigations at a
national level. According to U.S. law enforcement officials, the Secretariat of
Public Security is being restructured and trained to better combat Mexican
drug cartels and to form a force of “street cops” similar to its federal
counterparts in the United States. ATF and other U.S. law enforcement
agencies assist in the training of new officers and work with them on
11’1VPQ1’10’Q1’101’1Q

© AT IR 3

Secreiary of National Defense/Mexican Military — La Secreiaria de ia
Defensa Nacional

The military in Mexico often supplements the efforts of law
enforcement entities, giving it an important role in the conflict with the drug

cartels and associated firearms trafficking activity. In areas of Mexico with
particularly high levels of violent crime, the military has been assigned a
public safety and policing role. The Mexican military is responsible for
taking possession of and safeguarding guns and explosives seized in Mexico
within a few days of being seized.

U.S. Department of Justice 18

nﬁ”no I\*F the Ingnontar C Pnnarol
spec weras

Evaluation and Inspections Division

ATF8-002-001-00005857



Employee 2 1546

PURPOSE, SCOPE, AND METHODOLOGY OF THE OIG REVIEW

Purpose

This review examined ATHE’s implementation of Project Gunrunner’s
mission to reduce firearms trafficking to Mexico and related violent crime.3¢
We examined ATF’s execution of its enforcement and regulatory programs
related to the Southwest border and Mexico, its effectiveness in developing
and sharing intelligence, its traces of Mexican crime guns, its coordination
with U.S. and Mexican law enforcement, and how ATF worked with USAOs
to prosecute firearms traffickers.

Scope

We conducted our fieldwork from November 2009 through .

e e (e LR ANE SR V28 e —aaiis s SN vaiz S i1 4

e
We also gathered updated information from ATF through Septemb r2010.
in evaiuating the impact of Project Gunrunner, we generaliy examined ATF
activities from FY 2006, when the project became a national program,
through FY 2009. When it was available, we also examined data from

FY 2004 through FY 2009 to compare ATEF’s operations for 3 years before
and after its implementation of Project Gunrunner.

—1
'3

This review is the second conducted by the Office of the Inspector
General (OIG) on Project Gunrunner since 2009, The first review examined
ATF’s planning, hiring, staffing, and allocation of resources for Project
Gunrunner, including its expenditure of $10 million in Recovery Act
funds.5t This second Project Gunrunner review continued the examination
of ATF’s procedures for coordinating among its Southwest border field
divisions.

Methodology
In this review we conducted interviews; performance, trace,

prosecutorial, and investigative data analyses; and document reviews. We
also visited ATF’s National Tracing Center and Violent Crime Analysis

¢ Although our review included ATF’s ellorts to reduce violent crime associated
with firearms trafficking to Mexico, the causes of changes in the levels of violence along the
border are numerous and are not atiributable only to ATF’s implementation of Project
Gunrunner.

i U.S. Department of Justice Office of the Inspector General, Interim Review of

ATF’s t’rOjeC’l' uunmnner, Evaluation and mspecuons KC]JOIT 1-2009-006 laeptemoer LULES),
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Branch in Martinsburg, West Virginia; ATF’s Dallas, Phoenix, and
Los Angeles Field Divisions; and its Mexico Country Office in Mexico City.32

Interviews

We conducted 99 in-person and telephone interviews with personnel
from ATF headquarters, ATF’s Dallas, Phoenix, and Los Angeles Field
Divisions and selected offices, and the Mexico Country Office; the Executive
Office for United States Attorneys (EOUSA) and USAOs in several Southwest
border districts; the Department’s Criminal Division; the DEA; the
U.S. Department of State; DHS, including its ICE and CBP components; and
military and law enforcement officials of the Mexican government.

A‘V‘\I‘\Ahl‘llv T‘] ﬁl‘f\!'ll‘]ﬂc‘ o~ I'c\" I\'F ﬂl] |ﬁ+ﬂ"71‘:“?ﬂﬂ°
appPChllX ta Provials a uast G du ditciviCwles.

Data Analysis

We analyzed several types of ATF and USAO data that generally

rarard LWV ONNA 4 enas VWV D2ONNO Tlha AT Aats imnchidad sive; tesmes rac
COVEITA 'Y avu~T Uil uusu Y 2009, The ATF data included Huli uiac]y I'C8t

from the Southwest border and Mexico, Project Gunrunner cases initiated
and referred to USAOs for federal prosecution, inspections of gun dealers in
the Southwest border states, and statistics on active gun dealers and
multiple sales of handguns. We also reviewed data from ATF’s case
managcment systecm on Industry Opcrations Investigators’ gencration and
referral ol investigalive leads Lo ATF agents. Finally, we analyzed USAO
data from its Legal Information Office Network System (LIONS), on
declinations of ATF’s Project Gunrunner cases and of ATF-led joint cases
that were referred to USAOS for prosecution LIONS collects case

tam Fmsmrmm ~biman Fram Fadamal Amitimatannal Affaincng blhard AAans am

4o
no

being Project Gunrunner cases.

Document Review

7~ PR S PP Sy anm s

wcC I'CV ICV\ cu nl F pUllLle, 5u1ucuucb, auu }_Jld_llb 1C1dLIg LU l’lUJCCt
Gunrunner and firearms trafficking. These included operating plans,
intelligence products, performance measures, directives and guidance to
field personnel, and field office documents. We also reviewed ATF and
EOUSA budget requests and resource justifications related to firearms
trafficking and Southwest border operations. In addition, we reviewed
EQUSA policies and guidelines related to the prosecution of ATF’s firearms
trafficking-related Project Gunrunner cases. We reviewed ATF managers’

32 During the fieldwork for our previous report on Project Gunrunner, we also
visited ATI's Houston Field Division and its McAllen Field Office, as well as the Las Cruces
Field Office of the Phoenix Field Division. Some of the information we obtained from those
interviews contiributed to our findings in this report.

U.S. Department of Justice 20

nﬁ”no I\*F the Ingnontar C Pnnarol
spec weras

Evaluation and Inspections Division

ATF8-002-001-00005859



Employee 2 1548

testimony and statements to Congress, as well as congressional testimony
by EOUSA, DHS, and Office of the Attorney General officials on firearms

Afficlrinog and CQannthwacct hardar vinlanra
cauCxing anG SCUWWESL 2OTGeT ViGN,

1+

Consistent with our standard practice, on September 3, 2010, we
provided a working draft of this report to ATF and other components and
agencies [or their review and comment. In response to their comments, as
well as a result of updated data and information provided by ATF, we made
some changes to the working draft where appropriate.
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IN SUPPORT OF PROJECT GUNRUNNER

Through Project Gunrunner, ATF has increased several of
its program activities related to firearms trafficking,
including the number of gun trace submissions, the number
of investigations it initiated, the number of these
investigations it subsequently referred for prosecution, and
the number of defendants it referred for prosecution. ATF
also increased the number of compliance inspections it
conducted, the hours spent by its Southwest border field
divisions on inspections, and the number of referrals

lnrlue'l'rv nnnraflnne made to Criminal Enfoarcemant for

investigation.

ATF’s approach to combating firearms trafficking and related violence

alnno the Southwegt hnrr‘ir—‘ar ag articulated in itg Juine 2007 Gunrunner

CLAS 2 d AAAS LA LAA VE LA L RrNsa e W2ondaas LERAARU A

strategy, has been to focus on key activities, including tracing guns to
identify traffickers and patterns, conducting criminal investigations of
traffickers, conducting compliance inspections of gun dealers in the region,
and referring leads from Industry Operations to Criminal Enforcement.
Relevant activities are tracked in ATF’s case management (N-Force) and
inspections (N-Spect) databases, and its tracing system (e¢Trace).

In the section below, we describe our analysis of seven categories of
data from these databases to measure Project Gunrunner’s performance:

gun trace requests received from U.S. and Mexican locations,
Project Gunrunner cases initiated,

cases referred for prosecution,

defendants referred for prosecution,

completed gun dealer compliance inspections,

hours spent on gun dealer compliance inspections, and
referrals from Industry Operations to Criminal Enforcement.3?

As stated in the Background section of this report, ATT considers any
investigation conducted nationwide to be a Project Gunrunner case if it
involves firearms trafficking or violent crime with a nexus to the Southwest

33 ATF’s strategic plan for FY 2010 to FY 2016 included broad performance
measures of firearms trafficking. Three of the performance measures were similar to those
we analyzed: number of defendanis referred for prosecuiion for violation of firearms
trafficking laws, number of firearms trafficking investigations initiated, and number of
iraces submitted.

U.S. Department of Justice 22
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case, to referrals of cases, or to referrals of defendants for prosecution uses

ATF’s detinition.

For measures relating to trace submissions and Industry Operations
inspections, we compared the 3-year period before ATF’s implementation of
Project Gunrunner (FY 2004 through FY 2006) with the 3-year period after
ATF’s initiation of Project Gunrunner (FY 2007 through FY 2009). For
measures relating to Project Gunrunner cases, we examined only the period
after the initiative began (FY 2007 through FY 2009).34

We found that since implementing Project Gunrunner, ATF has
increased its gun trace submissions from U.S. Southwest border locations
and from Mexico, the number of investigations ATF initiated, the number of
cases ATF subsequently referred for prosecution, and the number of
defendants ATF referred for prosecution. ATF also increased the number of
compliance inspections conducted in its Southwest border field divisions
and the number of refeirrals uluuau) uperauons imade to Criminal
Enforcement for investigation. These trends are depicted in Figure 4 (below)
and discussed further below. We also found that ATF increased its efforts
under Project Gunrunner through its Gun Runner Impact Team initiative, a
targeted 120-day effort implemented in the Houston Field Division during
summer 2009.

The number of traces of U.S. and Mexican crime guns has increased
since Project Gunrunner began.

ATF’s June 2007 Gunrunner strategy describes tracing as an
essential tool for identifying potential traffickers and the “cornerstone” of
Project Gunrunner. We found that ATF has increased tracing along the
Southwest border and in Mexico. From FY 2004 through FY 2006, the four
Southwest border field divisions and Mexico traced, on average 20 percent

PR e | qtad fin tha TTlnitad Qintag and Mawvian A NDA ~F
GO1 du uidles 1\,:Libll,n3LbU IO Uil ulitea Sailds ana wicXico ll"T\J LT UL

714,472 traces).?®* The number of such traces increased to 26 percent
(207,609 of 804,136 traces) in FY 2007 through FY 2009.

34 Although ATF initiated cases involving firearms trafficking and related vielent
crime prior (o FY 2007, our attempi (o analyze (he 3-year period prior io ATF's imitiation of
Project Gunrunner did not generate reliable results. ATF had not developed a program
code to track these cases until after the initiative began in 2006, and ATF was unable to
fully identify firearms trafficking and other cases from FY 2004 through FY 2006 that
would be comparable te Project Gunrunner cases. Therefore, a comparison of firearms
trafficking cases prior to FY 2007 would result in an overstatement of the increase in
firearms trafficking cases that resulted from Project Gunrunner.

S¢ Diiferent ATF offices analyze trace daia in different ways. The National Tracing
Center typically reports annual trace numbers according to the date the trace was
submitted. In comparison, the Vioient Crime Anaiysis Branch bases its analyses on the
Cont.
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The largest percentage increase in traces during Project Gunrunner
occurred in traces from Mexico. From FY 2004 through FY 2006, traces of
Mexican crime guns accounted for only 1 percent of all traces (9,256 traces).
Since the start of Project Gunrunner, in FY 2007 through FY 2009, Mexican
traces increased to 8 percent of all traces (62,606 traces). The increase in
traces of Mexican crime guns from FY 2004 through 2006 to FY 2007
through 2009 was 576 percent.

date a gun was recovered, but if no recovery date exists, it will use the trace date. This
results in differences between the annual trace number reported by the National Tracing
Center and the Violeni Crime Analysis Branch because there are typically delays between
when Mexican crime guns are recovered and when they are submitted for tracing. In this
report, we base our analiysis on data provided by the Violent Crime Analysis Branch.
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Figure 4: ATF Prgject Gunrunaer Performance Measures
Mexican Traces of Recovered Crime Guns Project Gunrunner Cases Initiated
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Note: Yellow indicates results before Project Gunrunner’s inception (FY 2004 through
FY 2006), and blue indicates results since the project was implemented (FY 2007 through
FY 2009).

Sources: OIG analysis of ATF Violent Crime Analysis Branch and Office of Strategic
Management data.
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prosecution for firearms trafﬁcking to Mexico or related v:olent crime
also increased during Project Gunrunner.

We also determined that ATF significantly increased the number of
cases involving firearms trafficking or violent crime with a nexus to the
Southwest border that it initiated after the implementation of Project
Gunrunner in 2006. ATF initiated 424 such cases in FY 2007, 538 in
FY 2008, and 886 in FY 2009, an increase of 109 percent in that period.36

The number of cascs involving fircarms trafficking or violent crime
with a nexus to the Southwest border that ATF referred to USAOs for
prosecution also increased after Project Gunrunner began. ATF referred
177 such cases for prosecution in FY 2007, 220 in FY 2008, and 272 in
FY 2009, an increase of 54 percent.

The number of defendants referred to USAQOs for prosecution for
firearms trafficking or violent crime with a nexus to the Southwest border
also increased since the start of Proiect Gunrunner. ATF referred 373
defendants for prosecution in FY 2007, 420 in FY 2008, and 510 in
FY 2009, an increase of 37 percent.

The numbers of gun dealer compliance inspections conducted,
inspection hours, and inspection referrals to Criminal Enforcement
increased during Project Gunrunner.

Since Project Gunrunner began, ATF has increased the number of
both gun dealer compliance inspections and the compliance inspection
hours worked by the Southwest border field divisions. From FY 2004
through FY 2006, ATF completed 2,873 compliance inspections in the
regioin. Duiliig that period, ATF personiiel woirked a total of 148,020 houis
on compliance inspections there. The number of compliance inspections
increased 133 percent after Project Gunrunner began to 6,682 between
EY 2007 and FY 2009, The number of compliance inspection hours worked
also increased to 299,089 between FY 2007 and FY 2009, an increase of
102 percent.

Since FY 2004, the four ATF Southwest border field divisions have
increased the number of Industry Operations referrals to law enforcement,
which includes referrals handled within ATF and those sent to other federal,

36 Although the data that ATF provided to the OIG showed that the number of
Project Gunrunner cases initiated by ATF increased from FY 2007 through FY 2009, the
total number of cases specifically relaied to firearms initiated by ATF naiionwide decreased
by 909 cases (5 percent) in the same time period, from 17,548 in FY 2007 to 16,639 in

s bl e eVt e)

Yy 2009,
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typically created during or after a gun dealer inspection. There are no
minimum guidelines as to what triggers a referral, but Industry Operations
Investigators are trained to identify potential illegal activity.

To determine the number of referrals ATF made and their outcomes
we analyzed all the inspection referrals to ATF Criminal Enforcement
personnel contained in the data provided by ATF. Industry Operations staff
made 1,715 referrals to ATF Criminal Enforcement from FY 2004 through
FY 2006 in the four Southwest border field divisions. The number of such
referrals increasced 47 percent after Project Gunrunncer began, to 2,519 from
FY 2007 through FY 2009.%7

ATF used its temporary Gun Runner Impact Team initiative to increase
inspections and case initiations in the Houston Field Division.

ATF also increased its efforts under Project Gunrunner through its
Gun Runner Impact Team initiative, a temporary deployment of 100 agents,
Industry Operations Investigators, and support staff to the Houston Field
Division during summer 2009. ATF deployed the personnel for 120 days to
address a backlog in investigative leads and gun dealer inspections in the
Houston Field Division and “aggressively target and disrupt groups and
organizations responsible for trafficking firearms to Mexico.”38

According to an October 2009 Department press release, the initiative
involved investigating over 1,100 investigative leads, which resulted in
opening 276 firearms trafficking cases involving the seizure of over 440
illegal firearms and other contraband. In an internal assessment of the
initiative’s outcome, ATF stated that several of these cases related directly to
Mexican drug cartels and involved one or more individuals who had
reciuited several straw purchasers who puichased firearins that weie thei
trafficked to Mexico. On the regulatory side, ATF reported that Industry
Operations conducted over 1,000 gun dealer inspections, which led to 440
violations. In September 2010, AT announced the conclusion of another
Gun Runner Impact Team initiative in the Phoenix Field Division, reporting
that the Phoenix team had initiated 174 firearms trafficking cases, seized
1,300 illegally trafficked firearms, and conducted over 800 gun dealer
inspections.

37 ATF Industry Operations staff also made 791 referrals to state and local law
enforcement agencies and to other federal agencies such as ICE, the FBI, and the Internal
Revenue Service.

36 Depariment of Justice press release, Jusiice Depariment Announces Success in
Battle Abajnst Firearms Trafficking and Recovery Act Funds to Build on Project Gunrunner

o~
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INTELLIGENCE AND INFORMATION

Under Project Gunrunner, ATF does not systematically
share strategic intelligence with its DMexican and
U.S. partner agencies, and ATF Southwest border Field
Intelligence Groups are mnot consistently providing
actionable investigative leads to field agents. ATF also
needs to better implement its Border Liaison Program to
improve information sharing and coordination between
ATF’s U.S. and Mexico elements.

ATF and its Mexican and U.S. partner agencies are not systematically
and consistently sharing strategic inteliigence needed to combat
firearms trafficking to Mexico.

ATR’g h;uﬂnprchinc with ather 11 8, acgenrcieg and the Mexican
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government are a (:rlt.lcal component of Project Gunrunner. ATF’s Project
Gunrunner strategy states that each ATF intelligence entity “must be
diligent in its exercise of information flow to and from . . . other domestic
and Mexican counterparts.”3?

ITowever, we found that strategic intelligence on drug cartel fircarms
trafficking activity — including trends and patterns in their operations, the
locations where they are operating, and the composition of their

membership and associates — is not consistently shared between AT and
Mosviconat 1n rmfarcorment and }\nhuaah AT 1ho FDD nE‘A anrl (P‘E‘

LYA AN EALL A(AV\ \.A‘.I.\l-l\ﬂ\ LL‘.\/AA[, CALINA MU LYY L LLL L33 3 L/1sia, CALINA A

Although ATF has shared some strategic intelligence products with these
agencies, 1t 1s not doing so systematically and regularly.+?

Mexican law enforcement reports that ATE’s exchange of strategic

ALILULIIRCIIUG 10 1LIVULIT IV LU,

Although the government of Mexico has intensified its national efforts
to counter the drug cartels, Mexican officials told us they have sought but
not received strategic intelligence from ATF on patterns and trends of

39 ATF, Southwest Border Initiative: Project Gurniunner (June 2007), 16.

40 ATF has identified the need to improve intelligence sharing with Mexican and
U.8. law enforcement pariners and improve its understanding of intelligence gaps in a
recent strategy document entitled “Project Gunrunner — A Cartel Focused Strategy”
{September 2010, cariel siraiegyj. In ihat document, ATF staied that iis efforis to combai
firearms trafficking “will require greater collaboration between ATF field divisions and other
iaw enforcement and inteiligence agencies.”
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November 2009 monthly U.S.-Mexico GC Armas meecting on fircarms
trafficking, Mexican otficials asked ATF for additional information and
intelligence concerning the routes, destinations, and Mexican nationals that
might be involved in firearms trafficking activity.4!

Mexican officials reiterated the need for strategic intelligence on
firearms trafficking during our interviews with them in March 2010. Senior
Mexican law enforcement officials from the Mexico Attorney General’s office
(PGR) and from that office’s intelligence unit (CENAPI) told us that it is
important to their cfforts to have morc intelligence on how guns arc being
trafficked from the United States into Mexico. Mexican military
representatives also said they could achieve better results interdicting guns
if they had more intelligence on where and how guns are crossing the
U.S. border into Mexico, including the routes used to traffic higher-caliber
weapons into Mexico. Aa described below, we found that ATT has already
developed intelligence products on these and other topics of interest to
Mexican officials.42

Further, PGR officials stated that PGR develops its own intelligence
about fircarms trafficking and Mexican drug cartels, but ATF has not
requested it from PGR, and the two agencies have not shared such
information. Mexican law enforcement officials told us that if there were
more coordination with ATF in developing such intelligence, they would be
able to help identify fircarms trafficking trends and patterns on the U.S. side
of the border to assist ATF in its domestic mission.

Our review found that some of the information sought by Mexican
officials has already been identified as strategic intelligence that ATF can
share with the government of Mexico. For example, ATF’s November 2009

Trtallicanaca (MAllantinn Dlan inclhiidsaa a 11o+ Af the aviatinag Yantinnahla
;LLL\,LLA&\,;J\,\, ULICULIULL Dacul iiual s O1 e CALOwls  dlulUiiuugal

intelligence products” that ATF can share with Mexican law enforcement.
We found that many of these items are the same strategic intelligence
products that Mexican officials have requested but reported that they are

4l GC Armas is a monthly mneeting held at CENAPI headquarters in Mexico City that
serves as the coordinating entity for joint U.S.-Mexico operations related to the detection,
moniioring, and deteniion of arms trallicking suspects crossing the border. U.S. agencies
that attend GC Armas are ATF, ICE, the DEA, Defense Attaché Office (Department of
Defense), FBI, CBP, Narcotics Affairs Section, and Office of Foreign Assets Control
(Department of the Treasury). Mexican law enforcement agencies in attendance are the
PGR and the PGR’s CENAPI, the Mexican Foreign Ministry, Mexican Military, Mexican Navy,
the Secretariat of Public Security, Customs, and the National Security and Investigation
Center {intelligence agency).

42 We reviewed other Oifice of Siraiegic intelligence and Information products,
including maps illustrating firearms trafficking corridors, analyses of gun source locations,
and drug carieis’ weapons of choice.
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distribution points and destinations, lists of weapons and ammunition being
traftficked, and other documents related to firearms tratficking.

We asked ATF officials about the sharing of this type of information
with Mexico. ATF responded that its Mexico Country Office has provided
Mexican officials with strategic intelligence on firearms trafficking and has
repeatedly presented the requested intelligence at various venues with
Mexican officials, including at the GC Armas meetings, through EPIC, and
through border liaison personnel detailed to the Office of Strategic
Intelligence and Information. According to ATF, howcever, there have been
internal coordination problems between government of Mexico agencies,
which we also found through our fieldwork.

We determined that much of the intelligence ATF cited as having

e nda nen el crradle N aeri s AL adcnla 41nnl mwrtbesr bt T N PPN
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than strategic intelligence. Moreover, some of the exchanges occur
informally, which reduces the utility and availability of the intelligence to
ATF’s Mexican counterparts. For example, ATF cited a border liaison who
provided strategic and tactical intelligence informally to Mexican
counterparts at a local working group. While ATF’s informal information
exchanges with Mexican officials are intended to improve its working
relationship with the government of Mexico and contribute to investigations
on both sides of the horder, this process has not resulted in intended
recipients in each Mexican agency receiving important strategic intelligence
or ATF receiving strategic intelligence from Mexican agencies.

ATF’s exchange of strategic intelligence with the DEA and ICE is
inconsistent and lacking in some instances.

AT - l"T'\T-\ T™TH A
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and [CE to shut down firearms trafficking operations. We found that ATF
does not consistently share strategic intelligence about firearms trafficking
with the DEA and ICE. Consequently, ATF and these agencies may be
targeting the same groups and individuals in an uncoordinated manner.

Project Gunrunner cases target many of the same cartel organizations
that DEA and ICE enforcement operations target. Gaps and failures in the
exchange of intelligence among these agencies create the potential for
duplication of effort, inefficiency, and the risk of operational compromise. A
2008 internal intelligence assessment of Project Gunrunner acknowledged
that ATF’s information about Mexican cartels was “haphazard.” The
assessment continued by stating that with more communication and

ATF, 2008 Project Gunrunner Assessment, November 19, 2009,
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However, ATF’s Office of Strategic Intelligence and Information has
not established a method to systematically share strategic intelligence with
the DEA. The Office established intelligence liaisons at several federal
agencies, including at the DEA, but the liaisons at the DEA are not assigned
there for the purpose of exchanging strategic intelligence related to firearms
trafficking. Rather, the ATF Chief of the Office’s Criminal Intelligence
Division confirmed that the duties of the ATF’s liaisons assigned to the DEA
arc rclated to the Department’s international organized crime mission, not
Project Gunrunner or the Southwest border. The ATF Chief told the OIG
that it would be helpful if his agency had intelligence from the DEA on the
cartels, especially identified cartel members and weapons they might
possess.

DEA officials told us they have compiled a large amount of intelligence
on the drug cartels and that the exchange of this intelligence with ATF
would be of great strategic value. However, an official of the DEA's Mexico
and Central America office, an office that targets drug cartels’ narcotics
operations and complements Project Gunrunner, was unaware of the
existence of a strategic intelligence counterpart organization at ATF’s Office
of Strategic Intelligence and Information. Consequently, the DEA did not
know with whom to coordinate and share information at ATF. The Chief of
Strategic Intelligence added that the DEA needs a counterpart at ATF
because “weapons are a necessary tool of drug traffickers in waging their
wars and battles.”

ICE oflficials stated that they would benefit from having ATF strategic
intelligence, such as time-to-crime pattems, types of guns seized in Mexico,

A athadea 11a0d 1»'“7 traffinl-are +ta AltAain a1ina fram 111 ahnwvre Aar thenniah
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straw purchasers at gun dealers. One ICE Special Agent in Charge told us
that this type of intelligence would help ICE better orient its etforts on
smuggling investigations. ICE agents also said they would be able to use
any intelligence ATF offered on trafficking organizations and their practices
in ICE’s efforts to build complex conspiracy cases against firearm
traffickers. ICE officials told us that in exchange, they could provide ATF
with strategic intelligence developed on firearms trafficking to Mexico and on
Mexican drug cartels and their activities.

Officials from ATF’s Criminal Intelligence Division told us that the
lack of an exchange of strategic intelligence not only hinders ATF’s
elfectiveness at gaining valuable intelligence on Project Gunrunner targets,
but also inhibits ICE’s ability to conduct its closely related firearm
interdiction missions.
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shared with DEA and ICE officials and why they had not requested such
intelligence ifrom the DEA and ICE. ATF responded that it has shared
strategic intelligence products on firearms trafficking with other U.S. law
enforcement agencies, including the DEA and ICE. However, ATF’s strategic
intelligence counterparts in both the DEA and ICE reported to us that they
have not received this information. As with Mexican law enforcement
officials, we believe that the strategic intelligence sharing process should be
more systematic and that established counterparts in ATF, the DEA, and
ICE should be identified to facilitate the two-way exchange of information in
a timcely manner.

+1'\'n
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ATF shares some tactical intelligence with the DEA and CBP in support of
their respective trafficking investigations, but the benefits have been limited.
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well with the DEA and CBP in their field operations, but the frequency and
effectiveness of the coordination varies by location. Coordination between
ATF and the CBP has not resulted in significant numbers of seizures of
guns going into Mexico.

At locations across the Southwest border, ATF and DEA personnel
both reported to us that when the DEA has a lead that pertains to firearms
violations or trafficking, it passes the lead to ATF. For example, in McAllen,
Texas, one ATF supervisor reported that his office receives so many leads
resulting from DEA seizures that it has put a strain on ATF resources in
that city. An ATF Special Agent in Charge of a Southwest border field
division also told the OIG that even though the DEA has not traditionally
done so there, it is beginning to provide ATF with tips related to firearms
trafficking that its personnel hear from wiretaps and other intelligence
souices. ATF had not provided as inuch of this intelligeiice to the DEA,
although DEA field staff we interviewed said they were content with the level
of support they were receiving from ATF, especially with ATF’s expertise in
oINS

An ATF Southwest border Special Agent in Charge told us he
considers CBP staff to be counterparts with whom ATF works well on a
shared mission. ATF intelligence staff in the field and at EPIC also post
“lookouts” into the CBP’s database, which the CBP then uses to identify
vehicles or individuals to search during southbound inspections. When
CBP personnel seize weaporns, they either notify ATEF or ICE.#4

4+ See Part VI of this report for additional information on CBP and ATF coordination
on operations at the border,
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guns going into Mexico. According to a Government Accountabﬂlty Oﬁlce
(GAO) report on firearms trafficking, although the CBP has increased its
southbound inspections of vehicles to interdict contraband such as guns
going into Mexico, the CBP has been unable to seize many weapons. In

FY 2008, there were only 70 weapons interdicted as a part of scuthbound
inspections.*> Similarly, an internal DHS report found that in the 9-month
period spanning March 24 to December 28, 2009, the CBP seized only 93
weapons being transported to Mexico through points of entry along the
Southwest border. CBP officials we interviewed told us that gun seizures
arc typically the result of the CBI’s incidental inspections — such as random
vehicle searches conducted because of officers’ instincts, canine usage, or
targeted southbound inspections — rather than intelligence provided by ATF.

CBP officials said that any information ATF collects on the activities of
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CBP’s implementation of its southbound inspection program. With more
detailed intelligence from ATF on individuals, vehicles, or a large purchase
of guns, the CBP could focus its enforcement operations at specific, relevant
points along the border and interdict guns and other contraband being
trafficked to Mexico.

Is sum, it is crucial that ATF maintain close partnerships with other
U.S. agencies and the government of Mexico to combat the flow of firearms
to Mexican drug cartels. Although ATF has shared strategic intelligence
products with Mexican and other U.S. agencies, it is not doing so
consistently and systematically, For example, we found that ATF is not
systematically sharing strategic intelligence on cartel firearms trafficking —
including trends and patterns in their operations, where they are operating,
and the composition of their membership and associates — with Mexican law
eiforceinent, the DEA, oi ICE. While ATF regulaily shares tactical
intelligence on firearms trafficking suspects and activities with the DEA and
CBP, the benefits to CBP have been limited. We believe ATF could better

caombhat firearms rrnf’ﬁ(‘kmc if it 1mnrnv9d its shm‘mg of Qtfﬂfﬂﬂ(‘ lnfpllmenr e
with its partner ager1c1€s.

s TT o . A L4 e o e e S DMt 2
4 U.S. Government Accountability Office, Firearms Trajfficiing: U.S. Efforts to
Combat Arms Trafficking to Mexico Face Planning and Coordination Challenges, GAO-09-709

s~

{June 2009).
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We recommend that ATF:

1. Coordinate with the government of Mexico, the CBP, DEA, and
ICE to ensure systematic and regular exchanges of strategic
intelligence to combat firearms trafficking to Mexico.

ATF Southwest border Field Intelligence Groups are not consistently
providing actionable investigative leads to field agents.

As discussed below, ATF personnel along the Southwest border told
us that agents investigating Proiect Gunrunner cases are not consistently
receiving timely, actionable intelligence from ATF’s Field Intelligence
Groups.*®
Agents investigating Project Gunrunner cases say they are not receiving
timely, actionable leads from their Field Intelligence Groups.

In our field visits, ATF agents in Southwest border locations said that
the investigative leads provided by ATF’s Field Intelligence Groups are not
timely, well developed, or actionable.*” These complaints referred to leads
developed by the Field Intelligence Group and to leads from developed by
Industry Operations and forwarded by the Group. Field supervisors and
agents told us they do not rely on their Group to generate investigative leads
at all, opting instead to generate their own leads.

The most commonly stated criticism of the investigative leads from
Field Intelligence Groups was that they were too old to be of value to agents
conducting investigations. Far example, field supervisors in one Southwest
border field division told us the primary preblem with the Field Intelligence
Group leads is that the information is stale; one field supervisor said the
Group forwards leads involving a time-to-crime of 1 to 3 years, but the

4 In addition to visiting the Phoenix, Dallas, and Los Angeles Field Divisions during
this review, we visited the Houston Field Division in June 2009 as part of our interim
review of Projeci Gunrunner. During thal visit, agenis from the Housion Field Division also
reported that investigative leads were not well-developed or actionable, although some of
the complaints related specifically to investigative leads generated for the Gun Runner
Impact Team initiative, which was under way at that time,

47 Field Intelligence Groups support field agents in two ways: responding to direct
requests for information from agents to support their cases, and proactive intelligence
gathering to generate investigative leads to be referred to field agents. The criticisms
expressed to the OIG concern these investigaiive leads. Agents we interviewed told us that
when they requested information from their Field Intelligence Group to support a current
case, they received a timely and useiful response.
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months. Another field supervisor said the Field Intelhgence Group will send
him leads that can have a time-to-crime of up to 3 to 5 years. Although
field personnel varied in what they considered a valuable time-to-crime,
most cited a 1-year time-to-crime as the maximum threshold for a lead to be
useful.

ATF field supervisors told us that the impact of receiving leads with
an outdated time-to-crime is that agents waste time investigating the leads.
For example, one field supervisor estimated that of about 25 investigative
lcads that the Ficld Intelligence Group scnt to his enforcement group during
2009, only 1 or 2 warranted follow-up and neither of those leads resulted in
any arrests or prosecutions. An agent in that enforcement group said that
because the Field Intelligence Groups do not effectively screen leads, each
lead that is assigned by a field supervisor requires an agent to spend time

i Al #1a s +on vwvenad TN A e ot 4+l TanAd
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did not pan out.

Field supervisors and agents said that they rely more on self-
generated investigative leads and information from other sources to detect
firearms trafficking activity. For example, some agents were using the
weekly compilation of raw data on Mexican crime gun recovery and multiple
sales data provided to the field directly from the National Tracing Center to
conduct their own screening and analysis instead of using the Field
Intelligence Groups.*® ATF’s National Firearms Trafficking Implementation
Plan directs supervisors to review the multiple sales data to identify
potential firearms traffickers “even though the |Field Intelligence Group]
analyzes the data for trafficking leads against locally established criteria.”#?
In September 2010, in response to a draft of this report, ATF told the OIG
that field office personnel can quicklv review the multiple sales data because
uu:y dai'c€ I11oire 1auuucu \'VlLll LUC IULCLL guu UCdlCJ.b W CdeJlb UJ. CﬂOlCé c:LllU.
potential firearms trafficking suspects in their area, and they can request
that Field Intelligence Group personnel conduct additional research.
However, hy generating their own investigative leads, agents may duplicate
their Group’s efforts. Agents also may use information that is less effective
because they do not have access to the multiple sources used by Groups,
and they do not have the time to conduct additional research that Group
members should do before sending investigative leads to agents.

45 Agents in the Dallas, Los Angeles, and Phoenix Field Divisions also reported that
in addition to analyzing some of the same sources that the Field Intelligence Group uses, a
primary source of their investigative leads was local gun dealers who call them to report
suspicious activity and confidential informants, a tvpe of source to which Field Intelligence
Groups would not have access.

42 ATF National Firearms Trafficking Enforcement Implementation Plan (June 25,

23009), 3
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Intelligence Group as Project Gunrunner leads have no clear connection to
firearms trafficking. A field supervisor provided the example of a Group-
generated lead on a gang member in possession of one gun — which the
supervisor does not consider to be a firearms trafficking offense — as a lead
that was not useful. That supervisor said although there is no threshold for
the number of guns associated with a purchaser, a useful investigative lead
from the Group would involve a purchaser with at least two or three guns,
or a suspect who illegally purchased guns with an out-of-state license.
Another supervisor stated that the most useful intelligence for detecting
fircarms trafficking is information on the gun purchascrs themsclves —
including the number and types of guns bought, the age and gender of the
buyers, and background information indicating whether the buyers had the
financial means to buy the guns.

Reporting multiple sales of handguns produces

detecting firearms trafficking.

The Gun Control Act requires that gun dealers report multiple sales of
handguns (defined as two or more handguns sold at once or during any
5 consecutive business days) to ATF.%° As discussed below, these multiple
sales reports provide ATF with timely, actionable leads that can enable it to
more quickly identify suspected firearms traffickers and disrupt their
operations.5! However, gun dealers are not required to report multiple sales
of long guns to ATF.5?2 Because long guns have become Mexican cartels’
weapons of choice, multiple sales reporting has become less viable as a
source of intelligence to disrupt the illegal flow of weapons to Mexico.

According to 18 1.8.C. § 923(g)i3),

15 LW 10 .00 0.

ort multiple
sales of handguns to their local ATF fiel of Multlple
Sales oi Gther Disposition of Pistols aind Revolvers forin {inu ltlpm sales
report). Gun dealers must forward all multiple sales reports to the National
Tracing Center by the close of business on the day that a reportable
multiple sale occurs. The National Tracing Center enters the information on
the multiple sales into ATF’s tracing database (the Firearms Tracing
System), which is subsequently made available to ATF field offices through

PO
ort

5018 U.S.C. § 923(g)(3).

51 For more information on potential indicators of trafficking by gun dealers, see
Bruce Reinhart, “Implementing a Firearms Trafficking Strategy — Prosecuting Corrupt
Federal Firearms Licensees,” United States Attorneys’ Bulletin (January 2002).

52 Long guns include all variations of rifles and shotguns as defined in 8§ 921(a)(5)
10 (8] of the Gun Conirol Act.
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the trace can be completed in minutes rather than days or weeks.>?

The purchase of multiple guns within a short period of time by an
individual who is not a gun dealer may indicate that the individual is
engaged in firearms trafficking. For example, firearms trafficking indicators
include:

¢ multiple sales in which a purchaser also appears on one or more
past gun traces;

e multiple sales in which the purchaser was born outside the
United States;

e a multiple sale of five or more guns;

« more than one multiple sale at the same gun dealer on the same
day;

e traces in which the recovered gun was purchased in a multiple
sale; and

e crime guns traced back to a multiple sale in a state other than
r

A Ien wEre o

wheie a £uUil Was IeCov ered.

Additionally, ATF uses multiple sales reports to verify gun dealers’
records, to detect suspicious activity, and to generate investigative leads.
ATF personnel we interviewed in Southwest border offices cited multiple
handgun sales data as a valuable source of timely and actionable
investigative leads for detecting firearms trafficking and said such leads
have led to the prosecution of traffickers.

Multiple sales re portmg is a less viable source of intelligence on firearms

S s P Py o P
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Multiple sales of long guns are not subject to the same reporting
requirements as handguns. Yet, long guns have become the Mexican
cartels’ weapons of choice. ATF reported in a statement to Congress last
year:

Until recently drug traffickers’ “weapon of choice” had been
.38 caliber handguns. However, they now have developed a
preference for higher quality, more powerful weapons, such as

% If a gun is not a part of a multiple sales report, then the National Tracing Center
uses the gun identifying information (such as the serial number and model) to determine
the manufacturer or importer of the gun. The manufacturer or importer then can provide
the name of the licensed gun dealer the first sold the gun. The National Tracing Center
contacts that licensed gun dealer who checks their records to determine who the gun was
first sold to. According to National Tracing Center staff, the length of time this process
takes varies widely, but is usually about 7 to 10 days.
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pistols, and ”0 ahber rifles; each of these type
has been seized by ATF in route to Mexico.®*
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The OIG’s analysis of National Tracing Center data of Mexican crime
guns recovered from FY 2004 through FY 2009 confirmed the increase in
the use of long guns by Mexican drug cartels. During this time,
the percentage of crime guns recovered in Mexico that were long guns
steadily increased each year from 20 percent in FY 2004 to 48 percent in
FY 2009. By contrast, handguns represent a steadily decreasing portion of
crimc guns recovered in Mcexico, dropping from 79 percent in FY 2004 to
50 percent in FY 2009. In FY 2009 long guns and handguns were recovered
at almost the same rate.

Our analysis also found that long guns tend to have a shorter time-to-
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valuable leads for ATF. According to Mexican crime gun data provided by
ATF, of Mexican crime guns that were both sold for the first time and traced
between December 1, 2006, and December 31, 2009, 973 were rifles

(77 percent) and 279 were handguns (23 percent).

Evidence also indicates that Mexican cartels are obtaining long guns
in multiple sales. The case study in the text box below demonstrates how
high volumes of trafficked long guns can be obtained through multiple gun
purchases. In that particular case, a trafficking ring purchased at least 336
weapons, of which the OIG determined through ATF data that 251
(75 percent) were long guns. Of the 251 long guns, all but 1 were
purchased as a part of multiple sales, and these sales would have been
reportable to ATF had thev been handguns. According to ATF and other
Department personnel, this case is one of many ATF cases involving
multiple puichases of loilg guiis.

While long guns are increasingly the Mexican cartels’ preferred gun,
there is no legal requirement in the United States to report multiple sales of
these weapons. As a result, multiple sales reporting has become less viable
to ATF as a source of intelligence to identify firearms trafficking
organizations and disrupt the illegal flow of weapons to Mexico. For
example, in the case described below, had there been a multiple sales
reporting requirement on long guns, this case could have been initiated
soon after March 13, 2006, when the first multiple purchase of a long gun
took place (three AR-15 assault rifles along with two boxes of ammunition
valued at $3,347). Instead, ATF did not initiate its investigation until mid-

amr

5 Williarn Hoover, Assistant Director for Field Operations, ATF, before ihe
Commlttee on the Judiciary Subcommittee on Crime and Drugs, U.S. Senate concermning

o Vatarte

“Law Enforcement t{esponses to hMexican urug Cartels” uua.rcn i / ZU03),
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In a statement to Congress on March 4, 2010, ATF’s Deputy Director described a
case in which straw purchasers bought and trafficked firearms for the Gulf Cartel in
Mexico. The firearms trafficking ring consisted of 23 suspected traffickers who purchased
guns and other gear out of Houston from March 13, 2006, to June 5, 2007. The ring
purchased at least 336 firearms, of which 251 were long guns. These included .223, 7.62,
and 5.7 caliber rifles. All but one of the long guns were purchased in multiple sales. For
example, one of the suspects purchased 14 long guns, all weapons of choice, in 1 day from
1 firearms dealer. Of those 14 long guns, 2 were recovered in Mexico with a time-to-crime
of under 2.5 years. Table 2 provides additional facts about this case.

Table 2: Impact of One Firearms Trafficking Ring

I Suspects | 23 suspects

Sales fri(iimdual. purchase tgtalé ranged .fr(.)r;l $2 ,63<7 to $42 ,;726

Long guns 251 long guns purchased

21 of the 23 suspects have had traces linked to them

“Shortest_ 26 days

57, including 18 law enforcement officers and civilians, plus 39
gunmen

Source: ATF Houston Field Division.

Deaths

As of June 2010, ATF had shut down the firearms trafficking ring. Eleven of the
traffickers had been convicted of various offenses, with sentences ranging from 3 months’
to 8 years’ imprisonment. The individual who was sentenced to 8 years had purchased
firearms that were associated with eight. murders in Mexico.

If multiple sales reporting of long guns was required, ATF would have had
investigative leads to identify the trafficking ring earlier. Such reports also would have
flagged the buyers’ previous multiple purchases, and ATF could have sought cooperation
from the straw purchasers to identify the Gulf Cartel members responsible.

Because reporting multiple sales of handguns generates timely,
actionable investigative leads for Project Gunrunner, and because long guns
have become Mexican cartels’ weapons of choice, we believe that the
reporting of multiple sales of long guns would assist ATF in identifying
firearms trafficking suspects. Qur analvsis shows that many long guns
seized in Mexico have a short time-to-crime and were often a part of a
muitiple purchase. We therefore believe that mandatory reporting of iong
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Recommendation

We recommend that ATF;

2. Work with the Department to explore options for seeking a
requirement for reporting multiple sales of long guns.

Field Intelligence Groups lack consistent criteria for developing leads and
have limited capability to monitor lead outcomes.

We examined how analysts in the Field Intelligence Groups process
information to develop leads and how Group managers monitor the work of
the analysts to assess the quality and usefulness of the leads they produce.

As described in the following sections, there are no minimum national
standards for Field Intellicence Groune to nee in determinine which leads to

TraiaTi e 4iaiailny R e Ad A Aaaaaiiiiiig Walalas l\r‘_i.\-t\-' LR

forward to agents, and the Groups in the four Southwest border field
divisions vary in their development of localized standards for screening
potential leads. Further, we found ATF’s management information systems
do not enable Field Intelligence Group managers to readily assess the
outcomes of the leads sent to the criminal investigators for action.

ATF lacks clear criteria for Field intelligence Groups to use in screening leads.

ATF has not established general guidelines or thresholds for Field

Intellicence Grouns to screen 11‘\trnc+|nof1vp leads to ensure that ATFE agents
Ada \-\ulLAb\.‘LA\‘\f lJ AN W ALALL 432 b

receive only relevant leads that do not require agents to conduct further
research. ATFE Order 3700.24A, “Criminal Enforcement Intelligence Program
Standard Operating Policies and Procedures” (October 2004}, provides
general guidance on reporting, collecting, maintaining, and disseminating

riminnl Inur anfarcramant and natinnal on/\nﬁhr infarmmatinn nae wall nc
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intelligence staff responsibilities. However, the Order does not provide any
guidelines for field intelligence personnel to follow in determining how to
develop, screen, and analyze information to create actionable investigative
leads for agents.

In February 2005 and again in February 2008, ATF issued criteria for
referrals from Industry Operations and further required that management in
each field division “meet and establish criteria for the type and scope of
criminal information which is of interest to both ATF law enforcement and

U.S. Department of Justice 40

OMffina af thso Inanantar (1onaral
LAGICE OF LAl INSPRCCIOY LOneras

Evaluation and Inspections Division

ATF8-002-001-00005879



Employee 2 1568

thao [TTQA(‘\'I »55 Lln'n rowrnr thoan ~ritorin annlr nh"? tn roforrale aonaratad heer
LLiG. IU\J‘ J LI VYL ViDL, LIILOW Lllltwlia a lJl.ll el l (AW P AR S = PN ) bll\/lCLI.LLl IJY

Industry Operations groups, not to referrals generated within the Field
Intelligence Groups or by other entities. Similarly, ATF’s National Firearms
Trafficking Implementation Plan does not establish criteria for referrals
generated within the Groups.

The most specific standards for investigative leads produced by Field
Intelligence Groups are found in the ATF Field Intelligence Group
Supervisor’s Guide Book. The Guide Book states that Intelligence Research
Specialists assigned to Groups are to collect, evaluate, and analyze
intclligence to producc “finished tactical and opcrational analytical
products.”™® These products are defined as an “analytical product resulting
from cognitive effort wherein the intelligence research specialist explains
findings, discloses links, recognizes patterns of activity, and makes
predictions or recommendations.” However, the Guide Book does not

At le e £S5 A1A yoam Aammmamam Al namn em A el
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We discussed with Southwest border Field Intelligence Group
employees and supervisors how they determine what leads are of potential
value to field agents in the absence of agency criteria for them to use in
determining how to handle leads. They use some type of threshold to
determine whether a lead should be forwarded to field agents, or not
forwarded, but the thresholds were primarily focused on Industry
Operations referrals and were not tailored to the needs of the enforcement
groups served by Field Intelligence Groups. Specifically:

1. The Dallas Field Division established written criteria for screening
referrals of information from Industry Operations in January 2006
in response to ATF instruction to do so.

2. The Phoenix Field Division established a written plan and criteria
to scieein ieferials of indforination from Industiy Gperations Iil
February 2009.

3. The Houston Field Intelligence Group did not have written criteria
for screening referrals of information from Industry Operations but
reported using a list of six factors to determine which to refer to
agents.

4. The Los Angeles Field Division reported that it did not have criteria
at the time of our site visit in January 2010, but subsequently
developed “referral criteria” on the types of violations and

%% Assistant Direclor, Enforcement Programs and Services, ATF memorandum to all
Special Agents in Charge and all Directors, Industry Operations, Referrals of Information,
February 22, 2005, and ATF Industry Operations Haruibook, Handbook 5030.2C {February
2008), 117.

56 ATF, Field Intelligence Group Supervisor’s Guide Book (September 2009),
Appendix.
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Only one Group (the Dallas Field Division) included criteria designed to
screen out leads that did not meet the prosecutorial guidelines of the
division’s USAQOs.

We concluded that the field divisions did not provide sufficient
guidance to intelligence personnel about how to develop and screen
intelligence to meet the requirements of the enforcement groups. Two field
supcrvisors and Ficld Intclligence Group members we interviewed cited a
variety of standards for determining whether particular pieces of
information should be forwarded to enforcement groups as leads. For
example, one Intelligence Research Specialist cited three criteria used by her
Group to ensure that investigative leads sent to field offices are valuable,
emphasizing that the goal is to forward only “actionable” intelligence, which
she defined as “information that could help an agent in some way.” The
criteria cited by that Intelligence Research Specialist were that leads be:

(1) original, meaning not already under investigation by another office;

(2) timely — so that the agent can be relatively assured that the suspect is
still retrievable; and (3) of federal interest, with leads that are better suited
for state and local law enforcement referred there rather than to ATF field
offices.

A member of a different Field Intelligence Group stated that the goal is
to give agents as much information as possible about a suspect. That
Group member said that he relies on his instincts and considers factors
such as the time-to-crime of a gun trace. He also stated that if the time-to-
crime is within 2 years he automatically sends the lead, but if it is older
than 2 vears, he may not. We noted that this is not consistent with the
reed for inore receiit time-to-criine leads geierally described to us by
agents. A Group supervisor in another division stated that the analysts are
expected to use discretion when screening information to eliminate the
“white noise” and provide the most relevant information to the field.

Some Field Intelligence Group supervisors and members told us that
they knew some leads they provided had no likely investigative value to
agents. One supervisor commented, “A lot of times, the agents in the field
can’t work that referral . . . most likely it won’t lead to a prosecution . . ..”
That supervisor believed the information to be valuable nonetheless because
it added to other information that the agents are receiving. Regarding the
time-to-crime of a gun trace, the supervisor said the Group forwards
investigative leads to the field on any gun recovered in Mexico with a time-
to-crime of 1 year or less. An Intelligence Research Specialist agsigned to
that Group told us that referrals sent to field agents are often not adequate
and have littie investigative potential when the time-to-crime is ionger than
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guns had no investigative value stated that many of those lead
on information that was outdated when the Group received it.
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Field Intelligence Group managers cannot effectively monitor the quality or
status of Industry Operations leads referred to enforcement groups.

In discussing the quality of leads with Field Intelligence Group
supervisors, we found that they have limited capability to monitor the
referrals they receive from Industry Operations and to obtain feedback on
the results of lcads their Groups provide to agents.5” ATF requires Ficld
Intelligence Groups to monitor the timeliness of their processing of referrals
they receive from Industry Operations, including whether they accept or
reject each referral, and to provide quarterly reports on the status of
referrals. The Groups are also required to monitor the status of referrals
that arc accepted and forwarded to enforcement groups. Eniforcement
groups receiving referrals from Field Intelligence Groups are required to
annotate in N-Force, within 30 days, if no investigative activity has
occurred. This is so that field offices, which have access to N-Force, can
assess their effectiveness through performance measures such as how many
referrals were made under which statute, the number of criminal cases
initiated because of referrals, and case outcomes. ATF further emphasized
the importance of referrals in the 2009 National Firearms Trafficking
Implementation Plan by adding a performance measure to evaluate the
quality of referrals sent to Criminal Enforcement.

However, both Field Intelligence Group supervisors and Industry
Operations Arca Supervisors told us that tracking the disposition of
referrals and providing feedback is cumbersome because ATF’s enforcement
and industry operations databases (N-Force and N-Spect) are not integrated
and because ageiits cain access only N-Foice and [ndustiy Operatioins
Investigators can access only N-Spect. The Chief of ATF’s Office of Strategic
Management, which is responsible for ATF data management, stated that
because the N-Spect and N-Force systems are not linked electranically,
when Industry Operations makes a referral to Criminal Enforcement, the
referral is made “off line” — by e-mail, hand delivery, or regular mail. After
the referral is made, the N-Spect file is closed, and there is generally no
reporting on the progress of the referral.

Because the referral process is not automated, each referral is
forwarded on a printed form, and Field Intelligence Group supervisors track

57 ATF Order 3700.2A defines intelligence feedback as “interaction between
consumers of finished inteliligence and the producers io help inteliigence managers evaiuaie
the effectiveness of intelligence support, identify intelligence gaps, and focus more precisely
on consumer needs.”
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information. This information includes the date 01 the lead its source
(Industry Operations or other), the enforcement group to which it was sent,
and the status of the lead - that is, whether it was closed or an agent was
assigned to it and pursued the lead. To obtain outcome data for the
spreadsheets, the supervisors search N-Force and manually retrieve the
data, which some said was time-consuming. For example, one Group
supervisor told us that to produce the required quarterly status reports, he
must search all “open” referrals in N-Force, update the disposition field for
every active referral on his spreadsheet, and forward the updated
sprcadshect to the Industry Opcrations Arca Supcervisor. That supcrvisor in
turn must access N-Spect and update the disposition of each open referral
in that system.

In addition, we observed that the information in Field Intelligence
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groups about the utility of the investigative leads the Group provided,
whether from Industry Operations or leads developed by the Field
Intelligence Group itself. Agents enter information into N-Force using drop-
down menus that contain generic reasons for closure of a lead. The agents
can also provide specific feedback on the lead in an open comment field.
However, we were told that agents did not often enter into N-Force the
specific reasons that a lead was not useful, such as why it did not meet
prosecutorial guidelines or how it could have heen improved. Some field
personnel told us that they may request specific feedback on their leads
directly from agents and field supervisors, particularly in offices where the
agents and Groups are co-located. Nonetheless, we concluded that tracked
information was not effective in allowing the Group supervisors or members
to assess the utility of the leads they nrovided to agents or to provide

Industry Operatlons with specific feedback on their referrals.

The difficulty of determining referral outcomes was demonstrated by
the efforts ATF undertook to provide the OIG with a limited sample of the
outcome of Industry Operations referrals to Criminal Enforcement throngh
Field Intelligence Groups. In December 2009, we requested the number of
Industry Operations referrals to Criminal Enforcement through Field
Intelligence Groups from FY 2004 through FY 2009, and their outcomes
(whether the referrals were accepted and how many resulted in a criminal
investigation). In April 2010, ATF headquarters provided data that indicated
5,106 referrals were made by the four field division Field Intelligence Groups
in the stated period. We determined that 476 of those referrals were
(1) firearms-related, (2) referred within ATF, and (3) shown as “accepted” in
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provide us the N- Force case management log entries for a random sample of
213 cases. That data was finally provided on August 4, 2010.

When asked why the process had taken so long, the Chief of ATF’s
Office of Strategic Management, which is responsible for ATF data
management, stated it took months to research and to document the
specific referral outcomes because of limits in ATF’s case management
system. Staff in ATF’s Field Operations Office had to research each
individual referral to locate and document the outcome information. The
Chicf stated that ATF has annually sought funding nceded to modcernize its
case management system, but that the requests have been disapproved.™®

Recommendations

TI7 0 wasn s amm snm A 1 41l 4+ AT
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3. Ensure that each Southwest border firearms trafficking
enforcement group develops and regularly updates guidelines for
their Field Intelligence Group that specify the most useful types
of investigative leads.

4. Develop an automated process that enables ATF managers to
track and evaluate the usefulness of investigative leads provided
to firearms trafficking enforcement groups.

ATF intelligence personnel are not adequately sharing firearms
trafficking information with each other to develop or enhance
intelligence to further investigations.

Despite the importance of intelligence to Project Gunrunner’s mission,
we found that sharing of firearms trafficking-reiated information and
techniques among intelligence personnel in Southwest border locations and
in the Mexico Country Office is limited.

58 We excluded referrals sent to other federal, state, and local law enforcement
agencies as these entities are not required to provide ATF with status reports on the
outcomes of the referrals.

59 Budget documents show that ATF has requested funds to improve various
N-Force and N-Spect capabilities since at least FY 2004, In its FY 2012 budget request,
ATF requested $3.3 million for this purpose. Proposed improvements include providing a
single eniry point for ail investigative and inspeciion informaiion and reducing daia
redundancy. As of August 2010, ATF had not received funds to upgrade N-Force and
N-Spect for this purpose.
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ATF Order 3700.2A directs Intelligence Research Specialists to
“routinely interact with their counterparts in other field divisions, and
conduct liaison with analysts from other law enforcement agencies and the
Office of Strategic Intelligence and Information.”@® The ATF Office of
Strategic Intelligence and Information subsequently created an Intelligence
Collection Plan to establish information collection and exchange procedures
for Project Gunrunner, including intelligence that may be shared with
Mexican officials. The Plan states that to develop “real-time, actionable
intelligence relating to fircarms trafficking nctworks opcerating in both the
United States and Mexico,” ATF {field offices will establish procedures to
collect information from a variety of sources, including “exchanging
information with other ATF field offices . . . .” ATF’s National Firearms
Trafficking Enforcement [mplementation Plan, sent from the Acting
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June 25, 2009, mandated that the Intelligence Collection Plan be provided
to, and “thoroughly reviewed by,” all Field Intelligence Group personnel by
July 31, 2009. ATF also established the requirement for Field Intelligence
Group communications in its June 2007 Gunrunner strategy, which stated,
“ATF [Field Intelligence Groups| need to coordinate inter- and intra-division
intelligence activities much like operational activities.”®!

During our fieldwork, we interviewed 11 intelligence personnel in
Southwest border field divisions and Mexico City, as well as 4 of their
supervisors. We determined through those interviews that routine
communication between Field Intelligence Groups primarily occurs at the
supervisory level. Southwest border Field Intelligence Group supervisors
participate in quarterly teleconferences with their counterparts in the
Western region and ATF headquarters intelligence personnel from the Office
of Strategic Intelligeince and Inforimation to shaie inforination oii
investigations and trends related to firearms trafficking. The supervisors
also told us that, although each Group pursues cases separately, the
supervisors contact each other when they need to and share information
pertaining to cases or investigative referrals with other Field Intelligence
Groups. However, we determined that non-supervisory Group members do
not participate in these exchanges.

Non-supervisory intelligence personnel in these offices told us that
they rarely receive information from their counterparts in other Southwest
border field divisions and that they communicate with these counterparts

50 ATF Order 3700.24, “Criminal Enforcement Intelligence Program Standard
Operating Policies and Procedures” (October 2004), 12.

51 AT

I, Southwest Border initiative: Project Gunrunner (June 2007), I-13.
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Intelligence Groups, non-supervisory staff members told us there is limited
interaction and poor communication internal to the field division — both
among Field Intelligence Group members and with non-Group members
working on Project Gunrunner, such as agents and Industry Operations
Investigators. In our interviews, we were told that intelligence personnel are
typically excluded from meetings with agents. An Intelligence Research
Specialist in one Field Intelligence Group said the Specialists are not
included in meetings with agents and do not receive the information they
need to effectively support the cases the agents are working on. This
Spccialist stated that the Intelligence Rescarch Specialists should not be
overlooked by agents as they perform additional research to supplement the
information provided to agents to support their cases.

An Intelligence Research Specialist in another Field Intelligence Group
said that be‘(,a.‘uoc personnel working on Project Gunrunner — including
agents, Intelligence Research Specialists, and Industry Operations
Investigators — do not all communicate, they do not understand each other’s
responsibilities. Further, she said intelligence personnel were missing
opportunities to regularly share firearms trafficking-related information and
analytical techniques with their intelligence peers that they told us would be

useful to them.

Field Intelligence Group supervisors, Office of Strategic Intelligence
and Information staff, and Mexico Country Office personnel also told us that
they believed there is a need for more communication between Field
Intelligence Groups. For example, a Southwest border Group supervisor
stated that it would be beneficial to have one-on-one meetings between Field
Intelligence Group supervisors and the Intelligence Research Specialists
working on Project Gunrunner cases to discuss the available information
and to cooidinate withi each other. Siinilaily, Office of Strategic liitelligeince
and Information officials told us that Field Intelligence Groups are
responsible for communication and deconfliction across divisions and
therefore the Groups need to increase the information flow between them.
An Assistant Attaché in ATF’s Mexico Country Office also stated that
communication between Southwest border Field Intelligence Group
personnel needed to be improved to increase the flow of information to
Mexico.

We were told by Southwest border intelligence personnel that non-
supervisory intelligence personnel have not been included in cross-division
Field Intelligence Group conferences. Intelligence Research Specialists we
interviewed stated that attending such conferences would enable them to,
for example, identify regional and national needs, inform ATF managers
what resources the intelligence personnel need to accomplish their job, and
allow the personnel to share best practices. Several Group members stated
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ATF officials told us of two recent conferences held by the Office of
Strategic Intelligence and Information. The first was a national Field
Intelligence Group conference in August 2009 with an agenda that included
intelligence requirements and analysis of firearms trafficking. However, that
conference was limited to Group supervisors, Assistant Special Agents in
Charge, and Special Agents in Charge. Non-supervisory intelligence
personnel were excluded. The second national Field Intelligence Group
confcrence, held in August 2010, included non-supcrvisory intelligence
personnel, but ATF officials told us the conference was not focused on
Project Gunrunner or Southwest border issues.

ATF border liaisons are not effectivelv coordinating with ATF’s Mexico

(T R et s = Te N~
\zuuuu Y A\JILILC,

The Border Liaison Program is a key element of Project Gunrunner’s
information sharing strategy. ATF’s June 2007 Project Gunrunner strategy
states that each Southwest border field division will assign a special agent
to act as border liaison in the respective division area of operation. The
strategy states that border liaisons “will be the front line of [the Project
Gunrunner] initiative, attacking the issues on the ground level. In their
areas of operation, they will be responsible for driving the collection and
subsequent dissemination of actionable investigative intelligence through
the Project Gunrunner structure.”®?

Designated border liaisons in each Southwest border field division are
required by ATF’s Intelligence Collection Plan to share firearms trafficking
intelligence with both EPIC and the Mexico Country Office. Further, ATF’s
Guiunnei strategy states that all ATF activities in Mexico should be
coordinated through the Mexico Country Office at the U.S. Embassy in
Mexico City. The Gunrunner strategy states that “failure to coordinate all
ATF official activities can cause serious problems for all personnel in
country and for TDY personnel requiring country clearance or other
diplomatic assistance.”®® Mexico Country Office staff also stated that it is
vital for them to be aware of all discussions and agreements between border
liaisons and Mexican officials so that ATF’s position and response are
uniform

However, we [ound the border liaisons were not effectively
coordinating with the ATF Mexico Country Office. Staff in the Mexico

52 ATF, Southuwest Border Inifiaiive: Projeci Gunrunner (June 2007), 12.
a3 ATF, Southwest Border initiative: Project Gunrunner June 2007), 3.
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back and forth to Mexico and holding discussions with Mexican officials
without the required coordination.** We were told that key firearms
trafficking intelligence collected by border liaisons and outcomes of
meetings between border liaisons and Mexican officials were not
consistently shared with the ATF Mexico Country Office, which created
problems. For example, border liaisons told Mexican officials that ATF
would be able to provide them with requested training, but the Office was
unaware of the obligation and unable to provide the training. Mexico
Country Office staff told us, “We want to make sure we can deliver what’s
promiscd to the Mcxicans. It’s a coordination issuc.”®®

Another ATF Assistant Attaché described the border liaison process as
“disjointed” and informal. He noted that the Border Liaison Program is new
for ATE and that ATF officials “need to work the kinks out.” Although he

evnlained that the horder liaisons contact him when thev need somethino
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he told us that some field divisions’ liaisons are more proactive than others.
Yet another Assistant Attaché toid us he does not even know who the border
liaisons are in ATF or what they are doing and he “never hears from them.”

ATF Mexico Country Office officials told us that they believe the
problems stemmed from a lack of direction governing the information
exchange and communication protocols for border liaisons. One Assistant
Attaché said he has tried on multiple occasions to convene a meeting with
all border liaisons to devise a strategy for intelligence exchange between the
border liaisons and the Mexico Country Office, but has not been successful.
That Assistant Attaché said, “[Mexico Country Office] has an overall strategy
in Mexico and would like to have an overall strategy ATF-wide . . . then
[border liaisons| would fit within that strategy.” According to the Mexico
Country Office, a coordinated approach has been difficult to develop

l’\ﬁf\ﬁ'l‘l [=Y=1 1‘"\ 1If\'l(‘('\HC‘ 1"@'\[‘\"+ L) +1“\ II" FDO“Q"\"iYTA ’F1Q]I“ 1‘11("1011'\?‘\0 ‘1’71’\ l “\ﬂ
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Mexico Country Office is organizationally aligned under the International
Aftairs Ottice at ATH headquarters.

%4 Border liaisons told us they often coordinate with the Mexico Country Office
represenlaiive al the location closest lo them. For example, the border liaison in the
San Diego Field Office might contact the Assistant Attaché assigned to the consulate in
Tijuana, Mexico.

85 During our site visit in March 2010, Mexico Country Oflice staif indicated that
ATF created rules requiring border liaisons to contact Mexico City in advance of any travel
to Mexico and that since the rules were established, communications have improved.
However, when we inquired about those rules, the Chief of ATF’s International Affairs Office
reported that ATT does not currenily have a directive addressing border liaisons bui that
border liaisons will be addressed in a Foreign Operations Order, which was still being
draited as of July 2010.
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one reason for the lack of coordmatmn may be that the dutles of the bordex
liaison position have not been well defined. Only the Phoenix Field Division
has established a written description of qualifications and responsibilities
for its border liaisons. According to that description, prior to any meetings
in Mexico the border liaisons were to advise their supervisors of the
intended travel and receive prior approval from their Assistant Special Agent
in Charge or Special Agent in Charge. The description states that it is the
Phoenix Field Division’s responsibility to ensure that the Mexico Country
Office is made aware of any significant liaison activities in Mexico prior to
assistance being rendered. The description also requires liaisons to
document their activities in N-Force at the end of each month for review and
to forward the information to the Mexico Country Office and International
Affairs Office (at ATF headquarters). ATF provided us no additional
information on the roles or responsibilities of its border liaison personnel at
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In sum, we found that ATF has not established minimum
expectations for border liaisons’ information sharing role with the
government of Mexico, the ATF Mexico Country Office, or within their own
field divisions. While variation in the role of liaisons in different field
divisions is to be expected, we believe that ATF should establish minimum
expectations for the border liaisons to ensure that they effectively coordinate
their actions in Mexico with ATF’s Mexico Country Office.

Recommendations
We recommend that ATF:

3. Develop and implement procedures for Southwest border
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information in accordance with ATF Order 3700.2A and the
Intelligence Collection Plan.

6. Develop a method for Southwest border intelligence personnel to
regularly share analytical techniques and best practices
pertaining to Project Gunrunner.

7. Formalize a position description that establishes minimum
expectations regarding the roles and responsibilities of border
liaisons.
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ATF has naot forused ite enforcement efforts an nnmnlp’r

conspiracy investigations with multiple defendants, wh1ch
are the type of cases that can best disrupt firearms
trafficking rings. Further, ATF is not fully utilizing the
OCDETF Program to investigate complex conspiracy
firearms trafficking-related Project Gunrunner cases.
Because firearms trafficking is not specifically prohibited
by any federal statute, when ATF does identify trafficking
operations, it must use other charges - such as providing
false information on a federal form - that may be difficult
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low penalties. As a result, USAOs often decline ATF’s cases
that are based on the most commonly used statutes at a
higher rate than other Project Gunrunner cases.

Project Gunrunner’s focus has remained on gun dealer inspections and
straw purchaser investigations rather than targeting higher-level
traffickers, smugglers, and recipients of firearms.

As in other types of organized crime, leaders of firearms trafficking
rings typically conspire to commit a serics of crimes and deploy lower-level
members to carry out those crimes. Although Project Gunrunner has
initiated and referred more individual cases for prosecution, as discussed in
Part 1 of this report, those cases mostly involve straw purchasers and
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AVAV S W § \_(Ill. &Mll AR Sl > P LV \), Vl LA ENSADIN, YY LANZ V‘- (LAAAQ\ CALAINL \ VJAALA‘.(‘,LL\L L44A%, UL CARLENINL LLS

operations. ATF does not measure the number of complex conspiracy cases
1t initiates or refers for prosecution, but our analysis found that 68 percent
of Project Gunrunner cases referred to USAOs for prosecution through the
end of FY 2009 were single defendant cases. ATF personnel in one field
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conducting the kinds of complex conspiracy cases that can target higher-
level members of trafficking rings.

Firearms trafficking conspiracies can involve multiple violations of U.S. law.

Although no federal law specifically prohibits firearms trafficking, the
members of trafficking rings typically violate federal firearms and export
laws when obtaining and smuggling guns to Mexico. Straw purchasers
commit a criminal act bv lying on the federal Firearms Transaction Record
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the guns on behalf of others before a gun dealer can sell them the guns.
“Prohibited persons” commit criminal acts by obtaining weapons at gun
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criminal convictions or are illegal or nonimmigrant aliens.®® The act of
paying others to illegally purchase and supply guns also is a violation of

18 U.S.C. § 922(a)(1)(A), which is one of the most common statutes under
which ATF’s Project Gunrunner cases are prosecuted, as discussed later in
this Part of the report. Smuggling illegally obtained guns across the border
into Mexico is a violation of 18 U.S.C. § 554, a statute under which ICE
cases are typically prosecuted.®” And while the violent criminal activities of
the cartels in Mexico do not fall under U.S. law, the United States can
extradite traffickers from Mexico and prosecute them for any crimes they
have committed in the United States.

Although the members ol firearms tralficking rings typically conspire
to commit crimes in the United States when obtaining and smuggling guns
to Mexico, we found that Project Gunrunner is aimed primarily at the initial
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the trafficking. USAQ and ATF personnel we interviewed stated that Project
Gunrunner cases rarely pursue those who request and pay for the guns.
Although tvpically these cases pursue one or two suspects, others —
including those orchestrating the conspiracy — usually escape prosecution.
This low-level investigative focus is discussed in ATF’s 2009 National
Firearms Trafficking Enforcement Strategy and the accompanying
Implementation Plan, which emphasize investigations of gun dealers with
firearms trafficking indicators, gun shows, flea markets, unlicensed dealers,
and straw purchasers.

ATF has not focused enforcement efforts on complex conspiracy cases
involving multiple defendants.

The OIG’s analysis of all Project Gunrunner cases that ATF referred to
USAGs foi prosecution fioin FY 2004 through FY 2005 found that the
majority (68 percent) involved only 1 defendant (see Table 3). Only
5 percent of the cases had more than 6 defendants, and 2 percent had more
than 10 defendants. Overall, the average number of defendants per case
was 2.03.

56 18 U.S.C. § 922(g) lists nine categories of prohibited persons.

67 18 U.8.C. § 554 states that whoever fraudulently or knowingly exports or sends
from the United States, or attempts to export or send from the United States, any
merchandise, article, or object contrary to any law or regulation of the United States, or
receives, conceals, buys, sells, or in any manner facilitates the transportation,
conceaiment, or sale of such merchandise, article or object, prior to exportation, knowing
the same to be intended for exportation contrary to any law or regulation of the
United States, shail be fined under this title, imprisoned not more than i0 years, or boii.
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Table 3: ATF Project Gunrunner Cases and Defendants
Nuinber Perceniage
of Cases of Cases
Cases with 1 defendant 693 689%
Cases with 2 defendants 150 15%
Cases with 3-5 defendants 118 12%
Cases with 6-10 defendants 35 3%
Cases with more than 10 defendants 19 2%
Totals 1,015 100%
Source: ATF N-Force data.
AUSAs in Southwest border locations told us that directing the efforts

of Project Gunrunner toward bu1ld1ng larber multi-defendant conspiracy
cases WULll(l UCLLCI (llbl upl LILC l[dlllbl(l[l" arg dIliZ'd‘L;'l()IlS. ror example, O11E

AUSA discussed the benefit of pursuing the top of the trafficking

organizations, although he said he did not receive many of those cases from
ATF. He stated:

Are there 15 or 20 guys told to go out and buy 1 gun [each]
which are [then] collected at one point? Can we [ind that
collector, the one who is actually gathering up the stuff? Where
is the money coming from? . . . If you answer those questions,
then you can start making some progress in terms of fighting
guns going south.

Other AUSAs told the OIG that they also had a strong preference for larger,

anrﬂPY cCOr SpAl" ‘7 CAsSes,

SAiiips

In our interviews with agents in one Southwest border fieid division,
we found that a contributing factor to ATF’s lack of multi-defendant cases
was the approach of field supervisors. ATF staff in this field division told us

fhﬁ‘r felt Hteﬁnnramﬁrl from conductinge hhmﬁlav conghiracy cages. Agentsg we
1gcC spiracy aAgents we

ST B LT

1ntcrv1ewed told us that after investigating the lower ranking members of a
firearms trafficking ring, cases are often closed and referred for prosecution.
These agents stated that they believe this practice limited their ability to
pursuec higher level cases and resulted in cases being opened and closed
quickly, with less regard to the significance or outcome of the cases.

We asked the ATF Special Agent in Charge of that field division about
pursuing these higher level cases. He acknowledged that he preferred his
agents to initiate cases that could be completed within 1 month rather than

cases that vn\-vr\hn: (.nﬂrf-n”oﬂr‘n wrretano oﬂr] nther 1~hvnc‘hnohvn mathndc
CAWI W LALCAL 244 Y W w“ii v \JJ‘L““\/\( Yy aid \/\-LLIJU CALL NSLAANAL AAA Y \r\)hlb A Y U AdlANLAAVWIAANY

typical of complex conspiracy cases.
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and producing complex conspiracy cases for prosecution. According to this
supervisor, ATF should conduct its investigations “with the mindset of not
only ‘you [the suspects| are guilty of this,” but ‘Where did you get that gun?’”
He went on to say, “If we know that specific individuals . . . are hiring straw
purchasers . . . we can target them, do surveillance on them, build a
conspiracy case, and go after them.”

After we provided a draft of this report to ATF, ATF issued a strategy
document, cntitled “Project Gunrunncr — A Cartel Focusced Strategy”
(September 2010 cartel strategy), to revise its approach to combating
firearms traflicking to Mexico and related violence. ATF distributed the
strategy document to ATF field personnel and International Affairs Office
staff on September 16, 2010. In this document ATF acknowledged the

e oA AT L k.ni—n« Al deavran fn +unrnvry Al e o

limitations of ATIVs historical iuv'cotlg,auv’c IOCUS O 3tiaw purciiascrs and
corrupt gun dealers and stated that ATF would “place greater emphasis on
multi-defendant conspiracy cases that focus on persons who organize,
direct, and finance cartel-related firearms and explosives trafficking
operations.”®8

Recommendation
We recommend that AT

8. Focus on developing more complex conspiracy cases against
higher level gun traffickers and gun trafficking conspirators.

Project Gunrunner has not made full use of the OCDETF Program’s
resources to conduct more coinpiex conspiracy iavestigations.

ATF’s Project Gunrunner investigations generally have not been
conducted in coordination with the Dpnarfmen‘r S multi- agency Orgﬂ nized

Crime Drug Enforcement Task Force (OCDETF) Program, Whlch often
targets drug organizations. Although ATF has achieved some good results
when coordinating with OCDETF, we found that ATF’s focus on fast
investigations as well as management and staff misunderstandings about
how the OCDETF Program works have created barriers to greater
coordination.

The OIG’s analysis of ATF case data illustrated ATEF’s underutilization
of the OCDETF Program. Of the 374 Project Gunrunner cases that ATF

g PP A~ L1 ™ s . nore N 1 - A A

I, “Project Gunrunner — A Cartel Focused Strategy” (September 2010), 4.
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We lso found that when ATF referred OCDETF cases to USAOs for
prosecution, the cases resulted in much longer sentences than
non-OCDETF cases. The 30 Project Gunrunner cases designated as
OCDETF resulted in an average sentence of 80 months. In comparison, the
average sentence for all Project Gunrunner cases from FY 2004 through

FY 2009 was 33 months. Similarly, the average number of defendants
differed sharply. While the average number of defendants for the 30
OCDETF cases was 6, the average number of defendants for all Project
Gunrunner cases was just 2.

~
A=

ATF previously has directed staff to use the OCDETF Program, and the
Department now requires that the OCEDETF Program be used for cases
involving Mexican drug cartels.

AT sanliner Inmg Adenndnd fnlAd o+aff 44 1100 Hlaa NUOTITTTY Dens xiaann Gian o
311 PULILY 1Has QircCicd 1181 stann o ust uid e v Liuxglalll S

at least July 2005, and in ATF’s June 2007 Gunrunner strategy, ATF
emphasized using OCDETF for appropriate firearms trafficking cases.
According to the Gunrunner strategy, “OCDETF assets will be sought at the
carliest possible time once a qualifying nexus to a known [drug trafficking
organization| is documented.””! Further, in April 2009, the Associate
Deputy Attorney General serving as the Director of the OCDETF Program
issued a memorandum stating that firearms trafficking cases are eligible for
the OCDETF Program. He stated:

Investigations principally targeting firearms trafficking, rather
than the underlying drug trafficking, are eligible for OCDETF
designation if there is a sufficient nexus between the firearms
and a major Mexican drug trafficking organization, provided the
investigation otherwise meets OCDETF case standards.?2

Despite this emphasis, in the 15-month period following the memorandum,
ATF reported that it has opened only 11 OCDETH cases related to the
firearms trafficking activities of Mexican drug cartels.

87 ATF was the lead agency in 21 percent (768 of 3,671) of all OCDETF cases in
which ATF participated from FY 2004 through FY 2009.

70 ATF Order 3530.3, Organized Crime Drug Enforcement Task Force Program (July
2005), and ATF Southwest Border Initiative Project Gunrunner (June 2007).

LATF, Southwest Border Iritiative: Project Gunrunrier (June 2007), 12.

72 Stuart G. Nash, Associate Deputy Attorney General and Director of OCDETF,
memorandum to OCDETF Regional Agency and AUSA Coordinators, Lead Task Force
Attorneys, Executive Assistanis, and Washingion Agency Representatives Group,
Guidelines for Consideration of OCDETTF Designation for Firearms Trafficking Cases
Related to Mexican Drug Cartels, April 27, 2009.
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other Depar tment components to use the OCDETF Program for all activities
targeting the Mexican cartels as part of the Department’s strategy for
combating the cartels (cartel strategy). The cartel strategy specifically
identified combating firearms trafficking as a key ohjective, named Project
Gunrunner as the primary ATF initiative in achieving that objective, and
stated that “increasingly close collaboration between ATF and the efforts of
the multi-agency drug task forces along the border, including, most
particularly, the OCDETF co-located Strike Forces, ensures that scarce ATF
resources are directed at the most important targets.””3

ATFE’s use of the OCDETF Program is limited bv ATE’s focus on fast
investigations, misunderstandings about the program, and low numbers of
ATF staff assigned to OCDETF task forces.

T Fnaran 1 4+l 4 4lhivnn Fondoname T mera 14 el ATTNMG Af 4l OYOTMTITT?
vw IOUTIQO Uidl uiret 1aClors iave uu.utcu N3 USC U1 Uit e

Program in the past — ATF’s focus on fast investigations, misunderstandings
about how the OCDETF Program operates, and ATF supervisors assigning
few or no staff to OCDETF task forces.

The same ATF agents in the Southwest border field division who
reported that they felt discouraged from pursuing complex conspiracy cases
told us that field supervisors generally discouraged OCDETF cases because
the supervisors favored faster investigations. For example, an agent we
interviewed from a firearms trafficking enforcement group described “taking
a lot of heat” for having taken a case to the OCDETF Program. The agent
said that ATF field management had previously turned down a number of
cases that might have been proposed for OCDETF consideration. The agent
said that not using the OCDETF Program has resulted in agents not
pursuing the “higher people in the food chain” of the trafficking rings.

The OIG asked an ATF official responsible for coordinating ATF’s
participation in the OCDETF Program why ATF field staff were reluctant to
use the program. The afficial expressed concern that staff across the
Southwest border, especially managers, incorrectly believed that a case
could be counted as a Project Gunrunner or an OCDETF case for the
purposes of ATF’s performance measures, but not both, As a result,
managers were reluctant to take cases to OCDETF. The official said the
reluctance was continuing despite the Deputy Attorney General’s 2010
cartel strategy and 2009 direction from the OCDETF Executive Council to
use OCDETE against drug cartels’ firearms traflicking.

7 David W. Ogden, Depuiy Attorney Generai, memorandum to heads of
Department components and all United States Attorneys, Strategy for Combating the
Mexican Cartels, January 7, 2010.
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of the OCDETF Program in ways that may have contributed to the low
number of OCDETF-Gunrunner cases. In September 2010, ATF told the
OIG that, prior to the April 2009 OCDETF Director’s memorandum, ATF
firearms trafficking investigations with no significant drug trafficking nexus
were frequently refused by the OCDETF Program. However, our review
found that even after the April 2009 memorandum, some agents still
believed that OCDETF cases must be brought mainly against persons and
organizations on the Department’s priority drug target list.?”* Other ATF
agents indicated that they did not believe that AUSAs would be interested in
OCDETF cascs involving fircarms trafficking, rathcr than drug trafficking.
For example, one field supervisor said he believed that to present an
OCDETTF case, ATF agents “better have a DEA guy or an ICE guy sitting next
to them.” ATF agents said that ATF senior management needed to send a
clarification to all field staff instructing them to fully implement the Deputy

neanewnal?a Anwtal obendboaoesr

A+ o
Attorney General’s cartel strategy.

We also noted that in some locations, ATF supervisors have assigned
few or no staff to OCDETF task forces operating in their areas. For example,
in McAllen, Texas — a center of firearms trafficking activity where ATF has
two enforcement groups, including one dedicated to Project Gunrunner —
ATF has only two agents in the OCDETF satellite office. In San Diego,
where ATF has three enforcement teams, one of which is dedicated to
Project Gunrunner, only one agent is assigned to the OCDETF task force.

In Laredo, Texas, ATF has no agents assigned to the OCDETF task force.

In contrast, ATF’s Phoenix Field Division has an enforcement group
(up to 10 agents) assigned to and co-located with the Phoenix OCDETF task
force. Through one ongoing case from that task force, the ATF agents
indicted four people and identified a suspect in Mexico as the head of the

+I“f\‘r‘r‘:t“1'. "o f‘;ﬂﬂ TL\ OIIHA?‘T11C\I‘\‘I‘ pfkﬁ Dﬂpﬂf‘f\ﬂﬁ'\ﬂﬂf' !\‘i“l"\l1?’\ C‘f\if‘ “TF :f I'C\ ~
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bigger case that’s going to [succeed] on the border, there is a good chance
you are going to spend some money,” and that OCDETF was an important
way to obtain the resources needed for complex conspiracy investigations.
Other ATF staff we interviewed told us that through OCDETF task forces
they can obtain intelligence from other agencies, particularly the DEA, on
drug cartels’ firearms trafficking activity, helping ATF to investigate firearms
trafficking rings, not just straw purchasers.

We asked ATF officials why they had not assigned more staff to
OCDETF task forces. ATF responded that it makes decisions based on

74 The Department maintains a unified list of international “command and control”
drug traffickers and money launderers called the Consolidated Priority Organization Target
list.
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firearm laws more pronounced and where they can maximize results of
affecting violent crime. ">

According to an ATF official responsible for ATF’s participation in the
OCDETEF Program, in the past, ATF has consistently requested more funding
from the OCDETF Program to cover additional agents that ATF assigns to
OCDETF cases. However, the official said that the requests have been
rejected by the Department’s Justice Management Division or the White
House Office of Management and Budget.

In its September 2010 cartel strategy document, ATEF emphasized the
advantages of using OCDETF as a part of its efforts to impede firearms
trafficking to Mexico. The memorandum that accompanied the strategy
document stated, “At the heart of our increased emphasis* on cartel focused

1T‘IV’PQf10’Q1’1nhQ ig greater uge of the lnr‘hﬁ"l‘m nrn(rr‘gm and the gtrateovy
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itself directed all field offices to con31der assigning a complement of special

agents” to the OCDETF task forces.™
Recommendation
We recommend that ATE:

9. Send guidance to field management, agents, and intelligence stafl
encouraging them to participate in and exploit the resources and
tools of the OCDETF Program, as directed in the Deputy Attorney
General’s Cartel Strategy.

Statutes used to combat firearms trafficking do not have strong
penalties.

There is no federal statute specifically prohibiting firearms trafficking
or straw purchases. Consequently, ATF agents and tederal prosecutors use
other criminal statutes to charge individuals involved in firearms trafficking
crimes. These statutes carry relatively low sentences, particularly for straw
purchasers of guns. The Sentencing Guidelines also provide short
sentences for firearms trafficking-related crimes. As a result, individuals

75 As of September 2010, ATF reported that, in addition to the task force in
Phoenix, it had an enforcement group (12 personnel) assigned to the Houston OCDETF task

force and 1 agent each assigned to OCDETF task forces in El Paso, Texas, and Tucson,
Arizona.

76 Mark R. Chait, Assistant Director for Field Operations, memorandum to all
Assistant Directors and Fieid Operations Personnel, Project Gunrunner — A Cartel Focused
Strategy, September 8, 2010, and ATF, “Project Gunrunner — A Cartel Focused Strategy”
(September 2010), 10.
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In the ahsence of a specific federal statute, ATEF uses a wide variety of
statutes to address criminal firearms trafficking activities.

According to ATF guidelines for implementing the Gun Control Act, the
statutes that are most useful in investigating illegal firearms trafficking
activities include 18 U.S.C. 8§88 922 and 924.77 These statutes include
subsections that address falsifying information when purchasing a gun.
Ncither statutce specifically prohibits fircarms trafficking or straw
purchasing.”®

We analvzed ATF data on all Project Gunrunner cases referred to
USAQOs for prosecution between FY 2004 and FY 2009 and identified the

most frequently uscd statutes and the average sentences given in cases that
were prosecuted federally.”® ATF used 735 different statutes to obtain federal
prosecutions of Project Gunrunner cases during that period.®0 We
determined through our interviews of ATF personnel and analysis of ATF
cases referred to USAOs for prosecution that four of the statutes are most

often used to build cases against fircarms traffickers:

1. Knowingly making a false statement — 18 U.S.C. § 924(a)(1)(A) -
ATF commonly uses this charge for straw purchasers who
knowingly made false statements to gun dealers or in the records
that gun dealers are required to maintain (Form 4473);

2. Knowingly making a false statement in connection with a firearm
purchase — 18 U.S.C. § 922(a)(6) — ATF commonly uses this charge
when individuals make false statements that affect the legality of

anlac81
Dy,

77 o
it

ATF Order 3310.4B, Fireaumns Enforcemeni Program {February 1589j, 10S.
7 In fact, the term “tradficking” appears in the Gun Control Act only in 8§ 924(cj(1),
924(g), and 929, and in those places it refers to the use of a gun during drug trafficking.

77 We noted that ATT used 25 different statutes to refer Project Gunrunner cases (0
state prosecutors.

8¢ Table 1 {in the Background section of this report) provides the top 10 statutes
used for prosecution of Project Gunrunner cases during that period.

81 The difference between 18 U.S.C. § 922(a)(6) and 18 U.S.C. § 924(a)(1)(A) pertains
to whether the faise statement in question affected the iegality of the gun sale. Defendanis
can be charged with 18 U.S.C. § 922(a)(6) if, for example, they lied about their ages because
they were under 13 or lied about their state residency because they were irom another

Cont.

U.S. Department of Justice 59

Offics af tha Inanantar (Iannral
LIS O TS MSPRaCior Lreneras

Evaluation and Inspections Division

ATF8-002-001-00005898



Employee 2 1587

1o hyr nrintod falan

2 I MO MNQoAc A fire
< L1 L/CLl lll U‘) (L \—UllV A LU Tvavian

Q1M ~
L l\llU V\ 1115 tJU\)b)\_r DIJAVRL W

18 U.S.C. § 922(g)(1) — ATF uses this charge for convicted criminals
who qualify as “prohibited persons” under the Gun Control Act and
can be prosecuted for being in possession of a firearm; and

4. Willfully engaging in firearms business without a license —
18 U.S.C. § 922(a)(1)(A) — ATF commonly uses this charge when
individuals deal in guns as a regular course of trade or business.
Those who make occasional gun sales cannot be charged under
this statute.

Statutes used to prosecute firearms traffickers carry relatively low
sentences, particularly for straw purchasers of guns.

According to our analysis of ATF data, the penalties imposed for
violations of the four statutes that ATF most frequently used to combat
firearms trafficking with Project Gunrunner cases are lower than penalties
for violations of statutes on other types of Project Gunrunner cases. The
difference is especially acute when compared to penalties imposed for
violations with a drug nexus. However, criminal defendants are often
charged with criminal statutes that include firearms trafficking offenses and
other crimes which carry longer sentences. For drug conspiracy violations,
the penalties imposed average almost 10 years. In comparison, although
straw purchasing is one of the most frequent methods used to divert guns
out of lawful commerce according to ATF, we found defendants convicted of
offenses related to only this criminal activity are generally sentenced to less
than 1 yvear in prison. Figure 5 compares sentences of defendants convicted
only under each of the statutes used in Project Gunrunner firearms
trafficking cases with sentences for violations of drug-related statutes.

state. A defendant’s false statermnent in a § 922(a)(6) prosecution must concern a fact
material to the lawfulness of the firearms transaction. Conversely, prosecutions for 18
U.S.C. 8 924(q)(1j(A) do not need io prove the deiendani intended to aiffeci ihe iegality of the
sale. Rather, this statute requires: “(1) the defendant knowingly made a false statement;
and (2) the siatement pertained to information that the iaw requires ja gun deaier| to keep.”
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Figure 5: Average Prison Sentences in Months for
Project Gunrunner Cases by Statute, FY 2004 through FY 2009
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Source: OIG analysis of N-Force data.

Figure 6 shows the average prison sentences for defendants charged

with sole violations of the four statutes that ATF most used on Project
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compared with the maximum penalties.
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and Maximum Allowable Sentences, FY 2004 through FY 2009
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Sentencing Guidelines provide short sentences for firearms trafficking
violations.
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most frequently used in charging defendants with firearms trafficking.52
Under the Guidelines, straw purchasing-related otfenses are categorized as
lesser crimes, punishable by 10 to 16 months in prison. This is because
these crimes are assigned low “offense levels” and because to legally
purchase a gun, by definition, a gun purchaser must have had no prior
felony convictions. The OIG’s analysis of ATF’s case data found that

40 percent of all defendants who were charged and convicted of “knowingly

82 The guidelines, established by the U.S. Sentencing Commission, “provide federal
judges with [air and consisient sentencing ranges Lo consull at senlencing” and, among
other things, are “designed to incorporate the purposes of sentencing (i.e., just punishment,
deterrence, incapacitation, and rehabilitation).” U.S, Sentencing Commission, “An
Overview of the United States Sentencing Commission” (June 2009), www.ussc.gov/general
JUSSC_Overview 200506 .pdf {accessed July 2010). In United Siates v. Booker 375 F.3d
508 (04-104) 543 (2005), the U.S. Supreme Court ruled that binding sentencing guidelines
are unconsiitutional and that the guidelines were no ionger binding.

U.S. Department of Justice 62

OMffina af thso Inanantar (1onaral
LOICe o Tne INspecior renera

Evaluation and Inspections Division

ATF8-002-001-00005901



Employee 2 1590

Aalsi n falaoon otnto nt 1 ~rAanToasntin 1
‘l‘cmllls (l. ACLEON. JLatblllbllL AL LU LIV L VY L

922(a)(6)) — one of the primary charges associated mth straw purchasmg -
received only probation.
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USAOs often decline Project Gunrunner cases that are based on the
most commonly used statutes.

USAOs are less likely to accept and to prosecute ATF’s Project
Gunrunner cases for several reasons, including the lower penalties
described above. We found that AUSAs often decline Project Gunrunner
cascs becausc they belicve it is difficult to obtain convictions on the
violations established in the four statutes that ATF typically uses for
firearms tratficking and because they believe it is difficult to obtain evidence
from Mexico. We also found that USAOs decline to prosecute ATF Project
Gunrunner cases that are based on the four statutes at a much higher rate

4+l Tharnanméd s Tenan an s sangs retdan sy vranladi e o AE bl e o

Uldin rigjeCl UUnrunner ¢ases Ciling violations oi other statutes.

We examined the reasons for the declinations of Project Gunrunner
cases recorded in the Executive Office for United States Attornevs’ case
management system, Legal Information Office Network System (LIONS).83
Of the 125 cases recorded as declined in N-Force, there were 45 cases for
which declination reasons were recorded in LIONS.®* For those 45 cases,
USAOs gave 12 different reasons for declination in LIONS. The most
common reasons USAOs declined these cases were a “lack of evidence of
criminal intent” or “weak or insufficient admissible evidence,” accounting for
a combined 38 percent (17 of 45 cases). Other reasons USAOs cited for
declining Project Gunrunner cases were resource-related, such as “lack of
investigative resources” or “lack of prosecutorial resources,” a combined
11 percent (5 of 45). [n addition, ATF agents told us that they do not refer
cases to the USAOs that they assume would be rejected.

83 In response to an OIG recommendation made in our review on the Department’s
efforts to prevent stall sexual abuse of immates (Evaluation and Inspections Report [-2009-
004), in a November 24, 2009, memorandum te all USAOs, the EOUSA Director required
that all declinations of cases be enlered into LIONS, whether an investigalive agency
presents the referral in writing and the USAO immediately declines it (“immediate
declination”], or a matter is opened in LIONS and the USAQ later decides to close the
matter without filing charges (“later declination”). However, EOUSA officials noted that
many declinations occur informally, such as over the telephone, in which case the reasons
for the declination have not been recorded in LIONS in the past. In June 2010, EOUSA
reported to the OIG that it was still considering revising its policy to require the recording of
all declinations.

g4 As a part of this review, we did not examine the reasons for the decisions by
UBADs to deciine Project Gunrunner cases referred to them for prosecution by ATF.
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In discussions with the OIG, Department and USAO attorneys
explained that proving the elements necessary to obtain convictions under
the statutes used to combat firearms trafficking is difficult. For example, a
Deputy Assistant Attorney General who was a former AUSA told the OIG
that willfully engaging in a firearms business without a license is a very
difficult charge to prove because the government has to prove that an
individual was acting in a business capacity. To do that, ATF must
establish that the sale was not a private transaction but was part of a
revenuc carning enterprisc. In practice, this means ATF must get the
suspect to admit or acknowledge selling guns “willfully,” as specified in the
statute.8> According to the Deputy Assistant Attorney General, many
suspects can avoid prosecution simply by claiming they were selling guns
from their private collection, which is not a crime.

We also found that some of the reluctance of prosecutors to accept
ATF’s Project Gunrunner cases appeared to be because of concerns over
difficulties in obtaining evidence from Mexico. For example, building a case
against a firearms trafficker may require the prosecutor to obtain evidence
from Mexico to prove that the gun seized in Mexico is the same one
purchased by an individual in the United States. Several AUSAs we
interviewed told us that because they helieved that the process for obtaining
this evidence is cumbersome and time consuming, they had never
attempted to obtain evidence from Mexico. In contrast, ATF personnel in
Mexico City who are familiar with evidentiary matters told us that the
process of obtaining this evidence was straightforward and undemanding,
although underused.

Similarly, some prosecutors were unsure how to establish that a case
hias a nexus to gun wafficking to Mexico and weie uilawaie that a gun trace
can prove a gun acquired by a straw purchaser ended up in Mexico. This
lack of understanding is important because five out of six AUSAs we spoke
with told us that proving that a case has a nexus to Mexico is key to their
decision to accept the case.

85 18 U.8.C. § 922(a)(1) states, “It shall be unlawiul for any person except a licensed
importer, licensed manufacturer, or licensed dealer, to engage in the business of importing,
manufacturing, or dealing in firearms, or in the course of such business to ship, transport,
or receive any firearm in interstate or foreign commerce; or except a licensed importer or
licensed manufacturer, to engage in ihe business of importing or manufaciuring
ammunition, or in the course of such business, to ship, transport, or receive any
ammunition in interstate or foreign commerce.”
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We examined ATF data regarding referrals of 607 cases from FY 2004
through FY 2009 that cited at least one of the four statutes most used by
ATF to charge firearms traffickers. According to ATF’s case management
system, 29 percent of the referrals to USAOs were pending a decision as of
April 2010. Of the referrals that had been responded to by USAOs, the
referrals based on the statute knowingly making a false statement in
connection with a gun purchase were declined by USAOs 32 percent of the
time, and thosc bascd on the statute knowingly making a falsc statcment
were declined 21 percent of the time. Referrals based on the statute
willfully engaging in a firearms business without a license were declined
24 percent of the time and those based on knowing possession of a firearm
by a convicted felon were declined less frequently — 12 percent of the time.

In contrast, AUSAs declined Project Gunrunner referrals that were not
directly related to firearms much less frequently during FY 2004 through
FY 2009. For example, when ATF pursued the statute “manufacturer,
distribution, or possession of a controlled substance” (21 U.S.C. § 841(a)(1))
in a Project Gunrunner case, it was declined only 7 percent of the time and
“drug conspiracy” (21 U.S.C. § 846) was declined 9 percent of the time.
Significantly, the statute “use of a communication device in furtherance of
drug trafficking” (21 U.S.C. § 843(h)) was never declined by federal
prosecutors. We also found that USAOs responded more promptly to ATF
Project Gunrunner referrals not directly related to firearms. ATF’s case
management system reflected that only 5 percent of the referrals that were
not directly related to firearms trafficking were awaiting a response from a
USAQO, compared to 29 percent of firearms-related referrals.
A US A
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I

s stated thev weie less likely to prosecute AT
related Project Gunrunner cases.

Overall, our interviews with AUSAs in Southwest border districts
indicated that the factors cited above make USAQOs less likely to dedicate
their resources to ATE’s firearms trafficking-related Project Gunrunner
cases than to other types of cases. Our interviews with AUSAs found that
the lack of long sentences is also a key factor in their decisions about
whether to accept these Project Gunrunner cases. As one AUSA stated, “If
there were more penalties for firearms trafficking cases, you would see a lot
more interest [rom USAOs] in pursuing [those cases].” AUSAs told us that
the limited prosecutions and low penalties reduce their ability to use the
threat of prosecution to induce suspects to cooperate and provide evidence
against their co-conspirators.
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I'c improve the USAQs’ support for and understanding of firearms
trafficking-related Project Gunrunner cases, in June 2009 ATF’s Assistant
Director for Field Operations directed all ATF field divisions to meet with
their respective U.S. Attorneys to convey the importance of firearms
trafficking.8¢ However, three AUSAs and some ATF agents told the OIG that
much more communication is needed.

Some ATF agents are reluctant to refer cases because thev believe the cases
will not be accepted for prosecution.

In addition to the high USAO dcclination ratc for ’roject Gunrunner
cases focused on firearms traffickers, ATF agents told us that they do not
refer many cases to the USAOs that they assume would be rejected hecause
of criteria set by individual USAOs. For example, ATF agents told us that
the USAO in one Southwest Border district will not seek to indict a suspect

Frivn wers11aa P e e AT oL Tt fimanmwman s by piea g wrridbla Timnmon 11emlaca +han
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suspect was given an official “cease and desist” letter and then was caught
committing the same crime again. This burden of proof, according to ATF
agents, means that many agents do not hother to present such cases to
USAOs for prosecution.

Similarly, straw purchasing cases, in which a suspect obtains one or
more guns on behall of a prohibited person, were also identified by ATF as
likely to be declined by USAOs. In fact, one AUSA stated that he declines
straw purchasing cases because they lack “jury appeal” and result in light
sentences. The Deputy Assistant Attorney General also stated that because
straw purchasers’ crime is essentially lying on a federal form, many judges
and defense attorneys treat the crime as “paperwork violations.”
Consequently, agents told us, they may not even refer straw purchasing
cases for prosecutorial consideration. Like AUSAs, ATF agents in Southwest
boider field divisions also told us that the lessei penalties aiid infirequeit
prosecution of trafficking offenses reduce their ability to use prosecution as
a lever to obtain cooperation from defendants when they are arrested, which
is important in investigating firearms trafficking rings.

______ e R

8 ATF National Firearms Trafficking Enforcement Implementation Plan (June 25,
2009).
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traffickmg cases, but ATF and ICE do not cons1stent1y work
together effectively on investigations of firearms trafficking
to Mexico despite the memorandum of understanding these
two agencies signed in 2009.

ATF coordinates well with the DEA and CBP, but ATF and ICE are not
working together effectively on investigations.

ATFE citeg ite conrdinatinon with ather 17 ¢

t
Al .. 2800
DEA CB d ICE —as 1

/
0
Q
)
o]
9!
i2
]

o) th other U. ies — in partie
integral aspect of ATF’s efforts to stem the flo
of guns to Mexico under Project Gunrunner.
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ATF works well with the DEA and CBP in operations and investigations.

The DEA’s counternarcotics mission parallels ATF’s Project
Gunrunner, as the two organizations are targeting the same organizations
and often the same individuals. We found that the DEA and ATF support
cach other’s investigations, and the DEA lends resources to ATF through
multi-agency OCDETF task forces and other field operations. The CBP, in
its role in securing the border into Mexico, also complements Project
Gunrunner.

Regarding the DEA, OCDETF task forces provide an opportunity for

ATE and the DEA to CI"\ are infn muhnﬂ in hnildinag rnaesc tn the hen fl‘ O
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both agencies. In addition, in Mexico itself, where the DEA has
approximately 100 staff in 11 different cities, the DEA assists ATF with
gathering information on seized guns. The DEA Attaché to Mexico is
currently allowing ATF to assign an agent to the DEA’s Sensitive

Tnunctiantinne [ Tnit+ Amnnand AFT1 Q TTD""‘AI‘I Aanrnd trainsad Maviaan 1A
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enforcement personnel, and ATF uses the unit in gun-related investigations.
ATF plans to assign one supervisor permanently to this unit.

Similarly, ATF reported that when it “develops credible information
that firecarms, explosives, and ammunition are approaching a border
crossing, ATF provides information to CBP to support southbound

87 Although ATF also seeks to coordinate, as necessary, with other federal agencies,
inciuding the FBI, ihe Secrei Service, and the Internai Revenue Service, we limited our
review to the agencies with which ATF has the most frequent contact under Project
Gunrunner — the DEA, CBP, and ICE.
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supplied provided numerous examples of this.

ATF and ICE are not collaborating effectively on investigations of firearms
trafficking to Mexico.

ATF and ICE have overlapping authorities and responsibilities for
investigating firearms trafficking to Mexico. ATF’s Project Gunrunner and
ICE’s Operation Armas Cruzadas separately focus on firearms trafficking
from the United States to Mexico. Project Gunrunner implements a range of
ATF cnforcement and Memorandum of Understanding

regulatory activities, as Between ATF and ICE, June 2009
discussed in this report, while

Recognizes the relevant jurisdiction of each agency

Operation Armas Cruzadas and the legal authority granting each its respective
targets firearms trafficking as a jurisdiction.

Smuggnng violation. ATT s Instructs ATF and ICE to share inteiiigence that
cannot effectwely combat relates to the jurisdiction of the other agency “in a

tasnn ey wan Aumaa e P
[SiustEyupEsteivre by

firearms trafficking to Mexico
without horder and smugegling ¢ Acknowledges that gun cealer inspections are within

the “sole purview” of ATF and mvestigations
enforcement by ICE’ and ICE concerning ports of entry and horders must be

cannot always investigate coordinated through ICE.
§1nugglel‘§ without « States that the resolution of any interagency conflicts
investigating the source of will begin at the lowest level possible.
these guns (gun dealers and ¢ [nstructs ATF and ICE that when it becomes apparent
gun ShO“’S). Despite this, we that an investigation leads into an area of concurrent
found that ATF and ICE have jurisdiction, the agencies must “coordinate all

ork 1 her i i pertinent and necessary information concerning that
not worked well together in investigation and do so at the local level.

their respective fircarms
trafficking investigations. A memorandum of understanding (MOU)} between
ATF and ICE, which was updated in June 2009 to address firearms

ir dlllbhlllg 111\’CbL1gdLlUllb d.llu lCld_lCLL d(,LlVlLle J.ldb 10t blblulll,d.[l uy
improved coordination between the two agencies.?®

The MOU between ATEF and ICE states, “The Amﬂnmefe recognize the

inherent and shared responsibility to operate collaboratlvely in order to
ensure the mutual success of the activities of both agencies . . . .” The

agreement further directs the two agencies to “coordinate all pertinent and
necessary information concerning firearms/explosives investigations
implicating both ATF’s and ICE’s authorities.”

338 The MOU between ICE and ATF was signed by the Acting Director of ATF and the
Assistant Secretary of ICE on June 30, 2009, updated from a previous version The
agreement was made in response to the GAG's report, Firearms Trafficking: U.S. Efjoris io
Cornbat Arms Trafficking to Mexico Face Planning and Coordination Challenges, GAO-09-709
(June 2003).
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them, while other agents were reluctant to 1mplement its provisions. Many
ATF and ICE field personnel we interviewed misinterpreted the intent of the
MOU as being to keep everyone “in their own lanes,” meaning to keep ICE
from conducting investigations at the source of firearms trafficking and ATF
from investigations that involve smuggling, rather than “to strengthen the
partnership between the agencies,” as the MOU states.

One supervisor stated that he viewed the purpose of the MOU as
being to keep the other agency from “screwing things up.” Another
supervisor, referring to one specific field office as “a loose cannon,” told the
OIG that if everyone would “stay in their lane, we would all work together
better.” Yet another supervisor told the OIG that he had no problems with
the other agency precisely because those agents stay in their lanes. A
different supervisor said the MOU had not changed anything particularly in

511rlﬁdlﬁf|nno] nverlan HPQT\H’P what he deserihed ag the twn aoencieg’
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‘mutual dependency.” Another conceded to the OIG that he was unfamiliar

with the contents of the MOU.

ATF and ICE field personnel described to us incidents in which one
provision of the MOU, which stated that all ICE operations at gun dealers
must be coordinated with ATF, was not adhered to. For example, one ATF
field supervisor told us that ICE tried to assign an undercover agent to a
gun dealer without coordinating with ATF. According to the ATFEF supervisor,
the ICE agent involved said he had never read the MOU and did not realize
the MOU required notification to ATF.

Another area of concern expressed by ATF personnel is ICE’s criminal
enforcement activities at gun shows. ICE agents reported to us that ICE’s
gun show operations, which began in early 2009, are a key component of

1 @ ) nnornf Armana (Cr11oadaa Ao A nart nf thia Ninaratinn TR Aanante
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may act on information from an informant or other intelligence source,
which may involve investigating suspicious straw purchase activity at gun
shows. ATF officials cited several concerns about whether [CE had
adequate justification for some of the enforcement activities it conducted at
gun shows; that ICE’s interaction with sellers at gun shows may be
erroneously viewed by gun dealers as an ATF Industry Operations
compliance inspection, which by law can occur only once a year for each
gun dealer; and, that ATF’s relationships with gun dealers, a primary source
of ATF investigative leads, may be harmed by ICE’s actions at gun shows.

ATF supervisors also expressed concern about ICE’s use of eTrace.
The MOU states that [CE must inform ATF when ICE initiates an
investigation as the result of a gun trace. This provision of the MOU secks
to deconflict agency activities. However, ICE and ATF personnel we

T Aan
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inform ATF when they initiate an investigation based on trace results. Our
analysis of gun trace data shows that in calendar year 2009, ICE submitted
84 Mexican crime guns traced to gun dealers in that Southwest border ICE
supervisor’s jurisdictional area, 19 of which had a time-to-crime of less than
a year. However, according to ATF fleld supervisors in Mexico, ICE had
notified ATF of only one or two investigations it initiated based on these
traces.

We also found some instances of ATF personnel not fully complying
with provisions of the MOU. In onc ficld officc, ATF routincly failed to notify
ICE of ongoing investigations with a direct link to the border. Additionally,
an ICE lield supervisor sought to assign an ICE agent to two different ATF
firearms trafficking groups to foster coordination and encourage the sharing
of resources and information. However, ICE personnel told us that the offer

PN s | +l Ve newrs e b vt AT flvenmvimn o Feen 8 Al ran e o

was rejectea uy ne supervisors o1 ootn AT firearms traiiicking groups.
According to the ICE supervisor, one of these ATF supervisors stated, “What
can ICE do for me?” That ATF supervisor later said the same thing to the
OI1G.

Another ATF supervisor told us that neither agency involves the other
in an investigation until the case is “firm,” rather than involving the other
agency early on. A senior ATF intelligence official told us, “We are in a
constant struggle with ICE about stepping into each other’s jurisdiction and
sharing information.”

Agents are not routinely sharing information and intelligence.

The number of joint firearms trafficking investigations involving ATF and
ICE has increased since Project Gunrunner began. According to data from
ATF’s N-Foice systein, the nuinber of joint investigations ielated to Project
Gunrunner increased from 17 in FY 2005 to 33 in FY 2008, although the
number dropped to 35 in FY 2009.8° Despite the increase in joint
investigations, we found that coardination problems remain. The MOU
mandates that each agency is to notify the other “in a timely manner” of
intelligence relating to the other’s jurisdiction. That is, ICE must provide to
ATF intelligence relating to a gun dealer and ATF must provide to ICE
intelligence on illegal exports, including guns, crossing the U.S. border.

8 On October 1, 2010, in response to a draft of this report, ICE provided the OIG
with a list of 113 instances in which ICE and ATF jointly investigated between June 2009
and September 24, 2010. According to ICE, only 37 (33 percent) of these joint investigative
efforts specifically addressed firearms traflicking to Mexico., Moreover, we do not believe
that a list of examples of cases which ICE and ATF jointly investigated undermines the
underiying findings in this seciion of the report. As we note, ATF initiated over 1,800
Project Gunrunner cases between FY 2007 and FY 2009, only 105 (6 percent) of which are
shown to be joint investigaiions in ATF s case management sysiem.
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agent working on Operation Armas Cruzadas told the OIG that his team never
receives notification about cases involving firearms trafficking to Mexico,
despite several large ATF investigations in that field office. An ICE supervisor
we interviewed characterized this type of notification as occurring “to a pretty
limited degree,” creating “a missed opportunity for [ATF].”

We also found that many of the problems between ATF and ICE
personnel arise out of a lack of knowledge of the other agency’s jurisdiction
and operations. ATF has a well-developed specialty in firearms and
explosives investigations. ATE’s e¢Trace system and multiple sales of
handgun information can provide investigative leads and intelligence of use
to both agencies. ICE has a specialty in cross-border and smuggling crimes.
Although ATF has always conducted firearms trafficking cases that include
international trafficking, ICE agents have extensive experience in these

herQ of racee Qame ICE agente etated that thev feel fth are not heino
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used as experts on export violations and that ATF does not fully understand
these types of investigations. One ICE Speciai Agent in Charge toid us, “ATF
needs to recognize that [when| anything crosses that border in either
direction, we [ICE] have jurisdiction.” Another ICE agent referred to a
specific case in which ATF hoped to charge a suspect with smuggling
violations in an upcoming trial, but ICE had to decline the case referral from
ATF because the process of establishing smuggling viglations takes much
longer than the time ATFE allotted. He opined that, had ICE been involved
carlier, the smuggling case could have been developed and prosecuted.

ATF has rarely used ICE’s smuggling charges against gun traffickers, which
can yield longer sentences than firearm charges.

We found that despite the longer sentence prosecutors could obtain

firn ranvintina A dAafandant Aaf amunaalina Aharasne AT haa At ‘Pf‘ﬁr1'l|ﬁhf1 r
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used 18 U.S.C. § 554, which makes smuggling contraband from the

United States a federal offense. Although ICE has primary jurisdiction to
enforce 18 U.S.C. § 554, coordination with ICE could allow ATF’s Project
Gunrunner defendants to be charged under this statute and could result in
lengthier sentences than under the four charges most commonly used by
ATF in firearms trafficking cases.

However, we found that from FY 2004 through FY 2009, only seven
defendants in Project Gunrunner cases were convicted of smuggling.?0 As
Figure 7 illustrates, our analysis found that the average sentence for

9 Of the seven defendants in ATF cases convicted of smuggling charges, we were
able to verify that six of the seven were trafficking guns to Mexico or Guatemala. In
addiiion to “smuggling goods from the United Staies,” these defendanis were convicied of
additional viclations such as “willfully engaging in firearms business without a license,”
which added to their sentences.
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Figure 7: Average Prison Sentences for Project Gunrunner Cases
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Source: OIG analysis of N-Force data.
Recommendation
We recommend that ATF:

10. Provide guidance to ATF field supervisors and agents to better
coordinate with ICE, including direction on how to “coordinate all
nertinent and necessary information” in areas of “concurrent

jurisdiction,” as defined in the memorandum of understanding.
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ATF's attempts to expand gun tracing in Mexico have heen
unsuccessful. Although the number of trace requests from
Mexico has increased since FY 2006, most seized guns in
Mezxico are not traced. Moreover, most trace requests from
Mexico do not succeed in identifying the gun dealer who
originally sold the gun, and the rate of successful traces has
declined since the start of Project Gunrunmner. Most
Mexican crime gun trace requesis that were successful were
untimely and of limited use for generating investigative

leads. Senior Mexican law enforcement authorities we

interviewed do noat wview oun tracineg ae an imnortant

AL A VAT T v Ay B PR Ay ~ra wma2

investigative tool because of limitations in the information
tracing typically provides and because ATF has not
adequately communicated the value of gun tracing to
Mexican officials.

Despite ATF’s efforts to increase the tracing of guns seized in Mexico,
traces are not producing usable investigative leads.

Gun tracing can help ATF identify firearm traffickers operating in the
United States and in Mexico. Gun tracing can also provide intelligence
regarding patterns and trends in gun trafficking.

In its June 2007 Project Gunrunner strategy, ATF established the

.
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capabilities as two of the four key operational elements of Project
Gunrunner. Further, the Project Gunrunner strategy states, “In order for
intelligence relating to [Project Gunrunner]| to be of value, it must be ‘real
time’ in nature.”

Yet, we found that most crime guns seized in Mexico are not traced
and trace requests often cannot be completed because of missing or
improperly entered gun data. Further, Mexican trace requests often are not
submitted on a timely basis. As a result, most Mexican crime guns that can
be traced were initially sold too long ago to yield useful investigative leads.?!

51 ATF stated that its common definition of a “successful trace” is a trace that
provides any additional historical or identifying information concerning the firearm beyond
the original information submitted in the trace request. However, some ATF staff provided
different definitions of a successiul irace, such as one that ideniifies the first purchaser.
We define a successful trace as one that identifies the gun dealer who originally sold the
weapon because that is the minimumn resuit thai can provide ATF with usabie intelligence

Cont.
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Mexican crime gun traces.

ATF’s attempts to expand tracing in Mexico have been unsuccessful.

ATF considers Mexican law enforcement’s participation in tracing
crime guns — by obtaining seized guns and entering the required information
into eTrace — vital to the success of Project Gunrunner. Because ATF and
other U.S. law enforcement agencies have no authority to conduct their own
investigations in Mexico, ATF relies on Mexican olfficials to collect accurate
crime gun information.

Under Project Gunrunner, ATI had intended to deploy a new Spanish
language eTrace to all 31 state crime laboratories in Mexico to expand gun

tracing. ATF reported that after its Spanish eTrace pilot program in
Decemhber )an ATE r‘IPT\InVPrl Snanich eTrace to all Snanish- lnnrrnagp
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users in March 2010. However, as of June 2010, ATF Mexican federal
authorities stiil had not agreed to depioy Spanish eTrace to the state
laboratories. We asked officials from the Mexico Attorney General’s office
and the Secretariat of Public Security why they were unwilling to provide
Mexican state police laboratories with access to Spanish eTrace. They
stated that illegal possession of guns is a federal offense in Mexico and not
within the jurisdiction of the Mexican states. They said all gun-related
investigative and intelligence activity, including tracing, should be
centralized at the national level. The officials told us that they fear
decentralizing gun tracing would lead to duplication of effort between federal
and state governments, an increased rate of errors by state officials who are
untrained and inexperienced, and operational confusion.

ATF has continued its efforts to promote e€Trace use amaong Mexican
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conducting comprehensive gun tracing. Following a September 2010 eTrace
memorandum of understanding between ATH and the government of Mexico,
ATF told us it plans to provide Spanish eTrace and firearms identification
training to approximately 300 Mexican Attorney General staff located in
Mexico City and all 31 states beginning in November 2010. ATF plans to
provide eTrace user accounts to the PGR staff who received the training.

information. Trace requests that cannot be completed because of missing or improperly
entered gun data are considered “unsuccessiul traces.”
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Mexican crime gun trace requests to ATF have increased since Project
Gunrunner was established. The number of traces of Mexican crime guns
increased from 5,834 in FY 2004 to almost 22,000 in FY 2009,

Yet, in a June 2009 report, the GAO estimated that less than a
quarter of crime guns transferred to the Mexican Attorney General’s office in
2008 were submitted to ATF for tracing.?? ATF Mexico Country Office staff
said that CENAPDI traccs only weapons from high-profilc scizurcs. Although
ATF provided CENAPI with 10 laptops and trained CENAPI staff on how to
submit traces through eTrace, ATF Mexico Country Office stafl reported that
Mexican officials are not entering many trace requests. Specifically, ATF
reported that from FY 2007 through FY 2009, only about 6 percent of
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The remaining 94 percent of traces were entered by ATF personnel on behalf
of CENAPI. Consequently, ATF Mexico Country Office personnel told us
that, whenever they can, they respond to the scene of the seizures and
initiate trace requests themselves on hehalf of CENAPI.

However, if ATF or CENAPI does not collect tracing information
quickly, it becomes unavailable. In accordance with Mexican law, all guns
seized by the Mexican government must be surrendered to the Mexican
military, generally within 48 hours. We determined that after the Mexican
military obtains custody of the guns, ATF or CENAPI is unlikely to gain
timely access to them to gather the information needed to initiate traces.
Mexican military officials we interviewed said their role is to safeguard the
weapons and that they have no specific authority to assist in trafficking
investigations. Officially, these weapons are the property of the Mexican
coult.

To gain access to the weapons, ATF otficials told us that they must
make a formal request to the Mexico Attorney General’s office for each gun,
(1) citing a specific reason that access is needed, (2) demonstrating that the
requested information is related to a Mexican criminal investigation, and (3)
providing a description of the gun with the serial number. Yet, if ATF had
the gun description and serial number, ATF officials would not need to
request access to the gun. Due to these barriers, ATF and wider
Department efforts to gain access to weapons in Mexican military custody
have not been successful. Because many weapons are transferred to the
military before basic information is collected, and many weapons for which

Ga TT e . A L4 e o e e S DMt 2
#2 U.S8. Government Accountability Office, Firearms Trafficking: U.S. Efforts to
Combat Arms Trafficking to Mexico Face Planning and Coordination Challenges, GAO-09-709

s~

{June 2009).
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Most trace requests from Mexico have not been successful, and the success
rate has declined since the start of Project Gunrunner.

Deployment of €Trace is only one barrier to ATF’s successful
development of intelligence through tracing of Mexican crime guns.
Although requests from Mexico increased from FY 2005 through FY 2009,
most traces were unsuccessful. Further, the success rate of Mexican crime
gun trace requests has declined since the start of Project Gunrunner. As
illustrated in Figure 8, in FY 2005, 44 percent (661 of 1,518) of Mexican
crime gun traces were successful. The success rate fell to 27 percent (4,059
of 14,979 in FY 2007 and remained only at 31 percent (6,664 of 21,726) in
FY 2009, We found that the rate of successful traces was far lower for

traces initiated in Mexico than for thoge initiated in the United Stateg By
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comparison, successful traces from within the vicinity of ATE’s Houston

Fieid Division ranged from 64 percent in FY 2005 to 68 percent in FY 2009.

Figure 8: Total Number of Mexican Crime Gun Traces and Number of
Successful Traces, by Fiscal Year

25,000

20.000 ST p——————neeuer [N NS

zDNumber of Unsucessful
Traces

BNumber of Successful
Traces

Source: OIG analvsis of ATF data.

Many of the reasons trace requests from Mexico were unsuccessful
are attributable to preventable human error. According to the National

Tracing Center and our own data analysis, an invalid serial nuinber was the

U.S. Department of Justice 76

nprna I\F the Ingnontar C anarol
spec weras

Evaluation and Inspections Division

ATF8-002-001-00005915



Employee 2 1604

mact cATTMIMTIAT ranon P 11“011!‘!‘1300;111 +1 4: hﬂavhﬂn 'I‘lﬁo ﬁ]ﬂmp\‘:\l‘ nr
ALIVOUL il 1\_,(4.0\.111 LUL Liiouuvwiaoorut l.l u\.,\.,o rx \.l.lll AYLLUALULU ., ALl lludinlirua v

trace requests from Mexico that failed because of serial number errors more
than doubled since Project Gunrunner began, increasing from 11 percent in
FY 2005 to 26 percent in FY 2009. Crime gun traces can be unsuccessful
for many other reasons. For example, a trace request may be unsuccessful
if no manufacturer or importer is identified, if the gun predates the start of
ATF’s tracing program in 1969, or if the necessary gun dealer records are
not obtainable. ATF staff in Mexico City told the OIG that they had noted
these types of errors on incoming requests and that these errors could be
prevented through training Mexican law enforcement personnel.

However, we found that the training of Mexican law enforcement in
firearms identification has not resulted in accurate trace submissions by
Mexican law enforcement. ATF reported that between calendar vears 2007
and 20009, it had trained 961 Mexican law enforcement personnel in
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Mexican authorities stated that further training is needed. The poor quality
of the tracing data and the resulting high rate of unsuccessful traces
suggest that either the training is insufficient, training has been provided to
the wrong people, or there are other unidentified problems with Mexican law
enforcement’s crime gun tracing.

Most successful Mexican crime gun trace requests were nonetheless
untimely and of limited use for generating investigative leads.

Many ATF field and intelligence personnel told us that trace
information they received from successful traces on Mexican crime guns
was of limited use because the time-to-crime interval was too long.??
According to ATF stalf, many successful traces of Mexican crime guns are
not worth acting upon because few federal prosecutors will accept cases
with a tiine-to-ciime of over 3 yeai's, aiid soiie will not accept a case with a
time-to-crime of over a vear.?* The large majority of crime guns that are

“> ATF delines time-to-crime as “the period of time {rneasured in days) between a

sun’s acquisition from a retail market and law enforcement’s recovery of that gun during
use, or suspected use, in a crimne.” See ATF Order 3310.4B, Firearms Enforcement
Program (February 1989), 110. However, the time-to-crime data for Mexican crime guns is
not always based on the aclual recovery dale because, according (o ATF personnel, when a
recovery date is unknown, ATF uses the trace request date to calculate the time-to-crime.
ATF personnel also said time-to-crime statistics for Mexican crime guns are skewed
because of a large amount of crime gun data the government of Mexico provided to ATF in
2009 regarding guns seized years before.

94 The statute of limitations for straw purchasing-related crimes is 5 years. See 18
U.S.C. § 3282. Notwithstanding the 5-year statute of limitations, we found that many
Southwest border USAUs establish much shorter threshoids for the prosecutiion of these
types of cases. For example, the Northern District of Texas (encompassing ATF’s Dallas
Field Division) typically wiil not accept ATF straw purchasing-related cases with a time-to-
Condt.
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over 3 years. Only 18.2 percent of recovered crime guns have a time-to-
crime of less than 3 years. Further, the long time-to-crime interval has
been exacerbated because ATF has been unable to gain timely access to the
guns seized by Mexican law enforcement.

ATF officials told us that some gun trace requests submitted to ATF
by Mexican officials in 2009 were of guns that had been held in Mexican
federal storage for 3 years or longer prior to being submitted for tracing. In
one particularly large volume trace request from Mexican officials to ATF,
very few of the guns had been scized by Mcexican law enforcement within the
year previous to the submission of the trace request. Consequently, this
information provided to ATF was of limited use for identilying ongoing
trafficking conspiracies.

LY TP Traeer ruan Frvannsiama o R L =1
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important investigative tool.

We examined why Mexican law enforcement authorities do not
consistently submit guns for tracing or delay their submissions. In
interviews with us, Mexican law enforcement officials indicated a lack of
interest in tracing. One Mexican official stated that U.S. officials talk of
eTrace as il it is a “panacea” but that it does nothing for Mexican law
enforcement. An official in the Mexico Attorney General’s office told us he
felt eTrace is “some kind of bad joke.”

Mexican officials told us that they are not satisfied with the details of
the information they receive on U.S. citizens and gun dealers from crime
gun trace requests thev submit to ATF. The officials cited this as a reason
why they do not believe eTrace has benefit for Mexican law enforcement.
However, we fouind that the inforination that Mexican ofiicials are seekliiig
extends beyond the information provided in trace results. > We asked
Department attorneys about the legal restrictions on ATF for sharing
investigative information about suspected firearms traffickers with the
government of Mexico. The attorneys stated that ATF may provide Mexican
law enforcement with most of the information that is returned in a typical
response to an eTrace request generated by Mexican officials. It is the
criminal history of suspected firearms traffickers that Mexican law
enforcement is seeking which is not a part of this typical eTrace response.

crime of more than 1 year, while the Southemn District of Texas (encompassing the Houston
Field Division) established a threshold of less than 3 years for these cases.

35 There is a memorandum of understanding between ATF and the Mexico Attorney
General's oifice (inciuding the office’s inteiligence unit, CENAPI) governing Mexico’s use of
eTrace. The MOU does not state that Mexican eTrace users are to be provided any less

1w o~

information than would U.S. law enforcement eTrace users.
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ATF officials asserted that providing Mexican law enforcement
agencies with information on U.S. purchasers and gun dealers would be of
little use to Mexican authorities, whom cannot conduct investigations in the
United States. Rather, it is ATF’s responsibility to pursue crime gun trace
leads in the United States. ATF noted that firearms tracing is not designed
to “pinpoint the date, time, and place a firearm” crossed the border. ATF
further noted that even if additional, detailed information might contribute
to an investigation in Mexico, it would be unlikely to result in a prosecution
there, as less than 3 percent of Mexican investigations are brought to trial.

We found that Mexican officials’ perception is that ATF does not
reciprocate information sharing with them. This remains an impediment to
reciprocity in coordination between ATF and Mexican law enforcement.

Several ATF officials told us they are aware of the Mexican officials’
concerns and acknowledged that ATF has not adequately communicated the
value of tracing in generating leads from Mexican crime guns that can
ultimately serve to reduce firearms trafficking into Mexico and its associated
violence. For example, one ATF Special Agent in Charge stated, “Those guys
want to know what [the| information they are providing is doing, they want
to see results and I don’t think we |ATF| are doing that.,” Another Southwest
border Special Agent in Charge told us, “One of the things we |ATF] do not
do well is take credit for what we do. The Mexicans say ‘Ok, you want us to
trace your guns, but the guns are already here. So what is it that tracing
does for us?’ We need to show them through training and success. We
don’t do that well in ATF.”

We concluded that because ATF has not been able to communicate
the value of gun tracing to Mexican law enforcement officials, they are less
likely to prioritize their efforts to obtain tracing information from seized
crime guns and enter it into eTrace. This hinders ATF’s plans to deploy
Spanish eTrace throughout Mexico. Because the expansion of tracing in
Mexico is the “cornerstone” of Project Gunrunner, this presents a significant
barrier to the successful implementation of ATF’s Gunrunner strategy.
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Recommendations

To gain better cooperation of Mexican law enforcement in tracing, and
to increase the timeliness of trace submissions from Mexico, we recommend
that ATF:

11. Work with the government of Mexico to determine the causes of
unsuccessful traces and develop actions to improve the rate of
successful traces.

12. Regularly and morc cffcctively communicate ATF’s Project
Gunrunner strategy to Mexican law enforcement authorities,
including the value of gun tracing and the successes involving
information or tracing information provided by Mexican
agencies.
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ATF has heen unahle to respond to many training and
support requests from Mexican government agencies, and
ATF’s backlog of requests for information from Mexican
authorities has hindered coordination between ATF and
Mezxican law enforcement. In addition, ATF has not staffed
or structured its Mexico Country Office to fully implement
Project Gunrunner’s missions in Mexico. ATF faces
challenges in coordinating with Mexican law enforcement
authorities. There is no straightforward mechanism to

facilitate the exchange of law enforcement information

hetwaan ATE and a comnarahle Mewican law enfarcement
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agency. Finally, ATF has not integrated the Project
Gunrunner activities of its Southwest Border field divisions
and its Mexico Country Office in a coordinated approach to
reduce firearms trafficking from the United States to

.
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ATF has been unable to fully meet Mexican government requests
for support under Project Gunrunner.

ATT"s Mexico Country Office is unable to fully meet the workload
associated with coordinating with Mexico due in part to a lack of resources.
Training in firearms trafficking enables Mexican law enforcement agencies
to become more effective partners for ATF, but ATI has been unable to
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work directly with Mexican law enforcement is another way to enhance
coordination, but ATF has not been able to assign such staif for this
purpose. Additionally, we found that official requests to ATF from the
government of Mexico for information on gun traffickers are backlogged at
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A'T'F is not able to respond to many training reguests from Mexico.

ATF has provided training to help build Mexica’s capacity to conduct
its own operations to reduce fircarms trafficking. In addition to the 961
Mexican law enforcement personnel that ATF trained in firearms
identification and tracing between calendar years 2007 and 2009, ATF also
trained 337 Mexican law enforcement personnel in firearms trafficking
investigations. However, Mexican officials have sought additional training

+hat ATT ha + han AllA +A neArrida Thha TNAanAarfaana At Qrata’a NTarAanti~a
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Affairs Section, which facilitates funding for ATF to train Mexican law
enforcement, has funded this training. However, although the Department
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enforcement, ATF has lacked the staff to provide additional requested
training on basic firearms investigations, weapons handling, and firearms
identification. For example, ATF has not been able to provide training at the
new Secretariat of Public Security Academy, a commitment ATF made as a
part of a wider Department plan to assist in training newly hired Mexican
law enforcement officers. ATF had planned to teach, at a minimum,
interrogation techniques there. Similarly, ATF has had to deny requests
from Mexican state and local law enforcement for training in weapons
handling and firearms identification and to deny CENAPI intelligence
analysts training in analytical intclligencee techniqucs.
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Mexican law enforcement officials said they were disappointed that
ATF has not provided more training, although officials we interviewed were
apprematlve of the trammg they have received so far. The Chief of CENAPI
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can be passed onto newer staff. A senior official from the Mexico Attorney
General’s office told us that the increased efforts in Mexican firearms
investigations meant that the corresponding training from ATF must be
expanded, noting specifically the need for firearms investigation and
intelligence training. We concluded that ATF’s inability to respond to
training requests has hindered the development of better Mexican law
enforcement capabilities that would support the goals of Project Gunrunner.

ATF’s backlog of requests from Mexican authorities for information impedes
coordination between ATF and Mexican law enforcement.

ATF’s coordination with Mexican law enforcement is complicated by
the differences between the 1J.S. and Mexican legal systems. The Mutual
Legal Assistance Treaty with Mexico governs criminal justice interaction
betweeil the two couiltiies.?® The tieaty inandates that except i1 uigeiit
cases and in informal exchanges, requests for assistance should take place
in writing and include certain information, such as the purpose for which
the evidence, information; or other assistance is sought. The Mutual Legal
Assistance Treaty states that both countries should “promptly comply with
the requests or, when appropriate, shall transmit them to other competent
authorities to do so.”

In accordance with Article 4 of the treaty, Mexican law enforcement
officials send such requests in official communications called officics to ATF
in Spanish, thus requiring transiation before ATF can take action. Some of
the most common requests in officios are criminal histories on gun
purchasers and detainees, and information from ATF interviews on

% Treaty on Cooperation Between the United States of America and the United
Mexican States for Mutual Legal Assistance, Article 2, December 1987.
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otﬂc1als can use this information to generate an investigation in Mexico.
ATF must translate the reply into Spanish (the language of the requesting
government) hefore sending the information back to the requester.

ATF has a backlog of officios that is hindering Mexico’s ability to
conduct criminal cases and is affecting the relationship between ATF and
Mexican law enforcement. As of June 2010, Mexico Country Office staft told
us that about 200 outstanding officios from Mexico are awaiting responses,
with 15 to 20 arriving every week. A Mexico Country Office official
cstimated that cven if no morce officios werce to arrive, it would still take staff
members assigned to that duty several months to process the current
backlog.

In their discussions with us, Mexican law enforcement officials noted
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authorities would arrest suspects and send an officio to ATF for needed
information, but by the time ATF responded the Mexican authorities had
released the suspect due to lack of evidence. In addition, the lack of timely
support in this area made Mexican law enforcement officials question ATF’s
commitment to Project Gunrunner and to ATF’s Mexican law enforcement
partners.

ATF has not been able to assign personnel to work alongside Mexican law
enforcement.

ATF has not been able to assign personnel to work directly with
Mexican law enforcement agencies, as it planned. In its 2010 Operations
Plan, ATF’s Mexico Country Office stated that it planned to embed ATF
personnel with their Mexican counterparts, including assigning an
iintelligeiice analyst withh CENAPI, one ageiit at the Secietariat of Public
Security’s headquarters, one agent in the Mexico Attorney General’s office’s
headquarters, and an ATT supervisor with the DEA’s Sensitive
Invcﬁq‘rmahnna Unit. 97 ATFE staff told us that thﬁ(‘ldmg ATF personne el with

Mex1can law enforcement is the best way to facilitate coordlnatlon and
enable Mexican law enforcement Lo conduct firearms trafficking
investigations. This method of coordination also has the full support of
Mexican law enforcement. The head of CENAFI, for example, told us he
supported the idea of embedding ATF personnel because he felt this would
help train his staff in firearms trafficking investigations to make his agency
more effective and would help facilitate the exchange of information.

%7 The DEA’s Sensitive Investigations Unit is the vetted unit of Mexican law
enforcement officers overseen Dy the DEA.
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these personnel. ATF personnel in Mexico City also said they have been
unable to participate in several joint meetings, trainings, and exercises with
the Secretariat of Public Security, Mexico Attorney General’s office, and
other Mexican law enforcement agencies because of the lack of available
staff.

One example of the impact of ATFE’s inability to embed its staft with
Mexican law enforcement is the temporary deactivation of the Combined
Explosives Investigation Team, an ATF-initiated U.S.-Mexican group
composcd of staff from the Mcxican military, the Mcxico Attorncy General’s
office, Secretariat of Public Security, and an ATF Certified Explosive
Specialist and Explosives Enforcement Officer.?$ This unit works
throughout Mexico responding to scenes where explosives were seized.
According to ATF and Mexican officials, this unit is highly regarded not only
by other ATT staff, but also by other Ul S law enforcement authoritics and
especially Mexican law enforcement authorities. Beyond the individual
successes of the program, ATF staff who participated in the group told us
that they were able to work alongside their Mexican counterparts, which
enhanced ATF’s relationships with Mexican law enforcement. Despite the
successes of the unit and the progress it made in enhancing ATF’s
relationship with Mexican law enforcement officials, ATF Assistant Attachés
told us the group was deactivated in December 2009 over the objection of
Mexican law enforcement because the ATE Explosives Enforcement Officer
and Certified Explosive Specialist transferred out of Mexico. In March 2010,
ATF reactivated the team with newly assigned staff, augmented by Mexican
personnel.

ATF is unable to recruit sufficient qualified staff to fill nositions in Mexico.

AT 1. -

AL [14aS ChpCJ. I.CU.LCU. UI.U.ILUILICb .I.I.l I'ecr ultlllb qud_uucu chLLl JUI lLb
Mexico Country Office, which hinders ATF’s ability to execute its already
challenging duties in Mexico. Given the small number of Spanish-speaking
employees throughout ATFE, the fact that moving to Mexico is often a
hardship for staff and their families, and the lack of incentives for staff to
take this assignment, ATF has had difficulty attracting candidates for the
positions in Mexico. ATF officials reiterated that it does not have sufficient
number of Spanish-speaking agents to mandate Spanish language ability
for positions in Mexico. With the escalation of cartel-related violence and
the emphasis of Project Gunrunner, the need for ATF staff in Mexico has
risen (Figure 9). The number of stall as of June 2010 was more than four

38 Certified Explosives Specialists are ATF agents who investigate violations of
federal explosives laws. Explosives Enforcemeni Oificers specialize in expiosives and bomb
disposal, provide explosives device determinations for criminal prosecutions, and conduct
explosives threat assessments of vuinerable buiidings, airporis, and national monuments,
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assign more staff to Mexico.

Figure 9: ATF Permanent Staff Assigned in Mexico,
FY 2001 through 2010
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Number of ATF Staff in Mexico
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Note: Number of permanent staff at the end of each fiscal year (as of
June 2010).

Source: ATF International Affairs Office.

Yet, in response to recruiting difficulties, ATF has been relying on
temporary duty (TDY) personnel in Mexico rather than permanent staff. As
of June 2010, ATF had 13 permanent or TDY staff assigned in Mexico, of
which 5 were on TDY status. ATF permanent stafl in the Mexico Country
Office told the OIG that although they appreciated the assistance of the TDY
staff, permanent stalff were more effective because they would be in Mexico
long enough to build effective relationships with Mexican counterparts and
learn the culture. The ATF staff in the Mexico Country Office also said that
it takes time for personnel to adjust and settle into living in Mexico, and the
cost of sending TDY staff to Mexico is much higher than that of a permanent
posting.

Building working relationships with Mexican law enforcement and
government officials is important to the success of Project Gunrunner.
When ATF personnel are assigned to Mexico for less than a year, it makes
building effective relationships very difficult. The impact of the lack of
stability of ATF permanent staff in Mexico is compounded by the often high
turnover rate of Mexican law enforcement personnel. As an anti-corruption
measure, many Mexican law enforcement positions rotate personnel

frequently; as often as every 6 months. ATF officials told us this also affects
their relationship with Mexican law enforcement.
U.S. Department of Justice 85
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that would encourage qualified ATF taii to come to Mex1co They
suggested, for example, reclassitying the positions in Mexico. ATF Assistant
Attachés in Mexico City are GS-14s. In the United States, a GS-14 ATF
agent is a supervisor of an enforcement group (Group Supervisor or
Resident Agent in Charge). In ATF, serving as a supervisor is required for
promotion to the GS-15 level. However, assignment as a GS-14 Assistant
Attaché in Mexico does not count as a supervisory position. One Assistant
Attaché in Mexico cited this as being the primary reason he had decided to
transfer back to the United States. Similarly, time spent in Mexico does not
count as “hecadquarters time,” which also helps in advancing within ATF,
according to agents we interviewed. ATF agents suggested that Mexico
assignments should count as a supervisory assignment or a headquarters
assignment, or both.

In response to a draft of this report, in September 2010 ATT reporte
that all permanent positions in Mexico receive “headquarters credit” for
their tour of duty in Mexico. Further, ATF reported that it will upgrade the
Attaché position to the Senior Executive Service level to provide that
position with greater influence in interactions within ATF, and with
U.S. Embassy staff and the government of Mexico.

=

Bonuses are another incentive that could help attract stafl to Mexico.
Currently, DEA and FBI personnel qualify for, and receive, “Danger Pay,”
which provides increased compensation when assigned to one of several
cities in Mexico and other locations throughout the world.®® This incentive
is also used by the Department of State and other government agencies with
staff in areas eligible for Danger Pay. However, at the time of our site visit
to Mexico City in March 2010, ATF staff in Mexico were not receiving Danger
Pay.

In response to a draft of this report, ATF informed us that in March
2010, the U.S. Department of State authorized Danger Pay of 15 percent for
ATF stafl assigned to Monterrey, Tijuana, and Ciudad Juarez. ATF reported
that staff in those locations began receiving the pay effective March 14,
2010. Additionally, ATF reported that, as an incentive, all ATF staff
assigned to Mexico began receiving “Difficult to Staff Incentive Pay” of
15 percent in December 2009.

Also, ATF staff in Mexico noted that the current 3-year tour of duty in
Mexico is an onerous obligation. The potential of violence in Mexico creates

%9 According to the U.S. Department of State, Danger Pay is additional
compensaition above basic compensaiion for service at designated Danger Pay posis where
civil insurrection, terrorism, or war conditions threaten physical harm or imminent danger
1o all U.S. government civiiian employees.
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and Department oﬂ1cxals told us that other tederal agencies often send staff

on 2-year tours, which can be extended a year.

ATF’s Mexica Country Office requires stronger intelligence collection,
analvsis, and dissemination capabilities.

ATF’s Mexico Country Office does not currently have the capability to
collect, analyze, and disseminate all available intelligence from weapons
seizures occurring in Mexico. ATF personnel in the Mexico Country Office
focus their cfforts on responding directly to scizurce incidents in Mcxico,
collecting crime gun information in conjunction with Mexican officials,
initiating traces, and receiving intelligence on suspected traffickers from
Mexican law enforcement. According to ATF officials, there are usually
about 120 to 150 gun seizures in Mexico per month. However, the small

e o & AMT MV MMy sy em bamer £ 3EF AN 1remnhila +n wncen e A 0 a1 TS |
Stdil 111 1 1H'S MICXICO LOoun Yy wsiniLc LD uliaulic L 1oopuliu v all DCJ.LLII CS ana

keep up with the analysis of intelligence and information.

ATF’s process of collecting and analyzing information on weapons
seizures in Mexico is insufficient to develop intelligence to support firearms
trafficking investigations. When Mexico Country Office personnel receive
firearms seizure data from Mexican officials, the staff enters the data into
eTrace. Olffice staff attempts to enhance this intelligence with additional
information from Mexican law enforcement. However, this effort is limited
to ATF staff because the Foreign Service Nationals assigned to the Mexico
Country Office are not authorized to access ATF databases and therefore
have limited ability to assist with analyzing intelligence for dissemination
within ATF. Consequently, Office staff cannot collect information on many
firearms seizures in Mexico. ATF representatives at EPIC also collect
Mexican crime gun information from open sources such as Mexican
newspapeis and iepoits. Gffice of Strategic Intelligence aind Inforination’s
Southwest Border Field Intelligence Support Team links EPIC’s information
with additional intelligence and, when appropriate, sends the intelligence to
agents in the field as investigative leads. However, information collected by
EPIC often duplicates information already known by the Mexico Country
Office.

In its Operations Plan for 2010, the ATF Mexico Country Office
identified a strategic goal to improve coordination, communication, and
information sharing on firearms seizures between U.S. and Mexican
agencies. To meet this goal, the Operations Plan identified a requirement to
assign a new, full-time ATF analyst to work with the Mexice City Intelligence
Community Group, a multi-agency intelligence group located at the
U.S. Embassy in Mexico City, Although the DEA has full-time
representation in this group, no one from ATF’s Mexico Country Office
participates as a fuii-time member of the group. We believe that the
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dissemination capability at the Mesclco Country Office would respond
directly to information sharing concerns expressed to us by officials in
Mexico.

ATF faces difficulty in coordinating with Mexican law enforcement
officials to implement Project Gunrunner.

Despite ATF’s efforts with Project Gunrunner, lack of coordination
within the government of Mexico is hindering the success of Project
Gunrunncr. Howcever, we found that a pilot program of assigning a Mcxico
Attorney General’s office representative to the Phoenix Field Division has
helped communication and information sharing between ATF and Mexican
officials.

We found that senior Mexican law enforcement officials were often not
fully aware of Project Gunrunner’s goals, the results it has achieved, and
how the program can help reduce firearms trafficking into Mexico. For
example, some Mexican officials we interviewed were not aware of Project
Gunrunner’s successes or of the databases and information systems used to
support the project. One Mexican official asked the OIG, “What is it [Project
Gunrunner] exactly? Is eTrace part of it?” He complained that Project
Gunrunner is a term used as a “political reference point” but that he
“cannot see the effects of it.” ATF officials agreed that ATF is having
problems communicating its strategy and success stories to Mexican law
enforcement officials. The ATF Attaché in Mexico City noted the challenge
in measuring the impact of Project Gunrunner and that it is impossible to
quantify the number of guns that ATF prevented from entering Mexico as a
u::buu Ul Cll.lUJ. Ceineiit dJ.J.LL ICC,ULdlUl y p]. Ubl dills. ULUCl ﬂl I‘ UlliCiEle
acknowledged that ATF has not adequately communicated about Project
Gunrunner with Mexican law enforcement officials. One Southwest border
Special Agent in Charge said, “I don’t think they [Mexican law enforcement]
really understand what we do.” He stated:

We as an agency have failed to show them our success storics.
‘For the information you gave, this is what it has actually
resulted in.”. . . I think if we did a better job on our part, it
would help. Those guys want to know what that information
they are providing is doing, they want to see results, and [ don’t
think we [ATF] are doing that. . . . They would show some

gratification and satisfaction and say, ‘Hey, that worked. We
annnpd this guy from r'n‘nﬁn‘m guns ’
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to deal with multiple agencies and can slow information sharing.

U.S. officials we interviewed also referred to problems in coordination
among the various Mexican law enforcement agencies responsible for
combating firearms trafficking. U.S. officials described being asked to serve
as intermediaries and to mediate disputes between Mexican agencies.
Because there is no equivalent to ATF in Mexico (a federal agency with
jurisdiction over firearms crimes), several different Mexican law enforcement
agencies work on these crimes, including the Mexico Attorney General’s
office, its intclligence branch CENAPIL, the Mcxican military, and the
Secretariat of Public Security. While noting that the lack of coordination
among Mexican law enforcement continues to be a problem, U.S. officials
also told us that there recently has been significant progress in getting
Mexican law enforcement agencies to work together, especially at meetings

Tilron LY A veinn oy
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We found that that the monthly U.S.-Mexican GC Armas meetings
have to some extent improved information sharing between ATF and the
government of Mexico. The meetings are intended to coordinate joint U.S.-
Mexico operations related to the detection, monitoring, and detention of
firearms trafficking suspects crossing the border. According to U.S. and
Mexican law enforcement officials, the meetings have become an important
tool for agencies to share information. At the meetings, agency
representatives discuss their ongoing investigations and significant events.
They also frequently make requests and discuss planning for training and
intelligence needs. The Mexico Attorney General’s office also provides ATF
with a report of gun seizure information to be entered into ¢Trace.

According to officials from the Department of State and ATF, although
theie are probiems with tiust, and reseivations about sharing inforination,
the U.S.-Mexican GC Armas meetings are developing into an effective venue
for sharing intelligence and information.

Information sharing between Mexican law enforcement and ATF could be
improved by embedding a Mexico Attorney Ceneral’s representative in each
of the ATF’s Southwest border field divisions.

Beyond the ad hoc relationships formed by border liaisons, the Mexico
Country Office’s reliance on the formal officios process, or information
obtained from GC Armas meetings, ATF does not have a direct way to gain
information from Mexican law enforcement on firearms trafficking suspects.
However, in a pilot program in the Phoenix Field Division, a representative
from the Mexico Attorney General’s office is assigned to that division. This
representative is a bilingual prosecutor who works for the Mexico Attorney
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Phoenix Field Division by querying Mexican databases on information about
suspects and other leads. He also educates ATF personnel on Mexican law
enforcement and educates Mexican law enforcement personnel on ATF.

The representative told us, however, that he has been frustrated that
ATF has not been able to reciprocate the information sharing. Like his
counterparts in Mexico’s statements to us, the representative also cited the
need for more detailed information on suspected firearms traffickers who
are U.S. citizens. In July 2010, ATF headquarters staff told us that ATF is
drafting a Forcign Opcrations order that will address information sharing
protocols with the government of Mexico.

According to the Phoenix Special Agent in Charge, the Mexico
Attomey General’s office representative has shown “the benefit to each

st nhila 40 learrn oo nssean sxvlaos e vt irraler denman e 11wl
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flow of guns to Mexico.” One example that staff from the Phoenix Field
Division provided was proving the nexus of cases to Mexico, either through
sharing seizure information or information on a suspect in Mexico.
According to an Assistant Special Agent in Charge in Phoenix, this has
made the USAO more likely to accept cases that have such a nexus. The
representative also can provide information on interviews of suspects in
Mexico and other personal information such as criminal history and known
associates.

The Phoenix Assistant Special Agent in Charge said he endorsed the
idea of having a Mexico Attorney General’s office representative in each of
ATF’s Southwest border field divisions. A senior official from that agency
agreed the arrangement is beneficial and supported sending additional
representatives,

ATF has not integrated the Project Gunrunner activities of its four
Southwest border field divisions and its Mexico Country Office in a
coordinated aporoach.

To assess Project Gunrunner’s overall strategy, we reviewed ATF’s
June 2007 Gunrunner strategy, its 2009 National Firearms Trafficking
Enforcement Strategy and Implementation Plan, the 2009 firearms
trafficking implementation plans of ATF’s Southwest border field divisions,
and ATF’s Mexico Country Office 2010 Operations Plan.120 We found that

180 We reviewed the Phoenix, Dallas, and Los Angeles Field Divisions'
implementation plans. The Houston Field Division did not provide any implementation
pian, as of July 2010. The Mexico Couniry Office is not considered a field division and,
accordinblv did not publish a firearms trafficking iInplementation plan Rather, the Office

published a separate 2010 Operations Pian which addresses its role as a couniry team
Cont.
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coordination, joint operations and a t1V1t1es or intelligence sharing between
the field divisions and the Mexico Country Otfice. We believe this lack of
coordinated planning has contributed to various weaknesses in Project
Gunrunner, including unclear roles for border liaison personnel, inadequate
and disparate staffing in the Mexico Country Office, failure to focus on
complex conspiracy firearms trafficking investigations, and poor
coordination with U.8. and Mexican law enforcement agencies on both sides
of the border.

L Y Uit 3o wad. -iCXICo

For cxample, ATF’s Junc 2007 Gunrunncr strategy specifically
identified the need for a Project Gunrunner strategy that would unite the
elforts of the four Southwest border field divisions and the Mexico Country
Office to “affect firearms and ammunition trafficking to Mexican-based
criminal organizations in both the U.S. and Mexico” and to “coordinate

B e B B B e & chnwivsry evanl-n +ln e MM vers s

uuculscu.\,c and information-shar 1uv pPaCKages with the Mexico Cuuuuy
Office.” However, none of the plans that ATF provided to us fulfilled this
requirement, or explained how the Southwest border divisions and the
Mexico Country Office would work together.

We found that Special Agents in Charge of the Southwest border ficld
divisions we visited did develop internal plans to guide their respective
Project Gunrunner regulatory and enforcement activities in their field
divisions. However, these plans did not address coordination with the ATF
Mexico Country Office. That Office is only briefly mentioned in one
Southwest border division’s firearms trafficking implementation plans and
the plan does not specify how or under what circumstances division staff
are to coordinate with the Office. Additionally, although the Mexico Country
Office’s 2010 Operations Plan states that the Office will assist in the
interdiction of illegal arms being trafficked to Mexico, the plan makes no
ieference to Project Guinirunmneri. ¢}

Further, the majority (20 of 33) of the Southwest border field division
agents, m‘rellwenrp nerqrmnel and annpr\ngnrs we interviewed told us ‘rhev
had never heard of ATF S 2009 Natlonal Fircarms Trafficking Enforcement
Strategy and Implementation Plan, or that they had heard of the Strategy or
Plan but believed they had no impact. Staff of the ATF’s Mexico Country
Office also expressed concerns about ATF’s lack of an integrated strategy
and stated that the Southwest border field divisions communicated poorly

with them and each other. One Mexico Country Office official we

member at the U.S, Embassy. ATF Mexico Country Oflice Operations Plan for 2010,
“Benefits to Mission” (undated).

101 Appendix IV provides an overview of the implementations plans provided us by
ATE s Phoenix, Dallas, and Los Angeles fieid divisions.
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divisions don’t talk to each other. There is no exchange of information.
Right now, the system |to exchange information| is broken.”

ATF has drafted a new strategy relating to Project Gunrunner.

In September 2010, after we provided ATF with a draft of this report,
ATF issued a revised strategy for combating firearms trafficking to Mexico
and related violence. ATF’s new strategy included 13 key elements of a
revised approach to combating cartels, such as closer coordination with
other law enforcement agencics, particularly related to intelligence on drug
cartels; the need to improve intelligence collection, sharing, and analysis
and the prioritization of leads; improved coordination with Southwest border
field divisions and the Mexico Country Office, including the use of Border
Liaison Officers; focusing investigations on complex conspiracy cases and
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investigative coordination and intelligence sharing with Mexican law
enforcement, including on gun tracing.

ATF’s strategy document recognizes the need to address many of the
shortfalls we found in our review. However, the strategy document does not
provide detailed information on how ATF will implement and monitor efforts
to improve operations in the key areas it identified. We believe ATF’s
development of an implementation plan — with defined goals, specific
actions, and resources — is essential to the successful implementation of
improvements discussed in the September 2010 cartel strategy and also to
ATF’s overall effort to combat firearms trafficking to Mexico.

Recommendations
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13. Develop better information sharing and intelligence analysis
capahility at its Mexico Country Office,

14. In coordination with the Mexico Attorney General’s office,
evaluate the mutual benefits, roles, and information sharing
protocols of the Mexico Attorney General’s office representative
pilot program to determine whether to expand the program to
each of ATF’s Southwest border field divisions.

15. Ensure that the reforms discussed in ATE’s September 2010

document entitled “Project Gunrunner — A Cartel Focused
Strategy” are fully and expeditiously implemented,
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In implementing Project Gunrunner, ATF has increased severa it
key investigative and mspectlon program aCthltleS such as the numbe rs of
cases referred for prosecution involving firearms trafficking to Mexico that is
fueling deadly violence along the Southwest border, traces of firearms from

Mexico, and gun dealer compliance inspections along the Southwest Border.

However, we found significant weaknesses in ATF’s implementation of
Project Gunrunner that undermine its effectiveness.

ATF does not use intelligence effectively to identify and target firearms
trafficking organizations on both sides of the border. ATF could improve in
four intelligence-related areas.

For example, we concluded that ATF needs to better coordinate and
share sirategic intelligence with the governiment of Mexico and witl its
U.S. law enforcement partners. In this effort, ATF should develop processes
to systematically exchange timely and relevant intelligence with these

agencies on both sides of the border.

ATF also needs to improve its own internal processes for collecting,
analyzing and disseminating intelligence sent to field agents. ATF Field
Intelligence Groups should work with their respective Southwest border
enforcement groups to develop guidelines for the production of timely and
relevant investigative leads. ATF managers need an automated system to
track, monitor the outcome of, and evaluate the usefulness of, investigative
leads.

[n addition, ATF needs to improve its sharing of firearms-trafficking
related information and techniques within its intelligence structure. ATF
SUuth\l'\'eDl. bUl dCl in LCLIIECJJ.L,C PCJ. DUJ.J.II.C} LlCCd Lo ITIoTE J.Ul.ll.]..l.].Cly c;\bhaubc
information, analytical techniques, and best practices within and across

field divisions.

ATF also needs to revisit its implementation of a key component of
Project Gunrunner — the Border Liaison Program. We found that the
liaisons need to coordinate their cross-border activities between their own
field divisions and ATF’s Mexico Country Office and need their roles more
clearly defined.

Project Gunrunner’s investigative [ocus has largely remained on gun
dealer inspections and straw purchaser investigations, rather than targeting
higher-level traffickers and smugglers. As a result, ATF has not made full
use of the intelligence, technological, and prosecutorial resources that can
help ATF’s investigations reach into the higher levels of trafficking rings.
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higher levels of firearms trafficking rings.

w

ATF did not effectively implement Project Gunrunner as a multi-
agency program. Despite the existence of an MOU between ATE and ICE,
collaboration between the agencies, which share jurisdiction over firearms
trafficking, must be improved. ATF needs to provide supplemental guidance
to field supervisors on the coordination of pertinent and necessary
information in areas of concurrent jurisdiction between ATF and ICE.

ATF is unablc to generate timely, actionable intelligence on suspected
firearms traffickers, in part because it cannot obtain accurate crime gun
trace data Irom Mexico. Many crime guns seized in Mexico are not traced,
and the percentage of traces successfully conducted is low and declining.
Even when traces succeed, the results are often untimely and cannot be
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communicate ATF’s Project Gunrunner strategy and the successes from
tracing information provided by Mexican agencies, to Mexican law
enforcement authorities.

ATF has been unable to respond to many training, support and
information requests from government of Mexico agencies, and does not
have the staff it requires at its Mexico Country Office to fully do so. Nor has
ATF fully integrated the activities of its Southwest border field divisions and
the Mexico Coun‘rrv Office. ATF needs a better information sharing and
intelligence capability in its Mexico Country Office and to integrate activities
with the Southwest border field divisions.

In this report, we make 15 recommendations to ATF to help improve
their efforts to combat firearms trafficking from the United States to Mexico.
anf«nq Allsr o rosAnmmand that ATR-
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1. Coordinate with the government of Mexico, the CBP, DEA and
ICE to ensure systematic and regular exchanges of strategic
intelligence to combat firearms trafficking to Mexico.

2.  Work with the Department to explore options for seeking a
requirement for reporting multiple sales of long guns.

3. Ensure that each Southwest border firecarms trafficking
enforcement group develops and regularly updates general
guidelines for their Field Intelligence Group to follow that specify
the most useful types of investigative leads.

4. Develop ain automated process that enables ATF managers to
track and evaluate the usefulness of investigative leads provided
to firearms trafficking enforcement groups.
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intelligence personnel to routinely exchange intelligence-related
information in accordance with ATF Order 3700.2A and the
Intelligence Collection Plan.

6. Develop a method for Southwest border intelligence personnel to
regularly share analytical techniques and best practices
pertaining to Project Gunrunner.

7. Formalize a position description that establishes minimum
expectations regarding the roles and responsibilities of border
liaisons.

8. Focus on developing more complex conspiracy cases against
higher level gun traffickers and gun trafficking conspirators.

9. Send guidance to field management agents, and intelligence staff
encouraging them to participate in and exploit the resources and

tools of the OCDETF Program, as directed in the Deputy Attorney
General’s cariel strategy.

10. Provide guidance to ATF field supervisors and agents to better
coordinate with ICE, including direction on how to “coordinate all
pertinent and necessary information” in areas of “concurrent
jurisdiction,” as defined in the memorandum of understanding.

11. Work with the government of Mexico to determine the causes of
unsuccessful traces and develop actions to improve the rate of
successful traces.

12. Regularlv and more effectively communicate AT’s Project
Gunrunner strategy to Mexican law enforcement authorities,
including the value of gun tracing and the successes involving

information or tracing information provided by Mexican agencies.

13. Develop better information sharing and intelligence analysis
capability at its Mexico Country Office.

14. In coordination with the Mexico Atlorney General’s oflice,
evaluate the mutual benefits, roles, and information sharing
protocols of the Mexico Attorney General’s office representative
pilot program to determine whether to expand the program to
each of ATF’s Southwest border field divisions.

15. Ensure that the reforms discussed in ATF’s September 2010
“Project Gunrunner — A Cartel Focused Strategy” are fully and
expeditiously implemented.
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2005 June Project Gunrunner pilot project in Laredo, Texas.

2006 April Project Gunrunner official launch date.

2008 January Expanded Project Gunrunner by adding 58 staff to the
Southwest border field divisions, 3 additional staff to EPIC, and
deploying eTrace to all U.S. consulates in Mexico.

June Merida Initiative signed into law, allocated $2 million to expand
Spanish elrace throughout Mexico and Central America.

2009 February The Recovery Act signed into law, allocated $10 million to ATF
for Project Gunrunner.

Maich White House announced enhanced action at the Southiwest
border and the relocation of 100 personnel to the Southwe
border for 120 days via Gun Runner Imipact Teams.

June Supplemental Appropriations Act of 2009 allocated an
additional $6 million to ATF for Project Gunrunnetr.

September New Gunrunner Teams established in E1 Centro, California;
McAllen, Texas; and Las Cruces and Roswell, New Mexico.

December Spanish eTrace piloted in Mexico.

2010 June Deploy Spanish eTrace to Mexican state police laboratories.

(In progress)

August Emergency Border Security Supplemental Appropriations Bill of
2010 allocated $37.5 million to ATF for Project Gunrunner.
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(Anticipated) | (89% complete as of June 2010).

New ATF offices in the U.S. consulates in Tijuana and Juarez
(75% complete as of June 2010).
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The information below was aobtained from ATF’s official position
descriptions and interviews with ATF staff.

Special Agent (agent) federal law enforcement officers who generally
investigates criminal violations of federal laws that fall under the
jurisdiction of ATF such as arson and explosive cases, convicted felon in
possession of a gun, alcohol and tobacco crimes, and firearms trafficking.
They contribute to Project Gunrunner by investigating crimes linked to
firearms trafficking to Mexico, securing indictments from the Assistant

United States Attorneys, and arresting the individuals. Such crimes include
guns arnired hv atraws nnrphaqprq Pnrrnr\f gun dealere Qnr] cONQNItacy
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firearms trafﬁckmg cases.
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ndu_sffv Oneratione Investicator O‘P‘hPI“Q”V conducts 1ne‘n9r‘hn‘n<: of new

neratiane Investigator generally conducts inspections of new
gun dealers and federal explosmes llcensees by reviewing records mventory,
and the licensee’s conduct of business. They are aiso responsibic for
training gun dealers on the relevant laws as well as detecting and
preventing firearms trafficking by noticing indicators and suspicious
behaviors. Industry Operations Investigators have an important role in
Project Gunrunner to educate gun dealers to avoid selling guns to suspected
firearms traffickers, provide intelligence and make referrals to ATF agents
when suspected firearms trafficking activity is taking place, and assist with
the analysis of gun dealers and the records they keep.

Intelligence Research Specialist performs in-depth intelligence analyses
in support of ATF operations. They provide intelligence products such as
link analvses, visual investigative analyses, and telephone toll record
analyses to provide ATF staff with information about ongoing or emerging
investigaiions. inteliigence Research Specialisis aiso act in liaison and
coordination functions both within ATF (with headquarters and other field
offices) as well as with external partners, such as other federal law
enforcement.

Investigative Analyst functions in an investigative and research support
position for ATF which includes compiling information from ATF databases
on criminal leads and compiling reports for the use of ATF staff.
Investigative Analysts also perform many of the administrative functions for
an enforcement group or field office.

Area anaﬂﬂxnr tvnmallv manages a groun of about 10 lndne‘rrv Oneratinng

~- v me . LY oA~ TRaa Y A TIlA ARG

In\*estlgators although these Industrv Operatlons Investigators are
irequently dispersed throughout saieliiie offices. In addition to managing,
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Investigators to inspect gun dealers as well as explosive dealers and, when
needed, receives referrals for criminal investigations from Industry
Operations Investigators and passes them on to the intelligence group.

Group Supervisor typically manages a group of about 10 agents who
comprise an enforcement group. He or she provides guidance and
supervision for criminal investigations and distributes work to these agents,
often based on referrals from intelligence and industry operations. A group
supervisor can also be called a “resident agent in charge” when the head of
an enforcement group located in a city that is not the field division
headquarters.

Director of Industry Operations is in charge of all the Industry Operations
Investigators and area supervisors within a field division. He or she
determines where to locate staff within the field division and decides which

onn dealoerce are inanacted nianally haced an the time cinre the lact
HULL ULCUILL O LU L LUIORPUL UYLy WOoUCULY 0L U VLD LD LY OLLLLL LG ddoL

compliance inspection.
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Organization/Division Position

A;["F;'Headquancrs . Chlef F1rearms Programs Division. Office of Fleld
Operations

Chief, Firearms Operations Division, Office of Field
Operations

Chief, Criminal Intelligence Division, OSII

Field Intelligence Support Branch, Criminal Intelligence
Division. OSII {x4)

Program Manager, N-FOCIS Branch

Chief Office of International Affairs

AeaaaTh, S aaaUT UL LA lTL AR DTS Saaias

Chief of Staff, Office of Training and Professional

Naualanen ant
ATV AV fFLALL AL L

Staff member, Special Operations Division

Deputy Assistaiit Director, Meld Operations (West)
National Tracing Center Chief, and Deputy Chief, National Tracing Center
Branch Chief, Law Enforcement Support Branch
Supervisory Analyst, Information Systems Analysis
Group

Branch Chief, Industry Records Branch

Program Analyst, Firearms Tracing Branch,
International Trace Section

Violent Crime Analysis Branch Branch Chief

Los Angeles Field Division Special Agent in Charge

Assistant Special Agent in Charge (x2)

Director of Industry Operations

Area Supervisor

Industry Operations Investigator

Field Intelligence Group Supervisor

Intelligence Research Specialist

Industry Operations Intellisence Specialist
Tracing Specialist, Regional Crime Gun Center
Group Supervisor, Glendale

Regident An‘nﬂf in (‘hargn San n1ngn

A

Resident Agent in Charge, El Centro
Special Agent, Glendale

Special Agent, San Diego

Border Liaison Officer

Phoenix Field Division Special Agent in Charge

Assistant Special Agent in Charge (x2)
Director of Industry Operations

Area Supervisor (x2)

Field Intelligence Group Supervisor
Intelligence Research Specialist/e-Trace Coordinator
Intelligence Agent, Field Intelligence Group
Group Supervisor

Special Agent (x2)

Dallas Field Division Special Agent in Charge
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Director of Industry Operations

Area Supeivisor

Field Intelligence Group Supervisor
Intelligence Research Specialist
Industry Operations Intelligence Specialist
Group Supervisor, Dallas

Group Supervisor, Fort Worth
Special Agent (x4)

Mexico Country Office Attaché to Mexico

Assistant Attaché (x2)

Special Agent

Intelligence Research Specialist
Foreign Service National (x4)

Drug Enforcement Staif Coordinator, Operations Division, Office of Global
Administration Enforcement, Mexico and Central America Section
Mexico-Central America Intelligence Unit Chief, DEA
Office of Strategic Intellisence

Assistant Special Agent in Charge, Los Angeles Field
Division

Assistant Special Agent in Charge, Phoenix Field
Division

Assistant Special Agent in Charge, Dallas Field Division
Regional Director, Mexico and Central America
Division, Mexico City, Mexico

Immigration and Custom Chicf, Office of Investigations, Contraband Smuggling

Enforcement Headquarters Unit; Program Manager, Operation Armas Cruzadas
Assistant Special Agent in Charge, Los Angeles Field
Division

Speciad Ageit in Charge, Phoeiux Field Divisioi
Special Agent, Dallas Field Division

Deputy Attaché, Mexico City, Mexico

Customs and Border Protection | Director, International Affairs Office; International
Headquarters Affairs Officer, International Affairs Office: Program
Manager, Office of Field Operations; Assistant Chief,
Southwest Border Division, Office of Border Patroi;
Officer, Office of Border Patrol; Policy Advisor, Office of
Policy and Planning; Liaison, Office of Air and Marine;
Liaison, Office of International Affairs; Liaison, Office of
Border Patrol; Liaison, Office of Training and
Development

Acting Assistant Director, Border Security, Los Angeles
Field Office

Lead Border Patrol Agent, U.S. Border Patrol, Marfa
Sector Intellisence, Sierra Blanca, Texas

Special Operations Supervisor, Canine Unit, El Paso,
Texas

Assistant Director for Border Security, U.S. Customs
and Border Patrol, Tucson, Arizona

Yuma Sector Chief, U.S. Border Patrol
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Executive Office for United

Qéntncy Adénsmn ncran
PILALLD JIALLULLIUY D

Project Safe Neighborhoods National Coordinator

U.S. Attorney’s Office for the
Central District of California

Project Safe Neighborhood/Assistant United States
Attorney; Assistant United States Attorney

U.S. Attorney’s Office for the

Northern District of Texas

Deputy Criminal Chief

U.S. Attorney’s Office for the

Eastern Disirict of Texas

Assistant United States Attorney

U.S. Attorney’s Office for
Arizona

United States Attorney for Arizona and Assistant
United States Attorney

Criminal Division

Deputy Assistant Attorney General

International Affairs Office

Department of Justice Attaché to Mexico

Office of Overseas Prosecutorial
Development, Assistance, and
Training

Chief and Deputy Chief

Department of State

U.S. Ambassador to Mexico; Deputy Chief of Mission,
U.S. Embassy in Mexico City

Merida Coordinator, Bureau of International Narcotics
and Law Enforcement Affairs

Deputy Director and Drug Interdiction Program
Coordinator, Narcotics Affairs Section, Mexico City,
Mexico

Assistant Regional Security Officer. Mexico City. Mexico

Government Accountability

_| Washington DC

GAO Analyst-In-Charge, International Affairs Section,

Mexican Military

Senior Officers

PGR

Assistant Attorneyv General for Special Investigations
and Organized Crime, representatives from the Special
Unit for Investigation into Crimes Against Health and
the Special Unit for Investigation of Terrorism, Arms
Stockpiling and Trafficking.

PGR-CENAPIL

Director of CENAPI along with representatives from the
Feneral Analysis Against Crime, Office of International
Analysis, Office of Weapons and Armed Groups, Office
of Information againat Kidnapnings and ather Crimes,
Directorate of Firearms and Explosives.

PGR-CENAPI Representative to ATF Phoenix Field
Division

Secretariat of Public Security

Representative from the International Affairs Office (x2)

Mexican Secretariat of Foreign
Affairs

Representative from the Directorate of North America
{x2)
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FIREARMS TRAFFICKING IMPLEMENTATION PLANS
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Phoenix

Developed a strategy of intelligence-lead policing whereby the
Ficld Intelligence Group will analyze and disseminate leads, as
the point of contact for other field divisions and agencies.

Two agents each dedicated full time to the Phoenix and Tucson
OCDETF.

Border liaison officers in Phoenix, Tucson, and Yuma, Arizona.

Embedded a representative from the Mexico Attorney General’s
office (CENAPI).*

Conducted a conference call with Los Atigeles and San Francisco
Field Divisions.

Industry Operations would target high-risk gun dealers for
inspections based on risk factors found through inteiiigence.

Dallas

1]

Field Intelligence Group will coordinate trafficking intelligence to
appropriate field offices, within ATF including the Mexico Country
Office and Southwest border Field Intelligence Groups. and other
law enforcement.

Field intelligence Group will be the conduit between law
enforcement and Industry Operations, with regular collaboration
between the two.

Border Liaison officer in El Paso, Texas.

Due to close proximity to the border, agents work closely with
other federal agencies (DEA and ICE) and local police.

Train and coordinate U.S. Attorneys and local prosecutors, to
ensure that cases are successfully prosecuted.

Tridrrateer Onavatinnea unll Anndrint fasiiaad 1«\:«\;"\#1:\4«:‘ A M1
LRGUSUY UPOrations Wi COnduct IoCUSSh mSpoCtldils S guil

dealers who show indicators of firearms trafficking.

Los Angeles

Field Intelligence Group will analyze information and leads to
assign to field offices for investigation.

Conference calls will be conducted between the Los Angeles, San

F‘roﬂrwer«n and Phaaniy field divicione for coordination and
rancils ang o ang

mformanon sharing between field divisions.
Border liaison officer in San Diego, California.

Firearms trafficking group (San Diego I) works with local law
enforcement, ICE, the FBI, and through the horder liaison,
Mexican law enforcement

Will coordinate with U.S. Attorneys and county District Attorneys
to address issues in cases so fast and successful prosecutions
can occur

* The representative from the Mexico Attorney General’s office was a pilot program that was
to be evaluated in summer 2010.
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EXPLOSIVES’ AMENDED RESPONSE

0.8, Department of Fustice

Bureas of Mmiml‘ Tiia;:m,
Fireapmeand Byplosives
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Wagksen, DO RIS

Tokoder 21, 2000

. Michasd B Grdledps-
Assishant Inspector Gunersd for Bvaiuzdion sad Tnspections.
{inited Baes: Trepartnent of hustive

Difice olihe Inspector (General

1425 Now Yook Avoid, MW
Safesin

Wishisgton, DG 20330

Dhear Mr. Gulledge:

The Bobeniaf Alcohel, Tabzoco, Firostns and Explosives (AT app;ecmtm, the oppoctonity 10
wy :ux gm \wmmgt DI ;jzi':’ Ui},h,d: oﬁ thz, !,\as]wctr«r umam* {(h ) fa'mai dvaft m;x»ri eritled.

Y gau sﬁwiw
cam pitscmﬁ m\phcuma iamm

dox.ei :;; gm nca::i ck«ailmms i the

Oftices. {LISAOs) h} 5486, ti}u msmbu‘ of e de\.ic: camphai),cz msp@. fons aluné il’iu Sou‘i; skm
Border by 133%: the mumber of compliancs tnspestion hooss worked By 1A%, md shr_,. number
o ATE Industis Qp;z,,mums;xafmai setdem ﬁ;’i‘i mmium zmmmgﬁ’m‘s by 47
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Michae] D. Gaikdge

o 1,256 defendants have been recommended for prosecution.

« 5457 firsarms and $35,262 rounds of ammimition that are not in Mexica or being used in
crimes of violence because they are in ATF evidence vauls.

under the s&gpm:ssen of the court for an avergge of 41 months

+ 233 defendants hnve been convicted and swait their sentence.

s;harges rciattd 1 "areaxms trafﬁc&mg

. m cﬁuzsa&eieé aﬁ?&awﬁm -mwfm

_members ]miusu}* (}germmm lnvesugatﬂrs (Iﬁisj Encated cuthcr the ﬁrearms o thg
records to-confivm the disposition of 43,249, ar 7% of the missing firearms.

»  ATF's [O5s reviewed over | mitlion firearm trangaction records 1o both validate their
cosrect and accurat complctmn #s weil as giean investigative Teads: tegardmg patterns of
mlrc’raawsee

‘f\h‘l‘t“m f‘t !&lh‘t ;uxm Fal lu C.!\‘“O‘ & \m PRITEITINIEN A ;.m
grm&a: m d&iMuuW.!l. samus:u fl\\l-)ﬂ&. 3 AU IR LD M PRI hnd R T JAR uswnnsg

RECOMMENDED FOR PR{}SE(Z{}'HGN FY 2006 THROUGH FY 200873

Review'of the Ganranner program requires m—éemh knowledge and understaaémg of the context
w whzch the Gunmnmr pmgmm mssdes the avmiabis mnmes, ami the iumtamns 1mposed tm
we heheve some of those areas would have beneﬁued fmm A mbre: comprehens:w review ami
anatysis; For example; the absence of substantive interviews of the current.or former Assistant
Director for Field Operations, the Assistant Director for Sirategic InteHligence andt Information
{0810, the Deputy Assistant Director with responsibility for Project Guorunner (including the
wux Sozzihwest Bm'dex fieid dwm&ns and. ATP’S foice of intematmnai ﬁ&i’faxz's}s or t}m Dcpuiy

y]ans fvr &w p:ﬂgmm
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. Assistant Inspecmr Genpral for Evaluationand Inspections
Michsel D, w:maga

"?Qﬁ:eamsmﬂ_l

”'zsatocusad mbsetofﬁ'i-“ -f: mgmm mmduc&

Whils the QIO report refects the smount and approximiate Nming of the sppropristed funds
rccmwd 1o suppott Projact {mmmneg* it fazls ia pmw&e the fuii f&admg cemm nsf zém

ﬁmﬁmg fi}r Pm; e:ct Gﬁamm aa Bsia:ch 3, 2{1{}9 smd ﬁns mvmw was wtxated 48 kag day%

s A B B SR e e i

Youidnw dho Ao adiaad i a -
&ﬁ“g fsm ‘-‘&\3 & i’v"“ﬂh Wé&‘& {3&’53\!@&{31& L&ﬁ \53« WW& n &a mwmm 3" 3‘”}&’«& vwnwum R m

ym baxigm, A‘I’{? mdimwei basa baéget wseams and 5# b{?&ﬂlﬂl agam and 32 indmfr?
agmanuns mvesugamr pmmmﬂ o ?mgztct Simmer abs»mt m\* BEw: ﬁmﬁmg Ia t%se car} y:

Maxma ong ;am&aea& bisis was 3imp!y 0t pfmaiale

S8

Tnivavh: imb {‘lf("“n Mn&nn#ﬁhnﬂ n‘f‘ iﬁu& an T hirrvidine %ﬁxﬂwf -aﬂs* i\iuh RS S S s
TN B IR 1 e BEISE N $AUFRA W PRI M #* SRR W uwwwauvg

and inmmoaai mﬁ?ng, onie might infor that ATF had ﬁaii acezess fo unconstrained wsoumees
- gnd that there are and were no challenges i ths expansmn 0!‘ Pm;am Gunmnnw To contrast,

ek T sdenPass: mmi ?ismﬁvm e ammdm! R Syike hmw hm h“ﬂiﬂi! Ehﬂi wi‘a&»ﬁ
LAt ‘( “‘ 9:‘“ m V'mx' -G

GO TE L R WREALLA K

- c%;sitﬁnges of trans Eemng fms:mg paxsanmi »ar gmuk%v Ewmg, izammg, msc:i plaa.mg new

fact, in March of 206'? ATF received fmdmg mzd axs%bmwnm for. ani} seven ¢f ﬂm 23
- personnel required to expand ATH's mtsﬁhgmae and inforeation sharing capabitities bmiz
domestically and. mtemmmalij Ths remaining i_ 5 ;m_;ﬁm W not ausizenmd gr &z;dazi
“befors FY 2014,

: Ein mmzy swmas 91 ﬂm :av;w, the QIG wm’m teads ic: lose sxgbt c}fﬁze mmpixia pu:;me of

: c’iﬁ:géfmi fm:&fms Wmumfgg,; 'f'fma s evadent i i discussion of §iﬂ§,ﬁr dsfendanl vesus:
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Michiel . Gulledge

complex cases and the mmp&rmve penalties received for drug trafficking versus fireams
teafficking cases. I both situations, the Jucus i on fiarmg wafficking raluted offensss. The
O dogs not address the substential and important wotk § memdmg maiy smg!c éefsndm&
sases) nadenaken 1o reduce violent crime. '

Purther, in thely review, !%xéit}z{? evalusted the number of crim mﬂ nitisted vadve Projest
Ganraner, kot did not address the many intelligence easts ATF ziwtziogaezé i support of Projest
Cunrunner 1o docunent seizbres of freamms in Mexice andior leads devieloped in the United
Seates. Wa helieve this omission uaderstuies the ATF's prosctive effonis in sd:imst:&g the

'm»ﬂimmm veisirassnre nl Meichng f Tsnsiinsar Mxiﬁ sl af ‘ﬁw mfamzsh;xﬁ i sl
“ﬁww ‘wwmm"“' “ DR Q ’V’Jw m“w“"ﬁ" “M VASAVELLT W AR A& ww

: -mﬁhgcnww e derwed ﬁ*@m open: smmaam mﬁmmm ﬁ*am Memw, thi& mfemﬁen
frequently omitted from & trace request B} mmg this mfﬁmim int N-Force, any ATF
m&ei%ggem& eaai}gss 8t Hwiqzmm, Bl ?&s& mﬁ:gama C:mwr {EPIC}, orin tha E’mki gaty

 Gunnnimr m'es%gaﬁmxs T ﬂlis way, M&xkam &ata, incmdmg ETO aﬁihmmm van e added o
fivearms trace date, 10 support on-going investigations or t penerate new investigative leads:

Z&; peneral, AT 1& mmme{z tis'at Hhis mmv does nod a&e@u&a’:} v reflect the &B&ii&;ﬁ% that &'x{'
United States and Mexican governments free f tyihg to rediace violence, puni teadficking and |

. drug wafficking afong and scross the border. Specifieally, thers hava been siguificant ehallenges
m%&e éiﬁ‘%xmses bcstwm m Mmc;mand {Xmm& Siams Eesgal 3}*3!5}3313, the mmstig&ws

, AT? has 8 dxstmci md pmmi hmtage of sharing information wath Stale and io-;ai pﬁh& bfﬁéem

s vindenterime. This s no differancs with oy

We m mmsﬁy aperating -y an un;amcﬁ&sm{i napamrv mM&x&a ﬁi‘id pm_ A»da mme asmm;ce

Sk & T R
. mgmﬁmg mmmm N“S&!UMR& NK& GR}N‘JMWR mswmim SJMK ‘?"W mmt; Viﬂ "‘5‘&“-& m

' Mexm:} has pot brm wz:imt Mimges, uwmdmg effccﬁw ﬁwﬁsg of mfe)rmanm

: and the Govetmnmt af Mmm axe &mgmév caiiabamng 10 BVErRamE.

During FY 2010 ATF developed an internel puiﬁmum sutiied, “Project Guoninner ~ A Carted
-Eacmd Sﬂmcgy A As ﬁm GIG notes m ﬂxear mmw, ﬁ:}s stmiegy a&&axﬁes must af %he

secommendations made below have a_imdy teen sddressed and the G_I_f.‘s?wié ot s ﬁwﬁri :
review, Nonetheless, ATF's response o the OIG's specific recommendations follows:
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Assistant Inspector General for Evalustion and Inspections
Michael D, Guiledge

ATF’s Rysponse to the OIG Revommendations

1. Coordinate with the gevernment of Mexico, the CBF, DEA and ICE 1 ensire systemitic
and regular exchanges of strategie intelligence to combat fireurms trafficking to Mexico.

AT concurs. ATF hes been and will eontinize to evaluate and refine protacols fur sharing
stxasegzc mtenxgmce with the Governeent of Mexico and our domestic partuers. For m&,

N Sy Ve 15 ¥ g, & RTINS I | Ny JSul TaNET

P, = Y EIY o FSO N, -
ALT S l‘fd&lﬂﬂfé AR [Eiecn3if {7y s.wrumam{ ray {IQH mcnuy mmcwu memanm; Wit v anu

CBP. ATP's National Coordinator attended the DHS “BEST™ conference in San Diegoin
August 2010 where he interfaced with program level personnef. The National Coordinator
continues to co-chair with an ICE representative the development and implementation of the
ONDCP Soutirsvest Bardef Counternarcatics Stretegy, Chapter 7, Weaponz. In ﬁeptamber 2010,

AP £t tand ¥ an Tyl aas S hind mod hin Fhcmatsmenme KIatianal Fanwdtmmbrnm To 4Tt
nll O W LTiAnal ulmbﬁv‘h% UH’EIW wvlw CEAGA LANG WJAAREEAQALAC | ERARLIMAN. Wi/ 2R WINL WI SRR,

meetings with ICE and CBP Southwest Border coordinators in Headquarters, Another
- coordination meeting 1% scheduled for October 2018 in San Dicgo.

In Qotober 2010, ATF participaied in a bilateral joint Mexico/United States conference hosted by
the United States Ambassador in Mexico City that focused on dismantling the tools of
trahsnational ¢rime. The Arms Trafficking workshop was chaired by the AT Deputy Direstor
and the Direcior of CENAPL The principal topics of discussien included the eTrace
implementation plen, the means and manrer of the transportation of firearms into Mexico, and
‘'strategic 2nd tactical information sharing,

Dmng :!ze wozishap, ATF agw:a 10 aw::leraie eTrace training to pu:&»léexmﬁed PGR personsel

e o Pl s amanan b dlen w el Ton Shoom dmeeanber
xuul.m I.ll wu Kﬂ UW 3{“&9& m anmw ﬂuu P]UV&\IU WG GUoEss 1\) 32 ¢ymm W CN &R :U& RIS ’

input of trace requests of seized firearms, ATF also offercd CENAPI to place a representative at
EPIC in ATF's Firearms and Explosives Intelligence Team to improve the fecilitation and
sharing of real ime actionable infoyrmation. ATF also agzeed to provide regular intelligence
bulleting, recentty created by ATF at EPIC that contain asgregate trace information that among -
other things will asgist with identifying firearms trafficking trends, These bulletins alsc contzin
information regarding ATF investigations including defendants, seizure, and other investigative
information.

ATF also encouraged Mexico 1o make wse of ATTs explosives expertise twough the Combined

Explosives Investipations Team for response is sxgmﬁcam explosives seizuzes or bombings to
assist with explosives identification and past blast investipation.
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- Assistant Taspestar Genersl for Bvaluntion and Tnspections
- Michoet D, Gulledge

& Woﬂ with ihe Deporimeni 1o m&m' wmrﬁ:r sepking «. rﬁgm‘rmwf for reg&r&ng of
mudtiple sales ofiaug guns..

:A’{F’s and ii:e anaﬁmai 5 an!hcrsty &’{F wﬂi exp!m t}ne iuli mg& af @pﬁxms to seaeﬁt
information regatding swdtiplo sabes oflong gung.

3. Ensure that cach Sowuthwest border fSréarms trafficking enforoement group W&p& and

regulerly updotes general guidslines for thelr Fiald ngmm szgp fo fokiow that specify
e post mfsm{ nm effimmﬁmm fmﬂ

. ﬁ?’;? crrrree: &W &> umﬁnnmm s nrmnnwﬁM mered tm" ﬁmss‘;mxn '!n vnxnﬁxw g&e ¢

WX AR R TN NBRAY N D A .OQ [ NERNE N DU RN GO S XRT LA EXANCPRNAG N SN MNP - VIR NN R NN
' gm&m previousty provided to FiGs thmgg}e the Southwest Border
roup aupﬁ?“ﬁisﬁf ﬁuﬁ’w’éuum, national reiniog conferencss, and’ p&mx;} documents. These

, mamﬁals smi mmg inclade gméa'nfce rc.,aiad hJ wmiinamm hetwean FI(“ss and the respective

A&d:maﬂiv 2 ﬁrem tmffic&mg mnrdnnmar (&ssxmm Smial &&mt i Cﬁm {AS&P})
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Assistant Inspector General for Evaluation and Inspections
Michael D. Gulledge

periodic conference calls involving their respective FIST and regional FIGs, during which
analytical techniques and best practices may be discussed. There is a FIST dedicated to the
Southwest Border field divisions.

7. Formalize a position description that establishes minimum expectations regarding the roles
and responsibilities of border liaisons.

ATF concurs in the recommendation to provide a more detaiied description of the roies and
responsibilities of border liaisons, but does not believe that a unique position description is
necessary. The general duties and role of the BLO were addressed within ATF’s “Project

. Gnnnmner — A Cartel Focused Strategy.” which was dicgeminated ta Field Onerations nersonnel

in September 2010. ATF will further document the roles and responsnbllmes of BLOs in an ATF
order addressing inte€rnaiional operaiions. The order will inciude déiails such as qualitfications;
selection; role, responsibilities, and authorities; area of responsibility; coordination with and
between the field division and the respective country office; training and development; and

administrative matters such as passports, country clearances, expenses and equipment.

8. Focus on developing more complex conspiracy cases against higher level gun traffickers
and gun trafficking conspirators.

'ATF concurs. ATF has and will continue to develop complex conspiracy cases. ATF will
reinforce previously issued guidance including the National Firearms Trafficking Enforcement
Strategy and Implementation Plan and “Project Gunrunner — A Cartel Focused Strategy.” ATF
is working with the Department of Justice, Criminal Division and United States Attorney’s
Offices to bring prosecutors and agents from both sides of the border together to work on
enhancing this effort.

0 Cosed .onhl'nnna In Feald ssinmmoonsont noowte nnd nn'a"lnnnrn e!n”onnntnnn'nn Fleovee #n
T ATV 508 LAl JECEEE IS CITACTEN)y WEGIshy) Bisie gy - LIRS SIBwIIe B

participate in and up!ozt the resources and tools of the OCDETF Program, as directed in the
Deputy Attorney General’s Cartel Strategy.

ATF concurs. ATF has prioritized multi-defendant complex investigations related to Southwest
Rorder firearms trafficking and violence during monthly management conference calls,
management meetings and other venues and will continue to do so. To more formally
communicate this priority and targeting strategy, during FY 2010 Field Operations developed an
internal publication entitled, “Project Gunrunner — A Cartel Focused Strategy.” Portions of the
strategy highlight participation in the OCDETF Program. ATF will develop a mandatory roll
call training package related to the OCDETF Program for all special agents in the field.
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Assistant Inspactor General for Evaluation and Inspeciions
Michael D. Guiledg:

The April 2008 memo from the ADAG/Director of OCDETF stated that firearms trafficking
cases with a nexus to Mexican DTUs are ¢ligible for the OCDETF program. Guidance regarding
increased emphasis on OCDETF program participation was conununicated to the field by
memorandum dated September 15, 2609, ATF nates that prior o this QCDETF policy guidance,
ATE offorts to untilize the QCDEYF Program for investigations principally tarpeting firesems
txafﬁchng to BTOs frequently met negative results if signifieant Title 21 violations, targets, and
agencies with Title 21 authority werc not involved. ATF also notes that we worked closely with
the Department of Fustice (DOJ) and OCDETF in development of the DO) cartel strategy, as
well as ONDCP in the development of its June 2009 Southwest Border Counternarcotics

‘:h';denv which for the first ime recagnized the significance of firenrms mﬁm&mn end davatoed

a chapter i southbound weapons enforcement initiatives.

Finally, ATF submits that ATF's participation within the QCDETF Program, including multi-
agency OCDETF investigations led or co-sponsored by ATF, as well as ATF s participation and
lead on OCDETF strike ferces, has been increasing and is substantial in relation to the OCDETF
funding that ATF receives. For example, in FY 2009, ATF received $11.436M and 54 FTE for
OCDETF, but actually utilized 130 FTE toward OCDETF, resulting in an over bum of 76 FTE.
In 2010, ATF GCDETF funding Increased, providing for 11 additional FTE, whick will Increasa
ATF participation in OCDETF strike forces, DEA Special Operatiens Division, and the
OCDETF Fusion Center. OCDETF also awarded ATF $1M for Southossst Border activities and,
_based upon ATF's continued superior performance in OCDETF T-III investigations, received 8

-$500,000 OCDETF case funding augmeniation to support investigations in the field. ATF plans
to co-lpcate new Guaninnar groups in El Paso and Atianta within the Sirike Forces,

10. Provide guidance o ATF field supervisors and agenty ro bestey coordinaie with ICE,
MMag direction e how to “coordinate all pertinent and necessary informatios” in areas of

rrrw m:l i‘MnT, vlmu, ” as Mu.&J in ilm mﬂMmMﬂm nb" unJMMFna

~ ATF coneurs. ATF is implementing this recommendation ds discussed in respanses io
recommendations numbers 3, 4, 5,6, 8, and 9.

In addition, the following text, evidencing the perspective of the Deputy Director of ICE on the
working yelatfonship between ATY ang ICE bas been provided 1o the OIG by ICE:

“In carly October 2010, Immigration and Customs Enforcement (ICE) submitted a

v and detailed account of its successful interaction with the Bursau of Alcohol
Tobacco Firearms and Explosives (BATFE), between June 2009 and September 2010.
The document included general collsborative efforts In which ICE and BATTE have
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Assistant Inspector General for Evaluation and Inspections
Michael D. Gulledge

engaged to ensure continuons collaboration and integration of efforts to address
enforcement of the various laws in which both agencies’ enforcement responsibilities
intersect, However, the document also provided specific information regarding 113
investigations in which ICE and BATFE have coordinated efforts to pursue investigative
leads related to a varicty of violations, which include the smuggling of weapons,
ammunition, explosives and ctgarettes, as well as prohibited possessor violations. Of
these 113 joint investigations, 37 specifically address the smuggling of weapons,
explosives, ammunition, and components from the United States to Mexico. The most
relevant cumuiative enforcement resuits derived from these 37 investigations inciude, but
are not limited to, the following:

COMMODITY SEIZED QUANTITY SEIZED

ARRESTS; 115
FIREARMS: 756
INERT GRENADES: 114
DETONATING FUSES: 114
IMPROVISED EXPLOSIVES: 304
AMMUNITION 32,510 ROUNDS
WEAPON COMPONENTS: 12
WEAPON MAGAZINES: 118
BALLISTIC VESTS: 11
VEHICLES SEIZED: 12
MARINUANA SEIZED: 4917 KGS
HEROIN SEIZED: 17.8 KGS
METHAMPHETAMINE SEIZED: 204 KGS

Although the challenge before us is of great magnitude, ICE and BATFE have
undoubtedly proven a strong willingness and a proactive approach to integrating efforts
that address existing shoricomings to enhance the U.S. government’s ability to identify
and target those who violate our weapon related laws,”

11, Work with the governmenyt of Mexico fo defermine the causes of unsuccessful iraces and
develop actions to improve the rate of successful traces.

ATF concurs, ATF has and will continue to work with the Government of Mexico to increase
the rate of successful traces, through comprehensive deployment of Spanish eTrace and relevant
training. Additionally, with funding from the U.S. State Department, Narcotics Affairs Section
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Assistant Inspeetor Geperal for Evaluation and Inspeactxons
. Michae] D. Gulledge
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Kensieth E.Eﬁéis-éﬁ :
- Deputy Director
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TOBACCO, FIREARMS AND EXPLOSIVES’ RESPONSE

T
ey

The Office of the Inspector General provided a draft of this report to
the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) for its
comment. ATF’s response is included in Appendix V to this report. The
OIG’s analysis of ATF’s response and the actions necessary to close the
recommendations are discussed below.

In its response, ATF commented on several aspects of the review and
provided some new data pertaining to Project Gunrunner. Further,

although ATF concurred with all of our recommendations, the proposed
corrective actions in many cases did not adequately address how ATF would

PR UL A Y AR LAl RS Saa SaaTal Y LTSL S Laala Ll SR AT ey SRl LSS aas WY SLa s

implement the corrective actlon or address the deﬁc1en01es that the OIG
report identified in ATF’s implementation of Project Guanrunner.

In this analysis, we {irst address the general comments in ATF’s

regnnnge. and then we nrovide nur gnecific analvgic of ATI’g regnonse
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ecach recommendation.
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Project Gunrunner Data

In its response, ATF provided some new data regarding the
accomplishments it said it has achieved under Project Gunrunner from
FY 2006 through FY 2009. ATF provided data on defendants recommended
for prosecution, convicted, and the judicial outcomes; firearms and
ammunition in ATF evidence vaults; compliance inspections conducted; and

.
ctntigtire nn the actinng and nntenmeo af thnoe camnlinng inonecrtinno
\)l(‘.lL\)bl\/\) NALL LAAN/ BANALANSLANT CALANA WP WA LA RANAD UL LEAVS N, \/\ILILIILL(ALL\_\ ‘Llulj\/\/llvllu

ATF also provided an attachment that contains data on 31 different Project
Gunrunner program elements.

When we [irst received ATF's response, we questioned ATF abou

AN Aaramnt arrAaroe ;f‘\ fh M OTIT Aﬁ +n ﬂﬂA A’T‘ hﬁﬂ 1"\"‘1’\“71/4&’1 [alat e aVal T‘D\'Y‘;DDI‘I 1‘1
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The analysis in this appendix applies to ATF’s revised response.

Notwithstanding ATF’s revisions, we still found significant portions of
ATF’s data to be questionable. After reviewing ATF’s methodology for
deriving the new statistics and obtaining clarification from ATF on its
Project Gunrunner data, we determined that the revised data still contained
many discrepancies that resulted in incorrect data being provided to the
0IG. Those discrepancies were caused by incomplete data in ATF’s N-Force
and N-Spect databases, inconsistent coding of work activities by ATF, errors
in ATF’s dCSCi‘iptiGn of the data, uuodpyﬁrtabl\, data cntrics uy ATF, and

variations in the time [rame covered by ATF’s data. Also, in some cases ATF
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For example, we found that an ATF manager provided the OIG data in
which he had categorized hundreds of defendants as having been referred
for prosecution in state courts without knowing whether that information
was correct. Specifically, ATF stated in its response that, from FY 2006
through FY 2009, 1,256 defendants were recommended for prosecution in
federal, state, and local courts.192 However, when we examined the number
of defendants referred to each level of courts, using the same April 2010
ATF data sct that ATF used, we found there were 1,110 defendants
recommended to federal, state, and local courts for prosecution. When we
asked ATF to explain this discrepancy, the Acting Chief of Stall responsible
for the data analysis stated that for 344 entries that had not been
designated as having been referred to either federal or state courts for

B A TAYS | ansrvnrd A1 4l nendeinn Flan and o Kondadn A~y

yluocpuuuu, ne assignea all the entries the coace state,” acspite no
information to verify this. We believe this significantly undermines the
validity of ATF’s data.

Other examples where ATF’s data and its analyses of its data were
questionable include:

¢ Most of the numbers in the attachment to ATF’s comments were
different from those previously provided by ATF to the OIG in
response to our initial data request in April 2010, even though
ATHE’s response was described as being based on that same data.

e ATF stated in the response that 789 defendants, constituting
63 nercent of all defendants referred for prosecution, “faced
charges related to firearms trafficking.” However, when we
requested clarification, ATF stated that this number inciuded ail
individuals charged in a case where firearms had been trafficked,
even if firearms trafficking charges were not filed.

¢ The data provided by ATF lack any context to demonstrate how
those accomplishments contributed to Project Gunrunner, or even
to allow for a comparative analysis of trends over time.

Moreover, it is important to note that throughout this review, we
encountered discrepancies between our analyses of ATF’s data and those
completed by AT, which were caused by various factors, including

102 Page 2 of ATF’s response describes the 1,256 defendants as having been
“recommended” for prosecuiion. However, the attachment accompanying ATF's response
described the 1,256 defendants as having been “accepted” for prosecution. The second
designation is correct, and the description on page 2 of ATF s response is incorrect.
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obtain clanﬁcatmn regarding these discrepancies and to make adjustments
to the report when appropriate. However, we did not make adjustments
based on the new data provided by ATF because the validity of that data
was questionable. The major cause of the inconsistent data is ATI’s lack of
a comprehensive data management system, and we are concerned that the
lack of reliable, consistent data hinders ATF’s ability to track and accurately
report on the performance of its programs.

Context of Project Gunrunner and ATF Interviews

ATF also argued in its response that a review of Project Gunrunner
requires in-depth knowledge and understanding of the program’s context,
the available resources, and the limitations imposed on the program, and
that while the OIG review covered significant portions of the program, some
of these arcas would have benefitted from a more comprehensive review. As
an example, ATF stated that the OIG did not conduct interviews of certain
senior ATF headquarters officials, which ATF asserted would have provided
an important historical perspective, put Praject Gunrunner in its proper
context within ATF’s overall strategy, and conveyed ATF’s plans for the

prograi.

In fact, during the course of our review, the OIG interviewed 64 ATF
officials, including the Deputy Assistant Director with responsibility for
Project Gunrunner; division and branch Chiefs at ATF headquarters;
Southwest border Special Agents in Charge, including the one now
appointed as the new Mexico Country Office Attaché at the Senior Executive
Service level; Assistant and Resident Special Agents in Charge; Directors of
Industry Operations; Groun and Area supervisors; agents; Intelligence
Research Specialists; Industry Operations Investigators; and other field
personiel. Thiough these extensive inteiviews, we obtained bothl historical
perspective and a context for the implementation of Project Gunrunner from
those who are responsible for the hands-on execution of the program.

In addition, throughout this review we repeatedly requested
information from ATF about the program’s plans — including revised policies,
documents, conferences, training, and other matters. These requests were
generally coordinated through ATF’s Office of Inspections at headquarters.
However, at no time during our review did ATF indicate that the officials it
now names in its response would be better suited to address our inquiries
or that we should interview them. Nor did ATFE ever suggest at the entrance
conference or during the review that we should interview additional ATF
officials. Rather, during our review we were directed to the many officials
whao we did interview. In short, we believe through our extensive interviews,
we obtained a clear understanding of the program, and ATF did not state
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Strategic Approach to Project Gunrunner

ATF asserted that the existence of many documents referred to in the
report, including ATF’s September 2010 cartel strategy, “belied” the report’s
finding that ATF lacks a strategic approach to Project Gunrunner. We
disagree. First, we do not believe that the documents referred to in our
report demonstrate that ATF had a strategic approach to Project
Gunrunncr. To asscss the program’s overall strategy, we revicwed ATE’s
June 2007 Gunrunner strategy, its 2009 National Firearms Trafficking
Enforcement Strategy and Implementation Plan, the 2009 firearms
trafficking implementation plans of ATF’s Southwest border field divisions,
and ATF’s Mexico Country Office 2010 Operations Plan. We compared those
plans with the actual Gperadons in the field. We found that these str ategico
and plans did not effectively address U.S.-Mexico coordination, joint
operations and activities, or intelligence sharing between the Southwest
border field divisions and the Mexico Country Office.

Further, the majority (20 of 33) of the Southwest border field division
agents, intelligence personnel, and supervisors we interviewed told us they
had never heard of ATF’s 2009 National Firearms Traflicking Enforcement
Strategy and Implementation Plan, or that they had heard of the Strategy or
Plan but believed they had no impact. We concluded that despite the
existence of these documents, the actual performance of ATF does not
reflect a strategic approach to combating firearms trafficking.

With regard to the new September 2010 cartel strategy, that
document was issued very recently, after we had provided our report to ATF.
ATF’s respoinse stated that, contiary to the OIG’s stateinent that ATF
developed the cartel strategy in response to the working draft of the OIG’s
report, ATF had developed the strategy over several months. Yet, we note
that despite our frequent contact with ATF officials during this review, no
one at ATF mentioned the development of the cartel strategy to the OIG
until after we provided our draft report to ATF on September 3, 2010.
During our review, we had corresponded with ATF headquarters personnel
in over 240 documented communications (e-mail, telephone, and in person)
through September 2010. The first time ATF mentioned the existence of its
new strategy was on September 13, 2010, in its technical comments to the
OIG’s September 3, 2010, dralt report. On September 16, 2010, the OIG
asked ATF when the strategy was drafted, and ATF did not respond.

Nevertheless, we included information about the Septemhber 2010

cartel strategy in our report. However, the September 20 lO cartel strategy
does not adequateiy address how ATF wiii implement this strategy. Thus,
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strategy undermmes our conclusion that ATF still needs to improve its
implementation of Project Gunrunner in several key program areas. We also
believe, as stated in the report, that ATF’s development of an
implementation plan for its new cartel strategy — with defined goals, specific
actions, and resources — is essential to the success of the strategy and also
to ATF’s overall effort to combat firearms trafficking to Mexico.

Project Gunrunner Funding

ATF’s responsc stated that the OIG failed to provide the full funding
context for Project Gunrunner’s implementation and that ATF did not
initially receive all the funding it needed to support the program. The
response stated that, as a result, ATF prioritized its limited resources to
achieve an immediate operational impact and deferred needed
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stated that one might infer from the OIG’s report that ATF had full access to
unconstrained resources and that there are and were no challenges in
expanding Project Gunrunner.

We recognize the significant challenges, including limitations on
funding and personnel that ATF has faced in supporting and expanding
Project Gunrunner. The Background section of our report describes how
ATF created Project Gunrunner and states that the initiative did not have
dedicated funding within ATF’s budget until FY 2009.

However, many of our findings pertain to needed improvements within
ATHF’s existing program areas that are unrelated to these funding challenges
and are not attributable to hiring, transferring, and training personnel using
new resources. For example, ATF needs more systematic, regular
exchanges of stiategic liitelligence with its paitier agencies; guidelines foi
Field Intelligence Groups in generating investigative leads; procedures for
intelligence personnel to routinely exchange information; and a method for
intelligence personnel to regularly share analytical techniques and best
practices. These are not predominantly personnel or resource issues.
Further, dedicated funding is not required to establish a position
description for border liaisons, to focus on more complex conspiracy cases
against traffickers, to make greater use of the OCDETF Program, or to
provide guidance for better coordination with ICE on firearms trafficking
along the Southwest border.

Scope of Project Gunrunner

ATF stated that the report does not reflect the complete purpose of
Project Gunrunner and focuses only on the firearms trafficking elements of
the program, excluding the purpose of reducing the high level of violence
assoma[ca VV[[J.’] Cross- DOTGCI‘ arug ana IlI'Ca.I'InS U‘ELIIICI\lng bpccmcauy ATH
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defendant versus complex cases, and the comparative penalties received for
drug trafficking cases versus firearms tratficking cases, as not addressing
the work ATF has undertaken to reduce violent crime.

We disagree that the report does not acknowledge that Project
Gunrunner also seeks to reduce violent crime along the border. At the same
time, stemming the flow of guns into Mexico is integral to Project
Gunrunner’s mission, and the main purpose of our review was (o examine
ATF’s implementation of the Project Gunrunner mission to reduce firearms
trafficking to Mcxico.

However, in Part I of the report we present our analysis of seven
categories of ATE data that illustrate the program’s performance, using
ATF’s own definition of a “Project Gunrunner case” as one that involves
fivmnnwennrn devnffinldem e nenvrinln Arsan oy wvradla merira Foan Flen Qavstlarerannt hassd e
111 CTAal ity Lla,lll\,nlll% urs VlUlCJ.ll, LLIIIIC willl a LI.CALLD (AW} LI.J.C L.)UL«I.LLLWCD\. vuiLuct,
Moreover, because our analysis included all ATF investigations designated
as Project Gunrunner cases, we did include those related to violent crime, to

the extent they exist.

Our findings in Part II of the report are based on our detailed
examination of intelligence and information sharing under Project
Gunrunner, internal ATF coordination, and ATF’s coordination with
Mexican and U.S. partner agencies. Although we describe this as
intelligence and information pertaining to fircarms trafficking to Mexico, we
did not find any distinctions between that and other types of intelligence
pertaining to associated violent crime. Further, both ATF field personnel
and U. S and Mexican agency officials we interviewed specified that more
intelligence and information on firearms trafficking to Mexico was needed.

- i PO
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were based on the broader “Project Gunrunner case” data, which included
the associated violent crime. We also recognize that ATF has undertaken
significant work, including single defendant cases, to attempt to reduce
violent crime. However, as our analysis shows, these actions have not
resulted in the targeting of higher-level firearms traffickers, smugglers, and
recipients.

Intelligence Cases

ATF’s response stated that our report evaluated the number of
criminal cases initiated under Project Gunrunner but did not address the

many intelligence cases (intelligence files) AT developed in support of the
program to document gun |eizures in Mexico and leads dpvplnnpd in the

Fo R O Aa2 VAR
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proactive efforts in addressing the intelligence requirements of Project

Gunrunner.

In our discussion of ATI’s performance measures under Project
Gunrunner, we did not include in our analysis of the number of criminal
investigations (cases) initiated by ATF the 2,271 intelligence files that ATF
opened. In fact, as ATF’s response acknowledges, the intelligence files to
which ATF is referring were derived from open source seizure information in
Mexico. Most (97 percent) involved ATF personnel at EPIC translating
Spanish language ncwspapcr articles into English and cntering the
information into N-Force. Such information, together with gun trace and
descriptive information surrounding a seizure, may provide the foundation
for future investigative leads and may result in the initiation of Project
Gunrunner cases. However if that happened, the intelligence file is

A wr et o amwamtin ]l Anga a A sevam11lAd s G Al A aAd S oL e Rl Rt T Tl'l—\
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intelligence files cited by ATF have, by definition, not had such a result.

We agree that monitoring open source information is proactive
intelligence work, but we do not believe that it should be counted as the
equivalent of a criminal investigation or that it represents a major outcome
for ATF’s Project Gunrunner. We believe that including such data as ATF
suggests would be misleading as an indicator of Project Gunrunner’s impact
on the initiation of investigative cases, and we have not done so.

Challenges Facing the U.S. and Mexican Governments

ATF’s response stated that ATF is concerned that the OIG's review
does not adequately reflect the challenges that the U.S. and Mexican
governments face in trying to reduce violence and gun and drug trafficking
along aind acioss the Southwest boirdei. ATF noted that there have been
significant challenges, given the difference between the U.S. and Mexican
legal systems, the investigative capabilities and resources, and the culture
and laws relating to firearms possession. ATE stated that it is currently
operating in an unprecedented capacity in Mexico and that it provides more
assistance regarding firearms trafficking and explosives investigations than
ever before.

We agree that ATF and other U.S. agencies face significant challenges
in trying to reduce violence, gun trafficking, and drug trafficking along and
across the border. In our report, we explain that these challenges are
compounded by the many differences hetween Mexico’s government

183 Although ATT's response refers io intelligence “cases,” ihey are noi cases in ihe
traditional sense of a criminal investigation. We refer to them as intelligence files, which we
believe is a more accurate description.
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issues when drafting the report findings and recommendations. Where
applicable we augmented the report to include ATF’s comments on these
challenges. Further, our report acknowledges ATF’s assistance and training
efforts in Mexico.

Nonetheless, our review evaluated ATF’s implementation of Project
Gunrunner in the face of these challenges. In some cases, the causes of the
problems are outside of ATF’s control and occur within the context of
broader cross-governmental challenges. Yet, as described in the report, we
belicve that many deficiencics related to the implementation of Project
Gunrunner are within ATF’s control and that ATF should take aggressive
action to implement improvements.

ATF’s September 2010 Cartel Strategy

Finally, ATF stated that its new September 2010 cartel strategy
addresses most of our recommendations. Although ATF concurred with
each of our recommendations and provided specific responses to them, ATF
stated that the OIG should note that it had already addressed many of the
recommendations.

As noted above, we reviewed ATEF’s September 2010 cartel strategy
and incorporated elements of it into applicable portions of the report. We
also believe that the strategy recognizes and reinforces many of our key
findings.

More important, dissemination of the strategy does not in itself ensure
its effective implementation throughout ATF. As our report noted, the
strategy does not provide detailed ‘information on how ATF will 1mplement
and monitoi efforts to iinpiove opeiations i the Key areas ideitified i the
strategy. As we also describe in our responses to the specific
recommendations below, we believe ATF’s development of an
implementation plan — with defined goals, specific actions, and resources —
is essential to the successful implementation of improvements discussed in
the September 2010 cartel strategy and also to ATF’s overall effort to combat
firearms trafficking to Mexico.

0OIG’S ANALYSIS OF ATF’S RESPONSE TO EACH RECOMMENDATION
Recommendation 1. Coordinate with the government of Mexico, the CBP,
DEA, and ICE to ensure systematic and regular exchanges of strategic

intelligence to combat firearms trafficking to Mexico.

Status. Resolved — open.
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recommendation. ATF stated that it has been and will continue to evaluate
and refine protocols for sharing strategic intelligence with its partner
agencies. It listed several examples, including recently initiated meetings
with ICE and the CBP by ATE’s National Gunrunner Coordinator and the
Office of Strategic Intelligence and Information. Other examples included
two additional roles played by the National Gunrunner Coordinator that
involve coordinating with other federal law enforcement agencies. ATF also
referred to an October 2010 Mexico and U.S. conference co-chaired by ATF’s
Deputy Director and CENAPI’s Director that focused on dismantling the
tools of transnational crimec. ATF stated that this mcecting resulted in ATF
agreeing to accelerate eTrace training, ATF inviting CENAPI to join its unit
at EPIC, and ATF agreeing to provide regular intelligence bulletins
containing aggregated gun trace and investigative information. ATF stated
that it is encouraging Mexican law enforcement officials to make use of its
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OIG Analysis. The actions planned by ATF are partially responsive to
the recommendation, and ATF has taken some actions to improve
coordination with its partner agencies. However, we believe that the actions
ATF described will not fully ensure systematic and regular exchanges of
strategic intelligence with all of its partner agencies.

Regarding ATI’s exchange of strategic intelligence with Mexican law
enforcement, we believe the regular sharing of ATH’s recently developed
intelligence bulletins with CENAPI can improve the exchange of strategic
intelligence between both agencies. The agreements made at the
October 2010 bilateral meeting can help ATF establish a foundation to
improve the regular exchange of strategic intelligence with Mexican officials.
The assignment of a CENAPI representative to EPIC can also improve
information sharing, but the roles aind inforinatioil sharing respoisibilities
for this position have not been defined, and the position has not been filled
as of October 2010. In addition, ATI’s agreement to accelerate eTrace
training and ATHF’s encouraging Mexican officials to make use of the
Combined Explosives Investigations Team is a positive development, but
ATF’s response does not indicate how it will ensure systematic and regular
exchanges of strategic intelligence between ATF and the government of
Mexico.

By February 15, 2011, please provide (a) copies of all newly developed
intelligence bulletins disseminated to Mexican officials between October 31,
2010, and January 31, 2011, and (b) a list of all recipients of these
intelligence bulletins.

Regardmg ATF’s exchang of strategic intelligence with the CBP and
T ~~ laAalia +lhamnt +lh A smanntin e lAatvrrancn AT A A Ala
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an agency with a parallel mission to ATF’s of combatmg firearms trafficking
to Mexico, would benefit from receiving the same strategic intelligence
products that ATF field agents told us are useful, including those produced
by the Office of Strategic Intelligence and Information’s Southwest Border
Field Intelligence Support Team, the Violent Crime Analysis Branch, and
other ATF intelligence entities. However, ATF’s response did not indicate
how these meetings would be used to promote the regular exchange of such
strategic intelligence or whether information exchange protocols were
established at the meetings that have already been held. In addition, while
ATF described a coordination mecting scheduled in San Dicgo in October
2010, ATF did not indicate whether additional meetings would occur.

(M ‘I'ﬂ"'!;ﬂ'l!’? nnhr‘ thaot TR
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By February 15, 2011, please provide (a) a list of the meetings held
between October 31, 2010, and January 31, 2011, (b) copies of the meeting
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description of the information exchanged or agreed to be exchanged.

ATF’s response did not mention the DEA. During our review, we
found that the systematic and regular exchange of strategic intelligence was
not occurring between ATF and the DEA, despite officials from both agencies
recognizing that such intelligence sharing is beneficial to their missions. As
stated in the report, the DEA has a significant amount of strategic
intelligence on drug cartels that ATF officials stated would benefit Project
Gunrunner, especially in the cartel-focused strategy that ATF will be
adopting pursuant to its new emphasis on larger cases tied to specific drug
cartels.

By February 15, 2011, please provide a detailed description of ATF’s
establishment of regular exchanges of strategic intelligence with the DEA,
including (aj a list of any imeetings held between Gctober 31, 2610, aind
January 31, 2011, or the dates of any planned meetings, (b) copies of the
meeting agendas, (c) a list of the attendees at each of the meetings, and (d) a
description of the information exchanged or agreed to he exchanged.

Recommendation 2. Work with the Department to explore options for
secking a requirement for reporting multiple sales of long guns.

Status. Resolved - open.

Summary of ATF Response. ATF concurred with this
recommendation, but noted that it may require a change to the Gun Control
Act, which is beyond ATF’s and the Department’s authority. ATF stated that
it would explore the full range of options to seck information regarding
multiple sales of long guns.
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recommendation. Although some of the options for addressing this issue
would reguire legislation, responsive actions may be possible within the
authority already legally granted to ATF.
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By February 15, 2011, please provide the OIG with an update on the
options considered and the results obtained for improving ATFE’s oversight of
multiple sales of long guns.

Recommendation 3. Ensure that each Southwest border firearms
trafficking cnforcement group develops and regularly updates gencral
guidelines for their Field Intelligence Group to follow that specify the most
useful types ol investigative leads.

Status. Unresolved - open.

Summary of ATF Response. ATF concurred with this
recommendation. ATF stated that it has communicated and will continue to
reinforce guidance previously provided to Field Intelligence Groups through
the Southwest Border Collection Plan, the Field Intelligence Group
Supervisor’s Guide Book, national training conferences, and policy
documents. ATF stated that these materials and training include guidance
on coordination between Field Intelligence Groups and the respective field
offices in the development of local guidelines for the referral of investigative
leads. ATF said that a fircarms trafficking coordinator from each division
attended the August 2010 Field Intelligence Group national training
conference in Washington, D.C. ATF also stated that it recently (August
2010) initiated an effort to update its firearms trafficking indicators, which
would support the enhancement of referrals generated from compliance
inspections. In addition, ATF stated that it has scheduled a Project
Guirunnei cooidinatioin conference at EPIC i Deceinber 2010 foi various
field personnel, including those with Gunrunner groups.

OIG Analysis. We believe that the actions planned by ATF are not
responsive to the recommendation. Although ATF concurred with the
recomnmendation, the actions it described do not provide sufficient details
regarding how firearms trafficking enforcement groups will develop and
regularly update general guidelines for their Field Intelligence Groups. Our
review found that despite the existence of the documents cited by ATF’s
response, ATF did not have minimum national standards for Field
Intelligence Groups to use in determining which leads to forward to agents.
We found that the Field Intelligence Groups in the four Southwest border
field divisions varied in their development of localized standards for
screening notential leads, and many of the local standards were not useful
to agents. Further, the Southwest Border Collection Plan and the Field
inteiligence Group Supervisor's Guide Book are broader scoped documents
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enforcement group.

Regarding the conferences that ATF reported it has conducted or will
conduct, ATF did not indicate whether Field Intelligence Group guidelines
were, or will be, discussed at those conferences. Also, we question whether
the attendees at these conferences are the appropriate individuals to
identify and update guidelines specific to each of the firearms trafficking
enforcement groups. Further, any updated firearms trafficking and straw
purchasing indicators may enhance referrals generated from compliance
inspcctions but will not assist Ficld Intelligenee Groups in screcning
investigative leads.

By February 15, 2011, please provide the OIG with copies of
guidelines developed or updated by each Southwest border firearms
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Recommendation 4. Develop an automated process that enables ATF
managers to track and evaluate the usefulness of investigative leads
provided to firearms trafficking enforcement groups.

Status. Resolved — open.

Summary of ATF Response. ATF concurred with this
recommendation. ATF stated that it had awarded a contract to begin
business process reengineering of its case management and related
business processes in September 2010. ATF stated that the reengineering
project will examine the flow of information throughout ATF, including
referrals of information and investigative leads. The reengineering project
will also address the need for better integration between ATE’s case
imanageinieint systeins aind its firearins inforinatioin systeins aid assist A
in developing the best technical solution. ATF stated that it expects
completion of the reengineering project by mid FY 2012, although ATF does
not contemplate identifying, acquiring, and implementing an automated
solution to resolve this recommendation before FY 2014. ATF stated that in
the interim it will assess existing guidance regarding the “manual” exchange
and documentation of referrals between industry operations, Field
Intelligence Groups, and criminal enforcement field offices. If opportunities
for increased efficiency and effectiveness are identified, ATF will issue
revised guidance to field personnel.

OIG Analysis. The actions planned by ATF are partially responsive to
the recommendation. We recognize that the business process reengineering
will not be complete until mid FY 2012 and that identification of the best
technical solution may not occur before FY 2014 and is dependent upon

vy
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operations, Field [ntelligence Groups, and criminal eniorcement field offices
did not include any details on how it would accomplish this assessment,
such as whether ATF would collect and disseminate best practices across
field divisions, or any timeline for accomplishments.

Fa3
' A

By February 15, 2011, please provide the OIG with (a) the timeline
and scope of work to be performed in the business process reengineering;
(b) the results of ATF’s assessment of the “manual” exchange and
documentation of referrals between industry operations, Field Intelligence
Groups, and criminal enforcement ficld offices; and (c) a list of the
improvements to be implemented.

Recommendation S. Develop and implement procedures for Southwest

border intelligence personnel to routinely exchange intelligence-related
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Collection Plan.

Status. Unresolved — open.

Summary of ATF Response. ATF concurred with this
recommendation. ATF referred to its response to Recommendation 1 and
stated that it has and will continue to ensure systematic exchanges of
information. ATF stated that it will also further review ATFEF Order 3700.2A
for potential revisions responsive to the 0Ol(G’s recommendations.

OIG Analysis. We believe the actions identified by ATF are not
responsive to the recommendation. Although ATF concurred with the
recommendation, it stated only that it “has been and will continue to ensure
systematic exchanges of information.” Our review found that there was not
systeinatic exchaiige of inforination betweenn Southiwest border intelligeiice
personnel below the supervisory level. Further, the OIG’s review did not
identify deficiencies in the guidance contained in Order 3700.2A, and it is
unclear how revising this document would fulfill the need for Southwest
border intelligence personnel to routinely exchange intelligence-related
information. Regarding the information in ATF’s response to
Recommendation 1, those actions address ATF’s sharing of strategic
intelligence with Mexican and U.S. partner agencies, not procedures for
internally exchanging information among Southwest border intelligence
personnel.

By February 15, 2011, please provide the OIG with copies of the

information exchange procedures issued by ATE or a status report on their
development.,
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personnel to regularly share analytical techniques and best practices
pertaining to Project Gunrunner.

Status. Unresolved — open.

Summary of ATF Response. ATF concurred with this
recommendation. ATF stated that it has taken and will continue to take
steps to improve in this area as noted in its responses to Recommendations
3 and 5. In addition, ATF stated that Field Intelligence Group personnel
participate in periodic conference calls involving their respective Ficld
Intelligence Support Teams and regional Field Intelligence Groups during
which analytical techniques and best practices may be discussed. ATFEF
noted that it has a Field Intelligence Support Team dedicated to the
Southwest border field divisions.

OIG Analysis. The information provided by ATF is not responsive to
the recommendation because it only indicates that ATF will continue
operating as it has in the past. As described in Part [T of this report, we
found that ATF’s current processes have not ensured that Southwest border
intelligence personnel regularly share analytical technigues and best
practices and that the conference calls with Field Intelligence Group
personnel were limited to supervisors. Regarding the August 2010 Field
Intelligence Group conference and a planned December 2010 Project
Gunrunner coordinator conference, ATF did not indicate whether these
conferences covered the topics of sharing analytical techniques and best
practices. ATF also did not indicate in its response whether the conference
calls it described would serve as the method for sharing analytical
techniques and best practices pertaining to Proiect Gunrunner.

By Febiuaiy 15, 2011, please piovide (a) the topics covered in the
conference calls, (b) documentation of the Field Intelligence Group non-
supervisory intelligence personnel who participate in the aforementioned
periodic conference calls, (¢) the dates of the calls, (d) whether the
conferences ATF referred to in its response to Recommendation 3 included
analytical techniques and best practices, and (e] a description of any other
methods used to facilitate the regular sharing of analytical techniques and
best practices between Southwest border intelligence personnel.

Recommendation 7. Formalize a position description that establishes
minimum expectations regarding the roles and responsibilities of border
liaisons.

Status. Resolved — open.
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recommendation to provide a more detailed description of the roles and
responsibilities of border liaisons, but stated that it did not believe that a
unique position description is necessaryv. ATF noted that the general duties
and roles of the border liaisons were addressed within ATE’s September
2010 cartel strategy. ATF stated that it will further document the roles and
responsibilities of border liaisons in an ATF order addressing international
operations. ATF described the details that the planned order will include,
such as qualifications; selection; role, responsibilities, and authorities; area
of responsibility; coordination with and between the field division and the
respective country office; training and development; and administrative
matters such as passports, country clearances, expenses and equipment.

OIG Analysis. The actions planned by ATF are responsive to our
recommendation. By February 15, 2011, please provide the OIG with a
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Recommendation 8. Focus on developing more complex conspiracy cases
against higher level gun traffickers and gun trafficking conspirators.

Status. Unresolved - open.

Summary of ATF Response. ATF concurred with this
recommendation, adding that it “has and will continue to” develop complex
conspiracy cases. ATF stated it will reinforce its National Firearms
Trafficking Enforcement Strategy and Implementation Plan, as well as its
September 2010 cartel strategy. It also stated that it is working with the
Department, the Criminal Division, and the USAQOSs to bring agents and
prosecutors from Mexico and the United States together to work on
enhancing this effort. Additionally, in its response to Recommendation 9

1\:311\‘-" AT of—nfor‘ it hna nriaritizad ~aninlay inuvsaticontinne ralatad to
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firearms trafficking during monthly management conference calls and other
venues.

OIG Analysis. The actions planned by ATF are partially responsive to
the recommendation. ATF’s plan to work with the Department, Criminal
Division, and the USAOs to improve the focus of its investigations is
responsive (o the recommendation. However, ATE’s statement that it “has
and will continue to develop complex conspiracy cases” ignores the data and
other information we developed in this review demonstrating that ATF has
not sufficiently focused on multi-defendant cases that target higher-level
traffickers. Also, ATF’s September 2010 cartel strategy recognizes the need
for increased emphasis on “targeting the persons with greater responsibility
for the trafficking schemes” by attempting to “conduct investigations
focusing greater attention on the cartels that finance and direct these

4o ffiAlien oy A At P
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By February 15, 2011, please provide specific information regarding
the efforts to emphasize complex conspiracy cases in accordance with the
September 2010 cartel strategy.

Recommendation 2. Send guidance to field management, agents, and
intelligence staff encouraging them to participate in and exploit the
resources and tools of the OCDETF Program, as directed in the Deputy
Attorney General’s cartel strategy.

Status. Rcsolved - open.

Summary of ATF Response. AT[E concurred with this
recommendation. ATF stated that in addition to prioritizing multi-defendant
complex investigations related to Southwest border firearms trafficking and

vinlence Hnmnn its mnnfh]v manacement conference calleg, meestinog, and
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other venues, 1ts ‘%eptember 2010 cartel strategy highlights increased
participation in the OCDETF Program. ATF aiso stated that it wiil develop a
mandatory roll call training package related to the OCDETF Program for all
field agents. ATF stated that after the April 2009 memorandum from the
OCDETF Program Director on the eligibility of firearms trafficking cases with
a nexus to Mexican [cartels], ATF communicated guidance to the field on
September 15, 2009, regarding increased emphasis on the OCDETF
Program. ATF noted that prior to the April 2009 memorandum, its efforts to
utilize the OCDETF Program for these types of cases frequently met negative
results if Title 21 (drug-related) violations, targets, and agencies with

Title 21 authority were not involved. ATF stated that its participation in the
OCDETF Program has been increasing, that its participation is substantial
in relation to the OCDETF funding that it receives, that it dedicates more

resources to the OCDETF Program than it receives funding for, and that in
0“1“ 1+o ﬁf‘r\ﬁ‘TF fiirndine Iﬂﬁf‘ﬁf\obfq AT n1on nlane +tn ~A lAa~nata
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Gunrunner groups with El Paso and Atlanta OCDETF task forces.

OIG Analysis. The actions planned by ATE are partially responsive to
the recommendation. Like ATF’s June 2007 Gunrunner strategy, the
September 2010 cartel strategy is an affirmation of the importance of using
the OCDETF Program. Regarding ATF’s statement on the April 2009
OCDETF Director’s memorandum, our report states that ATF told us that
firearms trafficking investigations with no significant drug trafficking nexus
were frequently refused by the OCDETF Program. We also found that even
after the April 2009 guidance was issued, ATF underutilized the OCDETF
Program for several reasons, including a focus on fast investigations,
misunderstandings about the program, and low numbers of ATEF stall
assigned to OCDETF task forces.
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a
package on the OCDETF Program; (b) the September 15, 2009,
memorandum to field staif regarding increased emphasis on the OCDETF
Program; (c) a status report on ATF’s plans to co-locate new Gunrunner
groups with El Paso and Atlanta OCDETF task forces; and (d) information
on how ATF plans to monitor the field divisions’ use of the OCDETF
Program.

—

Recommendation 10. Provide guidance to ATF field supervisors and
agents to better coordinate with ICE, including direction on how to
“coordinatc all pertinent and nccessary information” in arcas of “concurrent
jurisdiction,” as defined in the memorandum of understanding.

Status. Unresolved - open.

l

Summarev of ATRE Raegnnnea, ATH concurre

wiith thig
..... ary of ATF Response, concurred with this
recommendation and stated that it is implementing the recommendation as
discussed in its responses to Recommendations 3, 4, 5, 6, 8, and 9. ATF’s
response also provided excerpts from a document sent by ICE to the OIG in
October 2010 that described collaborative investigative efforts between ATF
and [CE during June 2009 and September 2010. That document described
113 joint ATF/ICE collaborative efforts, 37 of which ICE stated specifically
address the trafficking of weapons, explosives, ammunition, and
components from the United States into Mexico. The document provided
some statistics on the results of these cases, including 119 arrests and 756
fircarms seized, and a statement that ICE and ATF “have undoubtedly
proven a strong willingness and a proactive approach to integrating efforts
that address existing shortcomings to enhance the U.S. government’s ability
to identify and target those who violate our weapon related laws.”

NI Analercic Tha infarmatinn naravidad o AT @ nnfr racnanoivs +A
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the recommendation. ATF did not indicate that it has provided, or plans to
provide, guidance to field supervisors and agents regarding coordination
with [CE. Our review found that many field supervisors and agents from
both ICE and ATF do not coordinate with each other, as required, and do
not understand the contents of the memorandum of understanding signed
by the two agencies over a vear ago.

Regarding the information that ICE provided to the OIG on its 113
joint collaborative efforts with ATF, ICE described only 37 (33 percent) as
related to firearms trafficking to Mexico. Although we noted an increase in
ATF/ICE joint investigations in our report, we found that 105 of 1,800
(6 percent) Project Gunrunner cases between FY 2007 and FY 2009 were
joint ATF/ICE investigations. These numbers, in our view, do not show “a
strong willingness and proactive approach to integrating efforts,” as stated

Taer T
Dy 10U,
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By February 15, 2011, please provide a copy of the guidance issued to
field supervisors and agents implementing the memorandum of
understanding’s provisions for coordination with 1CE.

Recommendation 11. Work with the government of Mexico to determine
the causes of unsuccessful traces and develop actions to improve the rate of
successful traces.

Status. Resolved — open.

Summary of ATF Response, ATFE concurred with this
recommendation. ATFE stated that it has and will continue to work with the
government of Mexico to increase the rate of successful traces through

comprehensive Spanish eTrace deployment and relevant training. In
additinon, ATFE stated that it will use funding from the Denartment of State’s

TanaiLalaiag J LA LM A LAATAL VY AAA VANDALS LTARANEAAAZ, AR NSAAL LAALS LpACAL LidivsAAN s

Narcotics Affairs Section to provide 64 computers to Mexico — 2 for each of
the PGR offices located in 31 Mexican states and the Federal District — to
ensure that PGR can successfully access Spanish eTrace to enter, monitor,
and retrieve trace data for its recovered firearms. ATF also stated that it will
provide training to PGR officials on Spanish eTrace and that ATF’s National
Tracing Center will conduct periodic reviews of Mexican eTrace entries for
completeness and accuracy.

OIG Analysis. The actions planned by ATF are responsive to the
recommendation. By February 15, 2011, please provide {a} copies of the
training agenda provided to Mexican law enforcement, (b) the frequency of
the National Tracing Center’s planned periodic reviews of Mexican eTrace
entries, and (c) how ATF will use the results of these reviews to improve the
rate of successful traces.

Recommendation 12, Regularly and more effectively communicate ATF’s
Project Gunrunner strategy to Mexican law entorcement authorities,
including the value of gun tracing and the successes involving information
or tracing information provided by Mexican agencies.

Status. Resolved — open.

Summary of ATF Response. ATF concurred with this
recommendation and repeated that it plans to increase eTrace access and
training to Mexican law enforcement. ATF also stated that it will increase
its positions in Mexico to 18 ATK positions and 8 Foreign Service Nationals,
as well as establish and communicate the roles and responsibilities of
border liaisons. ATF stated that this will enhance the communications,
responsiveness, and relationships between ATF and Mexican law

enforcement n'Fﬁr'lglq and promote i increased understandine and support of
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ATF's Project Gunrunner, including the value of and successes resulting
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establish a Country Attaché posmon at the Senior Executive Service level to
further enhance its capabilities in the U.S. Southwest border region.

=y

OIG Analysis. The actions planned by ATF are partially responsive to
the recommendation. Although more staff can make it easier for ATF to
convey the value of firearms tracing to Mexican law enforcement, to
effectively respond to this issue ATF should develop a more defined
approach that includes regularly informing Mexican law enforcement when
a gun trace results in an investigation and when a trace leads to a
successful prosccution.

By February 15, 2011, please provide {a) a description of ATI’s plan to
regularly convey to Mexican law enforcement authorities its overall Project
Gunrunner strategy, including the value of gun tracing and the successes

tenwrrsleraam s 3 em Fnviinn - van A wn re tem o crine antrners Al ard e NI DL ZaS PPN

inv ULV'IJ.J.D information or tr a‘.\,lub information Proviaca oy Mexican ascu.\,ico
and (b) what specifically has been communicated to Mexican authorities and
through which venues.

Recommendation 13. Develop better information sharing and intelligence
analysis capability at its Mexico Country Office.

Status. Unresolved - open.

Summary of ATF Response. In its response, ATF concurred with the
recommendation and stated that it will establish a Country Attaché position
at the Senior Executive Service level to further enhance its capabilities in
the U.S. Southwest border region and in recognition of ATF’s commitment to
impeding firearms trafficking to Mexico. ATF stated that the Attaché’s
duties will include serving as AT’s pr1nc1pal adv1ser to the government of

Mavien and tha TT S Anhacandnre »nla nAd Aaverasaina AT
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programs in Mexico; conducting and supporting complex, multi-agency
investigations involving international conspiracies; and persuading Mexican
agencies to increase efforts on firearms trafficking.

OIG Analysis. The actions planned by ATF are not responsive to the
recommendation. Although the Country Attaché and the increased staff
that ATF described in its response to Recommendation 12 may enhance
capabilities at its Mexico Country Office, these actions do not address how
ATF will improve information sharing and intelligence analysis. Our report
found that the Mexico Country Office lacks a sufficient capability to collect,
analyze, and disseminate all available intelligence to support firearms
trafficking investigations. Specifically, we found that the small stalf in ATEF’s
Mexico Country Office is unable to respond to all seizures and keep up with
the analysis of intelligence and information. Enhancing its information
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communication, and information sharing on firearms
U.5S. and Mexican agencies.

eizures between

[72]

By February 15, 2011, please describe (a) what specific actions AT
will take to improve information sharing and intelligence analysis capability
at the Mexico Country Office and (b) how ATF will measure its
improvements.

Recommendation 14. In coordination with the Mexico Attorney General’s
office, cvaluate the mutual bencfits, roles, and information sharing protocols
of the Mexico Attorney General’s office representative pilot program to
determine whether to expand the program to each ol ATEF’s Southwest
border field divisions.

Summary of ATF Response. ATF concurred with this
recommendation and agreed to evaluate the pilot program and to determine
whether to expand it. As in its response to Recommendation 1, ATF stated
that it has invited CENAPI to send a representative to ATF’s Firearms and
Explosives [ntelligence Team at EPIC to improve information sharing on
investigations.

OIG Analysis. The actions planned by ATF are responsive to the
recommendation. A representative from CENAPI at the Firearms and
Explosives Intelligence Team at EPIC will further support the objective of
this recommendation.

By February 15, 2011, please provide the OIG with a copy of the

. » . . .
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Attorney General’s office, or a status report on its development.

Recommendation 15. Ensure that the reforms discussed in ATHK’s
September 2010 document entitled “Project Gunrunner — A Cartel Focused
Strategy” are fully and expeditiously implemented.

Status. Unresolved — open.

Summary of ATF Response. ATFE concurred with this
recommendation and stated that it disseminated to the field its September
2010 cartel strategy, a transmittal memorandum, and a series of slides with
N-Force screen shots related to enhanced coding for Southwest border
investigations. ATF stated that it posted these documents to its Intranet on
September 23, 2010. ATF also stated that the strategy would be part of the

manrlafnry roll call fl"QlT‘nT’lU far all field Qgpnfq in Qctoher 2010,
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recommendation. Although ATF has created and disseminated the new
cartel strategy to the field and plans to conduct roll call training for all field
agents on the new cartel strategy, ATF did not indicate that it will create a
detailed implementation plan or specific performance measures to ensure
that the new strategy is fully and expeditiously implemented. The
implementation plan and performance measures should address all of the
areas outlined in the 2010 strategy and provide defined goals, specific
actions, resources, and all other elements needed to ensure the strategy is
executed through Project Gunrunner operations.

nanaitro tn thao
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By February 15, 2011, please provide a copy of the full
implementation plan or the performance measures ATF has established.
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Sent: Friday, April 29, 2011 11:52 AM

To: Southwest Border Initiative

Subject: FW: Firearms & Explosives Trafficking Intelligence Unit-May 2011 INTEL RPT (Law Enforcement
Sensitive)

Attachments: DRAFT Firearms Explosives INTEL RPT MAY 2011.pdf

g R A de A

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
iin any foiin cutside of the Buireau of Altohol, Tobacdto, Fireairms & Exjplosives of the Depaitinent of Justice

without express authorization is strictly prohibited.

From: [ENICINNN
Sent: Friday, April 29, 2011 7:15 AM

Subject: Firearms & Explosives Trafficking Intelligence Unit-May 2011 INTEL RPT (Law Enforcement Sensitive)

All,

Attached is the May 2011 Firearms & Explosives Trafficking Intelligence Report. The report is “Law
Enforcement Sensitive” please handie accordingly.

ATF Intelligence Research Specialist
Project Gunrunner
El Paso Intelligence Center (EPIC)

El Dacsa Tavac

Ll U2V, | wAMg

w:
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LAW ENFORCEMENT SENSITIVE
1016

y Intelligence

Research & Analysis Section, 11339 SSG Sims Street, Biggs AAF, Kl Paso, Texas 79908 Phone: 915 760-2000

Thiv docwment is the property of the Divg Enforcement Administration (DEA) and iy marked Low Enforcement Sensitive (LES).
Further dissemination of this document is strictly forbidden except to other law enforcement agencies for criminal law enforcement
purposes. The following imformation must be handled and protected accordingly.

MAY 2011
INSIDE THIS ISSUE
Farearms & Faplosives Trallicking
Intelligence Unit Mission
Fircarm Tynes Recovered in Mexico and
Iraccd by ATH-Calendar Year 20010

Top United Stales Source Locations for
Fircarms Recovered in Mexico with a
Time-Te-Crime of Less Than 3 Years-
Calendar Ycar 2010

Time-Ta-Crime Rates for Fircarms
Recavered in Mexica-Calendar Year 201()

Top Firearm Cahbers Recoverad in
Mexico with a Time-Te-Crime of Loss
than 3 Ycars-Calendar Year 2010

Average Time-To-Crime Rales in Yeurs
for Top Fircarm Calibers Recovered in
NA e £ o s AT A
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CBP Seizes Firearms at the Port of Catry
i Hidaigo, Texas

Mission Police Seize Guns, Cash. and
Comnmunications Equipment

CBP Officers at Del Rio Part of Entry
Seize Four Rifles. Two Tec-9 Pistols, One
9mm Pistol and Firearm Magazines

CBP Officers Seize AK-47 magazines and
Thousands of Rounds of Ammunition

Two Men are arrested after Laredo Palice
find amnmuniticn in their vehicle

Law Enforcement Officials Scize Eleven
Rifles and 3,782 Rounds of Ammunition
in Laredo, Texas

CBP Officers Scize 2,500 Rounds of
Ammunition and 308 AR 15 Magazines in
Eagle Pass, Texas

CBP Oilicers Scize AR 15 Rifle Parls

212 Siicks of Bapiosives and Vircarms
Recovered in Matamoros, Tamaulipas

Priority Intelligence Reguirernents (PIRN)

Firearms & Explosives Trafficking Intelligence Unit Mission

To disrupt the illegal flow of firearms and ammunition being used by Mexican drug
trafficking organizations by identifying relevant firearms seizures in the United
States and Mcxico, and attempting to link those seizures to U.S. based fircarms
iraffickers. The umii also collecis informaiion on significani explosives mcidents ihai
occur in Mexico.

Firearm Types Recovered in Mexico and Traced by
ATF - Calendar Year 2010

Burcou of Alcohad, Tabacco, Facanns and Explocives, Office of Stralogec dntefiy arrd frfc i

MMW&:NMMA‘I’*

i wid b

(b) (3) (P.L. 111-117)

Trace totals reflect tireanme recovery Mfonmation receved from Mexico. Reviswd on March 1, 2011,

ATF Firearms Trace Data Disclaimer

Public L. No. 111-117, Consolidaled Appropriation Act of 2010, Sec. 818
(1) Firearm traces are designed to assist law enforcement authorities in conducting investigations by
tracking the sale and possession of specific firearms. Law enforcement agencies may request firearms

tranno far anuv raaonn anad thaoa raaonne ava nat nnsaconrilu ranartan +a tha Eadaral Cavarnmant  Alat all
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firearms used in crime are traced and not all firearms traced are used in crime.

{2) Firearms selected for tracing are not chosen for purposes of determining which types, makes or models
of firearms are used for illicit purposes. The firearms selected do not constitute a random sample and
chould not be conddered representative of the larpger universe of all firsarms used by criminals, or any
subset of that universe. Frearmsare normally 1raced ta the firsl retail seller, and sourcesreported for
firearms traced do not necessarily represent the sources or rmethods by which lirearms in general are

acquired for use in ¢rime.

LAW ENFORCEMENT SENSITIVE

ATF8-002-001-00004829



HOVERT,

ssead Ry,

Stat

sssar o A, Tadans

Fliges
Top United

covaered

Thmne

(b) (3) (P.L. 111-117)

T Lrime R

ATF8-002-001-00004830



1018

i~
=]
=

(b) (3)(P.L. 111

(b) (3) (P.L. 111-117)

ot Colibors Recovered it Mexice
Lalendar Year 2010

with @ Thue-To-Qrinve: of Loss than 3 Years

_
5 e

2 “ 3
; &2
| 4 o
- m\&

 Rlooial ko T "
je Thue-To-Crime Ra

e -
e g, %
b

&

>
o,
X

“ 4
e .
il
b 3
e >
o R

% R I
%

Employee 2

ATF8-002-001-00004831




RN
R
.

N

Archive Copy
HIDALGO, TEXAS - On March 30, 2011, CBP officers conducting outbound operations stopped
a vehicle at the Hidalgo Port of Entry. The officers noticed that there was a sticker of “La Santa
Muerte”, an image frequently used by narcotic and fircarms traffickers. Upon scarching the
vehicle, the officers noticed that the scal around the quarter pancls in the back scat arca were loose
and tampered with. Upon removing the coverings, the oflicers [ound four pistols and (our AK-47
Lype firearms hidden in the compartments. All eight [irearms were loaded with ammunition and
cach had a round chambered.

While continuing o search the vehicle, the ofTicers located two pineapple type grenades that
appeared to be Improvised Explosive Devices (IED’s). The McAllen Bomb Squad arrived at the
scene and recovered the IED’s, ATF agents examined the firearms ¢

and determined that the rifles
had been converted to fire full automatic.

raate e

ATF and ICE agents intervicewed the driver and sole occupant of the vehicle [(NEAI(®)
(b) (7 stated that he had owned the vehicle [or approximately [our
having any knowledge about the [irearms and IEDY
he had been in the United States to[loa)REAT(OR)

ears bul denied
s found inside the vehicle. [(CIREOI® - (d (hat

The eight firearms were taken into ATF custody an (b) (7)(C

as arrested for being a
non-immigrant alien in possession of firearms.

ATF8-002-001-00004832
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MISSION. TEXAS — On March 27, Z01i i, working oiT a tip, poiice in iission, Texas weni io a

home in the{{(S)NEHI(®) ‘here they observed three men attempting to flee the arca.

The men were detained and police secured a search warrant for the residence. Found during the
search was $100,297 in UJ.S. currency, three [alse Texas driver’s licenses, one AK-47 type rille,

onc .308 caliber riflc and onc .204 caliber riflc. Police also scized 28 cellular phonces. two police
scanners, one radio frequency jammer, 2 grams of Xanax and 0.2 ounces of marijuana.

(b) (7)(C)

s charged with possession of a controlled substance with bond set at $15,000.
as charged with money laundering, fraudulent usc of identifying information

and ﬁossession of marijuana and Xanax. His bond was set at $85,000. A
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bond was sct at $90,000.
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Del Rio, Texas — On March 22, 2011, CBP olficers stopped a 2007 Dodge Caliber while
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U.S. citizen [rom San Angelo, Texas altempted (o (lee but was quickly apprehended.
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During an extensive inspection of the vehicle, CBP officers found four rifles, two Tec-9 pistols,
one 9 mm pistol and 7 [irearm assorted caliber magazines. CBP olTicers seized the vehicle and
weapons. The driver was turned over to Homeland Security Investigations special agents for
further investigation.
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El Paso, Texas - On March 29, 2011, CBP officers working outbound operations at the Stanton
Street international crossing at the El Paso Port ol Entry stopped a 1999 Chevrolet Express
conversation van for inspection. The driver stated that he had nothing to declare during routine
questioning by the CBP officers.

The vehicle was taken to a secondary inspection arca where CRP officers found 148 AK-47
v L

magazines, onc M4 magazine and 6,000 rounds of ammunition conccaled in the upper front roof
comparimeni of e velucle.

The driver (b) (7)(C) vas turned over o Homeland Security
Investigations special agents after federal prosecution was accepted. (b) (7)(C) s A

Mexican National who resides in Ciudad Juarez, Mexico. He was being held in the El Paso
County jail without bond.

ATF8-002-001-00004835



LAREDO, TEXAS - On March 28, 2011, Laredo police officers conducted a traffic stop on a
moving van travelling southbound on Interstate 35. The two occupants appeared nervous and gave
police conflicting statements as to their destination. (b) (7)(C) driver, gave
policc consent to scarch the vehicle.

During the search, officers found two handguns, one of which was laced with gold. Also found
were one rifle and several rounds of armor picrcing ammunition. According to Laredo police. the
vehicle was en route to Mexico.
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LAREDQ, TEXAS - On March 16, 2011, ICE agents from the Laredo bulk cash smuggling group
and Webb County Sheriff ‘s Deputies conducted a knock and talk at the San Augustin Apartments
in Laredo, Texas. [(QXCA(S)IM. (hc occupant of the apartment, gave verbal and writlen consent
for a scarch of his apartment. Agents and deputics located and seized 11 long guns, 3,782 rounds
of assorted caliber of ammunition, 69 assorted caliber magazines and 72.39 grams of cocaine,
(OXCAI(S) I 25 taken into cusiody.

EAGLE PASS, TEXAS - On March 16, 2011, CBP Officers and ICE agents conducting outbound
operations at the Eagle Pass Port of Entry selected a Texas registered burgundy van for inspection.
As they approached the vehicle they noticed several boxes of AR-15 magazines inside the vehicle.
The agents conducted a thorough inspection of the vehicle and [ound 300 AR-15 magazines, 2,000
rounds of 7.62 x 39 ammunition, S00 rounds of 7.62 x 54 ammunition and two military ammo
pouches. The subject was turned over to ICE,
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BROWNSVILLE, TEXAS - On March 18, 2011, [(9XE8(®)) was attempting (o exit
the United States via the B&M Port of Entry in Brownsville, Texas, driving a 2010 White Dodge
Dakota with Mexican license plates. CBP officers conducting outbound inspections reccived a
negative declaration [rom [{JXEU®] (or weapons, ammunition, and currency over 10,000 USD.
(XON claimed his purpose in the U.S. was to purchase items [or his business in Mexico.

(b) (7)(C) was referred [or secondary inspection where he again claimed 1o have been in the
United States to purchasc itcms for his business. During the sccondary inspection, officers

Aiconvarad o hratwn nanar han cantainina 27 218 maaazinac and 1 aiad vail far an AR_18 «ifla
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When questioned about (he items. (XA} claimed to have purchased the items al
Manny’s Uniform Store in Brownsville, Texas. He also claimed to be a member of the Municipal
Police Department in Matamoros, Mexico and reportedly purchased the items for his department.

ICE agents seized the items and took custody of the subject. Federal prosecution was accepted.
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ARIZONA CITY. ARIZONA - On March 21, 2011, CBP agents assigned to the Casa Grande.
Arizona Station seized 664 pounds of marijuana, three AK-47 rifles, 92 rounds of 7.62 caliber
ammunition and recovered a stolen Chevy Silverado near Arizona City, Arizona. When the agents
cncountered the vehicle, the occupants abandoned the vehicle in the desert and fled on foot. A
search for the subjects met with negative resuits. The vehicle was turned over to the Pinai County
SherilT's Office. The rilles and ammunition were turned over 1o ATF.
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On April 1,2011 elements of the 8TH Military Zane conducting patral operations in Matamaoros,
Tamaulipas observed several armed men run into a residence. The military personnel entered the
residence and found 59 iong guns, ¥ machineguns, 21 handguns, i rockei iauncher, 1 grenade
launcher, mortar rounds, hand grenades, rifle grenades, | RPG round, 1 possible LAWS rocket,
412 sticks of hydrogel explosives, detonation cord, clectric detonators. non-clectric detonators,
praclice grenades. grenade hulls, and $£59.700 in US currency. The military was unable 1o locate
any ol the individuals who had (led into the residence.

Hydrogel explosive sticks of this type have been used in the last three Vehicle Borne Improvised
Explosive Devices (VBIEDs) incidents in Ciudad Victoria, Tamaulipas. These types of explosives
can be purchased commercially from a company named ORICA that has a plant in Monclova,
Coahuila, Mexico. In the Ciudad Victoria VBIED incidents, each device contained an estimated
20-25 1bs of hydrogel explosives and cach was triggered by a phone call.

ATF8-002-001-00004838
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Firearms & Explosives Trafficking Intelligence Unit
Priority Intelligence Requirements
(PIRs)
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Analysis. Firearms & Explosives Trafficking Intelligence Unit. ATE I/A ((XEA!

, F_1/;
(b) (7)(C) t Unit Chict SA [{SJREHI(®]: (XA
(b) (7)(C) _

Arthur Doty, Dircctor
Approved By (b) (7)(C)
Chiel, NER

Prepared By: VA [{(<JREAI(®)
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ubject: Firearms & Explosives Trafficking Intelligence Unit-May 2011 INTEL RPT (Law Enforcement
Sensitive)
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All,
Attached is the May 2011 Firearms & Explosives Trafficking Intelligence Report. The report is "Law
Enforcement Sensitive” please handie accordingly.

ATF Intelligence Research Specialist
Project Gunrunner
El Paso Intelligence Center (EPIC)

El Pacn Tovac
i rasg, 1exaes

wk: S

EEE R R T

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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Research & Analysis Section, 11339 SSG Sims Street, Biggs AAF, Kl Paso, Texas 79908 Phone: 915 760-2000

Thiv docwment is the property of the Divg Enforcement Administration (DEA) and iy marked Low Enforcement Sensitive (LES).
Further dissemination of this document is strictly forbidden except to other law enforcement agencies for criminal law enforcement
purposes. The following imformation must be handled and protected accordingly.

MAY 2011 Firearms & Explosives Trafficking Intelligence Unit Mission

To disrupt the illegal flow of firearms and ammunition being used by Mexican drug
trafficking organizations by identifying relevant firearms seizures in the United
States and Mcxico, and attempting to link those seizures to U.S. based fircarms

The unii also collecis information on significani explosives mcidents ihat

INSIDE THI1S ISSUE
Tarearms & Explosives Trafficking
Intelligence Unit Mission

Fircarm Tynes Recovered in Mexico and ralGekers
I'raccd by ATH-Calendar Year 20010 -

occur in Mexico.

n

6

=~

Top United Stales Source Locations for
Fircarms Recovered in Mexico with a
Time-Te-Crime of Less Than 3 Years-
Calendar Ycar 2010

Time-Ta-Crime Rates for Fircarms
Recavered in Mexica-Calendar Year 201()

Top Firearm Cahbers Recoverad in
Mexico with a Time-Te-Crime of Loss
than 3 Ycars-Calendar Year 2010

Average Time-To-Crime Rales in Yeurs
for Top Fircarm Calibers Recovered in
VAl nn TVl nie dace W VNI

LS POl W L STU L ST - S R

CBP Seizes Firearms at the Port of Catry
in Hidaign, Texas

Mission Police Seize Guas, Cash. and
Comnmunications Equipment

CBP Officers at Del Rio Part of Entry
Seize Four Rifles. Two Tec-9 Pistols, One
9mm Pistol and Firearm Magazines

CBP Officers Seize AK-47 magazines and
Thousands of Rounds of Ammunition

Two Men are arrested after Laredo Palice
find amnmuniticn in their vehicle

l.aw Enforcement Officials Scize Fleven
Rifles and 3,782 Rounds of Ammunition
in Laredo, Texas

CBP Officers Scize 2,500 Rounds of
Ammunition and 308 AR 15 Magazines in
Eagle Pass, Texas

CBP Oilicers Scize AR 15 Rifle Parls

212 Siicks of Bapiosives and Vircarms
Recovered in Matamoros, Tamaulipas

Priority Intelligence Reguirernents (PIRN)

Firearm Types Recovered in Mexico and Traced by
ATF - Calendar Year 2010

Burcou of Alcohal, Tebacoo, Facamms and Explocives, Office of Stralogsc dntoll acrd trfossmat

MMW&:MNMMA‘I’*

ATF Firearms Trace Data Disclaimer

Public L. No. 111-117, Consolidaled Appropriation Act of 2010, Sec. 818

(1] Firearm traces are designed to assist law enforcement authorities in conducting investigations by
tracking the sale and possession of specific firearms. Law enforcement agencies may request firearms
Mot il

traces fr\r n»mf: roason. ang fhnon roaoons arg not nnnnmnnlu vnpoﬂcd tot ihA EMArﬂI (".nunrnmnni

firearms used in crime are traced and not all hrearmslraced are used in crime.

{2) Firearms selected for tracing are not chosen for purposes of determining which types, makes or models
of firearms are used for illicit purposes. The firearms selected do not constitute a random sample and

ghould not he pongdered renresentative of the larner universs of all firearms used hu griminals or any
cuiG NS CCTOG 7O HE POD T g wr Y ST LM HH [t Srifnnca s, 'y

subset of that universe. Frearmsare normally 1raced ta the firsl retail seller, and sourcesreported for
firearms traced do not necessarily represent the sources or methods by which lirearms in general are
acquired for use in ¢rime.

LAW ENFORCEMENT SENSITIVE
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Archive Copy
HIDALGO, TEXAS - On March 30, 2011, CBP officers conducting outbound operations stopped
a vehicle at the Hidalgo Port of Entry. The officers noticed that there was a sticker of “La Santa
Muerte”, an image frequently used by narcotic and fircarms traffickers. Upon scarching the
vehicle, the officers noticed that the scal around the quarter pancls in the back scat arca were loose
and tampered with. Upon removing the coverings, the oflicers [ound four pistols and (our AK-47
Lype firearms hidden in the compartments. All eight [irearms were loaded with ammunition and
cach had a round chambered.

While continuing o search the vehicle, the ofTicers located two pineapple type grenades that
appeared to be Improvised Explosive Devices (IED’s). The McAllen Bomb Squad arrived at the
scene and recovered the IED’s, ATF agents examined the firearms a

had been converted to fire full automatic.

nd determined that the rifleg
1l determined that the ritleg

raate e

ATF and ICE agents interviewed the driver and sole occupant of the vehicle. J{QXEAI(®))
(b) (7 stated that he had owned the vehicle [or approximately [our years but denied
having any knowledge about the [ircarms and IED’s found inside the vehicle. [(OXCOMI71cd that
he had been in the United States to (b) (7)(C)

(b) (7)(C)

The eight firearms were taken into ATF custody an (b) (7)(
non-immigrant alien in possession of firearms.

as arrested for being a

ATF8-002-001-00004845
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MISSION. TEXAS — On March 27, 201 i, working oiT a tip, poiice in iission, Texas weni io a
home in th ‘here they observed three men attempting to flee the arca.
The men were detained and police secured a search warrant for the residence. Found during the
search was $100,297 in UJ.S. currency, three [alse Texas driver’s licenses, one AK-47 type rille,
onc .308 caliber riflc and onc .204 caliber riflc. Police also scized 28 cellular phonces. two police

scanners, one radio frequency jammer, 2 grams of Xanax and 0.2 ounces of marijuana.

s charged with possession of a controlled substance with bond set at $15,000.
vas charged with moncy laundering, fraudulent usc of identifying information

and possession of marijuana and Xanax. His bond was set at $85,000. A third subject
RO TNNPRC ERPY ARURRUNIPIE PAIDUR PR IRPURPIG B LW B DRI (-t PRUPLE I SRICII ST, -
an bllulsbll yYvitil lll\JlIL:y Taued Illb AU LI UULLEICTIL udyY v ll.l\_-lllllylll vz Lrnacvivzae [ ]
bond was sct at $90,000.
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Del Rio, Texas — On March 22, 2011, CBP olficers stopped a 2007 Dodge Caliber while
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U.S. citizen [rom San Angelo, Texas altempted (o (lee but was quickly apprehended.
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During an extensive inspection of the vehicle, CBP officers found four rifles, two Tec-9 pistols,
one 9 mm pistol and 7 [irearm assorted caliber magazines. CBP olTicers seized the vehicle and
weapons. The driver was turned over to Homeland Security Investigations special agents for
further investigation.

ATF8-002-001-00004847
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El Paso, Texas - On March 29, 2011, CBP officers working outbound operations at the Stanton
Street international crossing at the El Paso Port ol Entry stopped a 1999 Chevrolet Express
conversation van for inspection. The driver stated that he had nothing to declare during routine
questioning by the CBP officers.

The vehicle was taken to a secondary inspection arca where CRP officers found 148 AK-47
v L

magazines, onc M4 magazine and 6,000 rounds of ammunition conccaled in the upper front roof
comparimeni of e velucle.

The driver [{SJXEI(®); vas turned over to Homeland Security
Investigations special agents after federal prosecution was accepted. [(JNE(®)) L2

Mexican National who resides in Ciudad Juarez, Mexico. He was being held in the El Paso
County jail without bond.

ATF8-002-001-00004848



LAREDO, TEXAS - On March 28, 2011, Laredo police officers conducted a traffic stop on a
moving van travelling southbound on Interstate 35. The two occupants appeared nervous and gave
police conflicting statcments as to their destination. [{QXES(®) driver, gave
policc consent to scarch the vehicle.

During the search, officers found two handguns, one of which was laced with gold. Also found
were one rifle and several rounds of armor picrcing ammunition. According to Laredo police. the
vehicle was en route to Mexico.
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LAREDQ, TEXAS - On March 16, 2011, ICE agents from the Laredo bulk cash smuggling group
and Webb County Sheriff ‘s Deputies conducted a knock and talk at the San Augustin Apartments
in Laredo, Texas. [(QXCA(S)IM. (hc occupant of the apartment, gave verbal and writlen consent
for a scarch of his apartment. Agents and deputics located and seized 11 long guns, 3,782 rounds
of assorted caliber of ammunition, 69 assorted caliber magazines and 72.39 grams of cocaine,
(OXCAI(S) I 25 taken into cusiody.

EAGLE PASS, TEXAS - On March 16, 2011, CBP Officers and ICE agents conducting outbound
operations at the Eagle Pass Port of Entry selected a Texas registered burgundy van for inspection.
As they approached the vehicle they noticed several boxes of AR-15 magazines inside the vehicle.
The agents conducted a thorough inspection of the vehicle and [ound 300 AR-15 magazines, 2,000
rounds of 7.62 x 39 ammunition, S00 rounds of 7.62 x 54 ammunition and two military ammo
pouches. The subject was turned over to ICE,

ATF8-002-001-00004849
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BROWNSVILLE, TEXAS - On March 18, 2011, [(9XE8(®)) was attempting (o exit
the United States via the B&M Port of Entry in Brownsville, Texas, driving a 2010 White Dodge
Dakota with Mexican license plates. CBP officers conducting outbound inspections reccived a
negative declaration [rom [{JXEU®] (or weapons, ammunition, and currency over 10,000 USD.
(X M] claimmed his purpose in the U.S. was to purchase items [or his business in Mexico.

(b) (7)(C) was referred [or secondary inspection where he again claimed 1o have been in the
United States to purchasc itcms for his business. During the sccondary inspection, officers

Aiconvarad o hratwn nanar han cantainina 27 218 maaazinac and 1 aiad vail far an AR_18 «ifla
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When questioned about (he items. (XA} claimed to have purchased the items al
Manny’s Uniform Store in Brownsville, Texas. He also claimed to be a member of the Municipal
Police Department in Matamoros, Mexico and reportedly purchased the items for his department.

ICE agents seized the items and took custody of the subject. Federal prosecution was accepted.
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ARIZONA CITY. ARIZONA - On March 21, 2011, CBP agents assigned to the Casa Grande.
Arizona Station seized 664 pounds of marijuana, three AK-47 rifles, 92 rounds of 7.62 caliber
ammunition and recovered a stolen Chevy Silverado near Arizona City, Arizona. When the agents
cncountered the vehicle, the occupants abandoned the vehicle in the desert and fled on foot. A
search for the subjects met with negative resuits. The vehicle was turned over to the Pinai County
SherilT's Office. The rilles and ammunition were turned over 1o ATF.
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On April 1,2011 elements of the 8TH Military Zane conducting patral operations in Matamaoros,
Tamaulipas observed several armed men run into a residence. The military personnel entered the
residence and found 59 iong guns, ¥ machineguns, 21 handguns, i rockei iauncher, 1 grenade
launcher, mortar rounds, hand grenades, rifle grenades, | RPG round, 1 possible LAWS rocket,
412 sticks of hydrogel explosives, detonation cord, clectric detonators. non-clectric detonators,
praclice grenades. grenade hulls, and $£59.700 in US currency. The military was unable 1o locate
any ol the individuals who had (led into the residence.

Hydrogel explosive sticks of this type have been used in the last three Vehicle Borne Improvised
Explosive Devices (VBIEDs) incidents in Ciudad Victoria, Tamaulipas. These types of explosives
can be purchased commercially from a company named ORICA that has a plant in Monclova,
Coahuila, Mexico. In the Ciudad Victoria VBIED incidents, each device contained an estimated
20-25 1bs of hydrogel explosives and cach was triggered by a phone call.

ATF8-002-001-00004851
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Arthur Doty, Dircctor

Approved By {(QXUI(®;

Chiel, NER

Prepared By: VA [(SJNEAI(®))
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2010 GRIT Assessment

BACKGROUND

Fircarme and r\rnlngi\m violence hag escalated to

losives violence has escalated to unprecedented levels in Mexico, particularly

1 nar
ircar (34 inh particularly
along the border w1th the United States. Recent car bombings, incrcased grenade attacks. and
record highs in cartel relaied killings have luriher reinforced thai the Mexican drug cartels are a
threat to Mexico’s national security. Power struggles within and among the cartels and between
the cartels and the Mexican police and military continue to fuel the demand for increasingly
lethal firepower. Organized crime related murders in Mexico more than doubled from 2007 to
2008, and the decade ended with a record breaking 6.587 murders in 2009. During the first week
of Navember 2010, the number of reported organized crime related murders in Mexico surpassed

10,000,

Sccuring the Southwest Border is a top priority of the United States. The 2010 Emergency

Border Sccurity Supplcmcntal Apploprldtlons Bill {(HR 6080) recently allocated $600 million for
srvn e cwmmansoaoda awd 4o halodawe b wonsel, o Doodasal Tow, anlacassemyassd Al acnls olaw e iha
IlL.llll\./lIIu‘ '\\.’\.Lllllyl lll\ljbblﬁ aniu l\J lJ\JI‘l\_l i W\” NV vuavidal lLl\N Llll\llbLlllLlll lllll\.lu.l3 (lll’llé LI

border. The Bureau of Alcohol, Tobacco. Firearms and Explosives (ATF) received $37.5
million of the supplemental funds to expand its personnel and operations dedicated to
investigating, disrupting. and dismantling the organizations and networks responsible for
trafficking fircarms to Mexican cartels and to reduce cartel related border violence.

Since 2000, Project Gunrunner has been ATEF’s comprehensive stralegy (o combalt firearms
related violence by the carlels along the Southwest Border. The strategy aims (o reduce [irearms
and cxplosives related violent crime associated with Mexican criminal cnterprises operating in
the U.S. and Mecxico by preventing these organizations from acquiring and trafficking fircarms
and explosives. ATF works toward this goal with an integrated approach that uses all
appropriate agency capabilities and by working collaboratively with domestic and international
partners.

In April 2009. ATF developed the Gun Runner Impact Team (GRIT) initiative as a supplement
ta Prajeet Gunrunner to aggressively target and dismipt groups and organizations respansible for
the trafficking of firearms to Mexico. The GRIT initiative, designed to be intelligence driven
and invesiigaiive in naiure, focuses on investigating a large number ol {irearins {rafficking leads
based on trace information from fircarms recovered in Mexico and information obtained from
the inspection of Federal fircarms licensces (FELSs).

The lirst GRIT was deployed in ATF’ s Houston Field Division area. where a majority of
fircarms recovered in Mcexico arc sourced. In support of GRIT. ATF deployed an estimated

100 law enforcement, industry operations, intelligence, legal, technical, and administrative
support personnel to the Houston Ficld Division for 120 days. The Houston GRI'T was an
unprecedented operation that achicved significant success. ATF conducted an extensive post-
GRIT assessment to identily lessons learned and applied these lessons in a proposal for a second
GRIT operation to be conducted in the Phoenix Field Division.

9 According to Grupo Reforma’s “eiecutdmerrg” (execution meter), a running rallv of cartel-ralated killings in
2010 there were 10,0935 such killings as of November 8, 201().
UNULANSIFIEDRZLAW EXFORCEMENT SENSTTIVE 1
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PHOENIX GRIT

In May 2010, ATF deployed approximately 80 special agents, industry operations investigators
(1OIs). intclligence rescarch specialists (IRS). and support personnel to the Phoenix Field
Division for a 100-day GRIT operaiion. The goal of this deployment was 1o have a (ocused
impact on individuals and groups tralficking firearms [rom the Phoenix Field Division area into
Mexico. The GRIT personnel. combined with Phoenix Field Division personnel. reinforced
ATF’s unique ability to bring together its firearms trafficking investigative expertise with its

rcgulatory authority and stratcgic partnerships to combat fircarms trafficking to Mexico.

The initiative was conducted under the operational control ol the Phoenix Field Division’s
Special Agent in Charge and received assistance [rom other ATF components as needed. Special
agents and support personnel were detailed to six cxisting criminal enforcement groups. Two
Industry Operations groups consisting of arca supcrvisors, industry operations invcstiﬁators. and

vt e v asmantad neAd dataslaAd ia Dl Al ix ey e

support personnel were ercated and detailed to Phoenix and Tucson. Additionally, industry
operations investigators were detailed (o the Albuquerque 11 office, and [ pecial agcnlsw
intelligence research specialists, and ndustry operations investigator were detailed to
support the Field Intelligence Group.

The Special Agent in Charge, Phocnix Ficld Division, recommended the specific human resource
requirements (number, type. and locations ol assignments) needed (o support the initiative, and
the Assistant Director ol Field Operations approved the recommendation. (See the charl below.)
Phocnix Ficld Division leadership, group supervisors, special agents, industry operations
investigators, and intclligence and support personnel provided lcadership. guidance, and
intelligence and administrative support to the GRIT detailees.

DETAILED DETAILED
GROUP AGENTS IOls DETAILED SUPPORT

Albuguerque 11 {10y (b) (7)(E) ®)(7XE) WIOA)

Fhoenix i

Phoenix Il

Phoenix IV {Field Intelligence Group)
Phoenix VII

Phoenix GRIT{Industry Operations)*

re
(IRS)
Bon

Tucson | RS {shared by Tucson | & 11}
Tucson I —

Tucson GRIT {industry Operalions)” ' IOA)
Division SO0, ASA)

Key to detailed support position abbreviations:

IOl — Industry Operations Investigator

|OA- Industry Operations Analyst

|A = Investigative Analyst

IRS — Intelligence Research Specialist

SO0 - Senior Operations Officer

ASA - Administrative Support Assistant
* GRIT detailees were incorparaied inio the exisiing Phoenix Field Division Groups fisied
above, with the exception of the Phoenix and Tucson GRIT 1O groups, which werz
established separately.

**GRIT cetailees remainad in their initial locations throughout the deployment, with the
exception of an IOA who spent half of the time in Albuaueraue and half in Tucson.

oot
iy

R
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GRIT GOALS AND OBJECTIVES

he averarching

ooal of the GRIT initiative wag to acoreseivelv target and digrmint oronng and
‘o DY VA R s VOLATE IS T Ay MERELOYE WA SAedurt oYY =

organizations responsible for trafficking fircarms to Mcexico. The Phoenix GRIT focused its

resources on three main components: an Industry Operations Tniijaiive, a Firearms TrafTicking

Investigation Initiative, and a Home Invasion Initiative.

The goal of the Industry Operations Initiative was to complete as many inspections as possible of
identified high risk FFLs. develop fircarms trafficking Icads for follow up investigative action,
cducate FFLs regarding straw purchaser indicators, improve licensees’ internal controls, and
provide FFLs with a point of contact [or reporting suspicious aclivily.

The Fircarms Trafficking Investigation Initiative focused on the two largest metropolitan arcas in
Arizona; Phocnm and Tucson These two mctmpohtdn arcas arc the prnmuy sources of fircarms

e B e e A e s RAA T Maerinaas v P T FaTe T s Ve LRI
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responsible for illicit firearms (ralficking to Mexico in these areas, including illegal lirearms
suppliers of violent gangs and criminal enterprises that have a direct nexus to Mexico.

Another goal of the Fircarms Trafficking Investigation Initiative was to assign a backlog of
National Instant Check System (NICS) standard denials for investigative follow up action, with
special emphasis on foreign born purchasers who were the subject of a NICS denial. A standard
denial is one in which a prohibited person attempts (o purchase a [irearm, but based on a NICS
denial, no fircarms transfer takes placc.

The Home Invasion Initiative locused on dismantling several home invasion crews in the
Phoenix and Tucson areas. The Phoenix Field Division has found that these crews olten targel
drug stash houses, have significant connections to the Mexican drug cartels, and are often
engaged in trafficking firearms to Mexico.

As arcsult of the GRIT initiative, the Phocnix Ficld Division opened 174 new investigations. A
total of 27 cases and 66 delendants were [orwarded lor prosecution during the GRIT initiative
and approximalely 70 percent of backlogged NICS referrals in the Phoenix Field Division were
successfully completed during the GRIT operational period.

A'TF scized 1,285 fircarms, 71,774 rounds of ammunition. two blasting caps. 11 silencers,
$7.763 in currency. 676.2 grams of powder or crack cocaine, 457.7 grams of methamphetamine,
and 363.2 grams of marijuana during GRIT operations.

Although all participating Phocnix Ficld Division ficld offices completed significant criminal
cniorcement actions that wiii be highlighted throughout this asscssment, some ficid offices
achieved particularly noleworthy accomplishmenis during the GRIT operational period. The
Tucson 11 Field Office initiated “Operation Vaquero” and uncovered an ammunition smuggling
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ring associated with the Sinaloa criminal enterprise in Mexico suspected of trallicking over
300,000 rounds ol ammunition across the border The operation disrupted this ammunition
?lnnlmﬁ and scized 30,000 rounds of ammunition, The Tucson I Ficld Qffice discovered an

cmerging trend in which criminal enterprises now use white, employed males with no criminal
hisiories 1o conduct siraw purchases in an aitempi to elude law enforcement atiention.

The Phoenix I Field Office is actively working an investigation in which members of a home
invasion crew have been identified through the active monitoring of jail phone calls. The crew
has been linked to narcotics trafficking on behalf of a Mexican drug trafficking organization and
to home invasions in the Phoenix area.

The Phoenix VII Field Olfice seized over 230 (irearms, including a .50 caliber rille with an
obliterated scrial number. In addition. this office, working with the Phoenix Police Department
ona ioint home invasion investigation, identificd a 14-member straw purchasing organization

A aoe s A AN AL _ AT adods vl ovma ot aln s A dn Al o cnsae, o o Dawenid SN ~anliloae
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rifle. Four illegal aliens who were arrested as result of this investigation admitted that the guns
were headed to Mexico.

Additionally, the GRIT initiative contributed to the discovery of a previously unknown fircarms
trafficking pattern within the United States. Fircarms purchased in the Phocnix arca arc
increasingly being recovered in crimes commilled in Texas. This patiern is unusual because both
Arizona and Texas have an abundance o FFLs and both are considered source States [or
fircarms.

The GRIT initiative has also led (o the identilication ol two previously unknown lirearms
tralficking patterns from the U.S. into Mexico. Firearms purchased in the Phoenix area and
recovered in Mexico typically make their way directly south into the Mexican border States of
Sonora and Chihuahuva. Firearms purchased in the Phoenix area and recovered in Mexico are
now being recovered as far west as Baja Calitfornia Norte and as far cast as Tamaulipas and
Nuevo [ .eon.

Indusiry Operations

ATF Industry Opcrations was able to inspect virtually cvery FFL that had not been inspected in
Arizona’s Maricopa County and the Tucson area within the past 5 years. In addition, Industry
Operations inspected a number ol FFLs that had not been inspected in Maricopa County within
the last 3 to 5 ycars. During the initiative, Industry Opcrations completed 806 inspections,
reviewed 56,117 ATF Forms 4473 for accuracy and firearms trafficking indicators, and
recommended 110 administrative actions (109 warning letters and warning conferences, and onc
recommendation for revocation). Industry Operations verified the acenracy of FEL records for
43,359 firearms and reduced the number of missing and unaccounted for firearms from 1,703 to
333. Industry Operations also uncovered 146 unreported multiple sales totaling 379 firearms and
made 108 rcferrals for follow up action. A total of 69 FFLs surrendered their license during this
period.
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indusiry operations investigators were able (o identily a number ol record keeping deficiencies
and educale the licensees aboul Federal [irearms laws and regulations. Several licensees

r-x‘pfoccnd their omfirndo for ATFE’g offart 1o hnln imprn\m their internal controlg, review the

fircarms laws and rcgulations, and improve the 0\’lell cfficiency of their operations.

There were a number of signilicant inspections conducted by Industry Operations that resulted in
violations identified and referrals generated for firearms trafficking and unlicensed business
activity, such as engaging in the business of dealing in firearms without a license and
manufacturing fircarms without the proper license. An inspection of an FFL located in Maricopa

(b) (3) (P.L. 111-117)
County resulted in a referial to ATFE special agents for an individual who had obtaincd

(b) (3) (P.L. 1171 17)

A number of licensees in certain outlying areas of New Mexico were found to have significant
violations. Additional inspections are planned for these Tocations.

COLLABORATION

The Phoenix Field Division continued onc of ATF’s corc enforcement philosophies during GRIT
by collaborating with numcrous Federal, State, and local law enforcement agencics. Examplces
ranged (rom local police depariments providing suspect information to ATF agents, (o the
Albuguerque Police Department pledging 20 to 30 police olficers to supplement ATF’s
participation in GRIT activitics in New Mexico.

Although numerous State and local police departments contributed to the success of the Phoenix
GRIT, the Phoenix Police Department. Maricopa County Sheriff’s Department, and Tucson
Police Department played major roles in GRIT activities. Four of the five enforcement groups
participating in GRIT reported sigmficant collaboration with these three depariments, mcluding
intelligence activitics and manpower, tactical. cquipment, and logistical support. Through their
support, the Phocnix and Tucson police departments and the Maricopa County Sheriff”s
Department directly and positively impacied the GRIT resulis. Other law enlorcement agencies
that greatly contributed to the success ol the Phoenix Field Division GRIT were the Mesa.
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Arizona and Albuquerque, New Mexico Police Departments, the Pinal County, Arizona Sherifl’s
Ollice, the Arizona Department ol Public Salety, and the Arizona Department ol Revenue.

Scveral Federal agencics contributed to the overall success of the Phoenix Ficld Division GRIT,
imcluding the Federal Bureau of Tnvestigation {FBI), the Drug Enforcement Adminisiraiion
(DEA). U.S. Immigration and Customs Enlorcement (ICE), U.S. Customs and Border Protection
(CBP)., U.S Marshals Service, the U.S. Secret Service, the Internal Revenue Service, and the El
Paso Intelligence Center.

Examples of collaboration with other agencies during the GRIT included the following:

o ATF assigned five GRIT detailees to assist the U.S. Border Patrol. ICE. and the DEA in a

(0) (7)(E)

e ATF. FBI. U.S. Border Patrol. ICE. the Tohono O'odham Indian Police Department, and
the Tucson Police Special Investigations Unit worked together (o dismante a narcotics
and [irearms (rafficking ring operating on the reservation. Several individuals have been
arrcsted on narcotics charges and the casc is ongoing.

¢ Operation Vaquero (mentioned earlier) involved multiple agency coordination to
investigale a Tucson based eriminal conspiracy suspecled of tralficking thousands of
rounds of ammunition to a Mcxican criminal cnterprisc. AT has confirmed that three
suspects purchased over a quarter million rounds of ammunition from FFLs and online
ammunition retailers. The three suspects are unemployed. used multiple prepaid credit
cards to order the ammunition, and uscd unusual methods to receive and transport the

ammunition. Onc of the suspects is connccted to the Sinaloa criminal enterprise. On
Tnnn 2 ’)nlﬂ A’T"l:‘ Tllr"SOh nﬂ'lmn Tond IT (GRTT cnacial aoente FRT T{"‘E J.}A Thironn

3.20 ces Iand II, GRIT special agents, FBI ICE, and Tucson
Police Department officers execuled (hree Federal search warrants in [uriherance of this
investigation. The three suspects were arrested and indicted on June 23, 2010, by a grand
jury in the U.S. District Court — District of Arizona for the smuggling of ammunition and
other charges. Seven other persons identified through subsequent investigation are
suspected of coordinating and facilitating the trafficking of ammunition and narcoties.

® ATF collaborated with the Government of Mexico through a representative of the
Procuraduria General de la Repiblica (Mexico’s atlorney general) detailed (o work onsile
with ATF in Phocnix. The presence of an onsite representative from the Government of
Mexico facilitated the sharing of timely information relating to investigations on both
sides ol the border.

¢ The ATF Special Agent in Charge of the Phoenix Field Division conducted two training
sessions on ATF’s Gunrunner Program to a total of 50 Mexican law enforcemenl officers

[rom the Mexican States of Sinaloa and Rg_}a_ Califormia Norte. The training focused on
=
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ATF’s efforts (o combat the traflicking of firearms to Mexico and on assistance that
Mexico can provide to ATF in this ongoing ellort.

FIREARMS TRAFFICKING METHODS AND EMERGING TRENDS

Information gathered Irom GRIT after-action interviews with supervisors conflirmed the
existence of certain firearms trafficking methods and uncovered new trafficking trends. The
primary method of transporting firearms across the border is vehicles, including tractor trailers.
Fircarms arc often conecaled in hidden compartments, false panels, or the spare tire of a vehicle.
Another cancealment method seen during GRIT was the secreting of fircarms secured by zip ties
on the undercarriage ol vehicles. Firearms are ollen stored in stash houses near the border and
later transported 1o Mexico. Firearms cross the border in vehicles via ports of entry and also via
Indian reservations. Fircarms arc also simply carried across the border on foot.

A -~ Ao d A nnw-.m..n' wnda e v o (e lrnlrriclu;\'o
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phones that are used for only a short period of time belore being discarded. Often, cell phone
SIM cards are swapped out tor calls involving illegal activities.

Most often, cash is used to purchase fircarms destined for illegal trafficking. One investigation
revealed the use of pre-paid credit cards to purchase ammunition.

GRIT investigations have confirmed that individuals who recruil straw purchasers oflen altempt
to insulate themselves from the purchasers by using them for one fircarms purchase and then
recruiting the purchascrs’ family, fricnds, or associates to make additional purchascs.

GRIT investigations found that of the straw purchasers who were identified, approximately 75
percent are on public assistance and are between 18 and 24 years old. However, an emerging
trend uncovered was the recruitment of older white males with jobs and no criminal histories to
straw purchase fircarms. According to a confidential informant, these individuals are being
songht ont in both the Phoenix and Tuesan arcas fo purchase expensive fircarms, particularly .50
caliber and belt-fed World War I1 replica firearms. These straw purchasers, who are valued for
iheir perceived ability o purchase firearms withoui raising inierest of law enforcemeit. are paid

approximatcly $700 to $800 per fircarm purchase.

During GRIT, a new patiern ol recoveries in Mexico [or Arizona-sourced firearms emerged.
Normally. lirearms purchases in the Phoenix area are recovered directly south of Arizona in the
Mcxican States of Sonora and Chihuahua. A new cast-west tiend has been identificd in which
firearms purchased in the Phoenix Field Division area are now being recovered as far west as
Baja California Norte and as far cast as T'amaulipas and Nucvo Leon.

Upon detection of the firearms recoveries in Tamaulipas and Nuevo Leon, the Phoenix Field
Division Field Intelligence Group began researching trace data for [urther analysis. Nuevo Leen
and Tamaulipas rcpresent territory of the Los Zetas and Gulf cartels. both of which appear to
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obtain the majority of their firearms [rom Texas, according (o recent [irearms (race data.! The
Field Intelligence Group will report its analytical [indings in an intelligence assessment.

A previously uncommon intra-U.S. fircarm trafficking pattern was discovered. originating in the
Phoenix area. Firearms purchased there are now being recovered in Texas. This patiern 1s
unusual because both States have an abundance ol FFLs and generally less restrictive State
firearms laws and are recognized as “source” States.

OUTREACH

The Phoenix GRIT outreach campaign consisted ol praviding (raining [or a number ol large
corporale Federal [irearms license holders, including Dick’s Sporting Goods, Inc. on

July 8. 2010. The training at Dick’s Sporting Goods, a national sporting goods chain. focused on
Federal fircarms laws and regulations. The training was prompted by inspections of two storcs

2 i Dhavaess o nevd st lsalh faavmagne Al asaedacman 2 Taanl dfnseng Qeodaam manmnoawnl
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employees [rom dilTerent Dick’s stores in Arizona attended the training. Training emphasized
proper execution of Al Forms 4473 and the maintenance of acquisition and disposition records.

As part of the inspection process, industry operations investigators provided FFLs with handout
matcrials that discuss safcty and sccurity measurcs to help prevent the theft or loss of fircarms,
and information on [irearms {rallicking indicators that could prevent the FFL [rom becoming an
unwilling participant in illegal firearms transactions. Handoul material included ATF
Publication 3317.2, “Safety and Sccurity Information for Federal Fircarms Licensces,” ATF
Publication 3317.6, “Projcct Gunrunncr: The Southwest Border Initiative,” ATF Publication
5300.18, “Nonimmigrant Aliens Purchasing Firearms and Ammunition in the US,” and *“Don’t
Lie for the Other Guy™ posters and [lyers.

Industry operations investigators reviewed Federal firearms laws and regulations with FFLs and
made recommendations for improving internal controls. which in some cases also helped to
streamline the licensees™ operations. A Tist of cantact numbers for the ATFE in Arizana and New
Mexico was provided to the licensees to report suspicious activity.

During the Houston GRIT in 2009, there was some concern that the extensive media coverage at
the inception of the GRIT may have scrved as a forewarning to offenders, who may have then
temporarily suspended their eriminal activities or moved (o other areas to commil them. Asa
result of those concems, no preliminary press conlerence was held for the Phoenix GRIT.
Howcever, at the conclusion of the operation, ATF Deputy Director Kenneth E. Mclson and the
United States Attorney, District of Arizona, Dennis K. Burke announced the successes of the
operation at a press confercnce.

Accord

ing to ATI g 2000 Project Cunrunner Assessment, of the 517 firearms recovered and traced in Mexice in
2009 und matched with open source seizure events dssociated with the Gulf cartel/Los Zetas, 8( percent were
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CONCLUSION

Through a combination of flexible and experienced management; motivated and focused
cmployccs; support from outside law enforcement agencics; and large scale Industry Opcerations,
Firearms Trafficking, and Home Invasion Initiatives, GRIT had a positive and lasting impact on
violent crime and illegal [irearms trafficking in the Phoenix Field Division area.

The combination of these elements and initiatives, along with the force multiplier of over 80
additional ATF personnel, led to more than 800 FFLs — one-third of all FFLs in Arizona and
New Mexico combined — being inspected, 70 percent of Phoenix Field Division’s backlogged
NICS referrals being dddlL‘bSL,d over 1,200 fircarms and 71.000 rounds of ammunition scized
[rom the criminal element, 66 delendants being recommended [or prosecution, and 174
investigations being initiated. These statistics will increase in [uture weeks, months, and years,
which is often the case with large scale criminal investigative initiatives. The full success and
impact of the Phoenix Field Division GRIT will not be realized for some time. because pending

investigations, spin-ofl investigations, new intelligence. ongoing trials, and additional
circumstances inherent in large-scale operations often delay the true impact of an initiative.

Additional GRIT successes were achieved, including the identification of a new east-wesl
fircarms trafficking trend from Arizona into Mcxico, the identification of a previously unknown
fircarms trafficking pattcrn from Arizona into Texas, the discovery of criminal enterpriscs
employing a new type ol straw purchaser in the Tucson and Phoenix area, and the identification
and break-up ol multiple home invasion crews connected (0 Mexican drug cartels. Expanded
outrcach to FFLs has improved their relationship with ATF and raised their awarcness of what
constitutes illegal firearms activity and how to deter would-be offenders. Additionally, GRIT
has helped Lo bring into compliance FFLs that had not been inspected by ATF in a number of
years.

Finally, GRIT has raised awareness along the Southwest Border region in Arizona that ATF and
its Federal, State, and Incal connterparts are committed, focused, and determined to address

violent fircarms trafficking crimes along the bordcr.

This TNW .50 caliber rifle was seized the day of the GRIT
press conference as part of a continuing GRIT investigation.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 9
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A bin full of magazines (top} and 49 AK variants (bottom} were
recovered in a joint home invasion investigation by the Phoenix
Police Department and ATF. The four illegal aliens who were
arrested admitted that the guns were headed to Mexico. The
guns were brand new in their original boxes. Traces shawed that
all were purchased in the previous 7 to 10 days.

10

ATF8-002-001-00005471



Employee 2 1273
2010 GRIT Assessment

Arizona Guorunner impact Team (GRIT)
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The above map depicts Arizona-sourced firearms recovered in Mexico during the
GRIT period. The map refiects recoveries of Arizona-sourced firearms directiy
south of Arizona, as well as to areas east and west. The east-west recoveries are
an emerging trend that was identified during the GRIT operation.

11
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BACKGROUND

Fircarme and r\rnlngi\m violence hag escalated to

losives violence has escalated to unprecedented levels in Mexico, particularly

1 nar
ircar (34 inh particularly
along the border w1th the United States. Recent car bombings, incrcased grenade attacks. and
record highs in cartel relaied killings have luriher reinforced thai the Mexican drug cartels are a
threat to Mexico’s national security. Power struggles within and among the cartels and between
the cartels and the Mexican police and military continue to fuel the demand for increasingly
lethal firepower. Organized crime related murders in Mexico doubled from 2007 to 2008, and
the decade cnded with a record breaking 6.587 murders in 2009. During the first weck of
November 2010, the number of n,pm’tgd organized crime related murders in Mexico surpassed

10,0001

Sccuring the Southwest Border is a top priority of the United States. The 2010 Emergency

Border Sccurity Supplcmcntal Apploprldtlons Bill {(HR 6080) recently allocated $600 million for
srvn e cwmmansoaoda awd 4o halodawe b wonsel, o Doodasal Tow, anlacassemyassd Al acnls olaw e iha
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border. The Bureau of Alcohol, Tobacco. Firearms and Explosives (ATF) received $37.5
million of the supplemental funds to expand its personnel and operations dedicated to
investigating, disrupting. and dismantling the organizations and networks responsible for
trafficking fircarms to Mexican cartels and to reduce cartel related border violence.

Since 2000, Project Gunrunner has been ATEF’s comprehensive stralegy (o combalt firearms
related violence by the carlels along the Southwest Border. The strategy aims (o reduce [irearms
and cxplosives related violent crime associated with Mexican criminal cnterprises operating in
the U.S. and Mecxico by preventing these organizations from acquiring and trafficking fircarms
and explosives. ATF accomplishes this goal with an integrated approach that uses all
appropriate agency capabilities and by working collaboratively with domestic and international
partners.

In April 2009. ATF developed the Gun Runner Impact Team (GRIT) initiative as a supplement
ta Prajeet Gunrunner to aggressively target and dismipt groups and organizations respansible for
the trafficking of firearms to Mexico. The GRIT initiative, designed to be intelligence driven
and invesiigaiive in naiure, focuses on investigating a large number ol {irearins {rafficking leads
based on trace information from fircarms recovered in Mexico and information obtained from
the inspection of Federal fircarms licensces (FELSs).

The lirst GRIT was deployed in ATF’ s Houston Field Division area. where a majority of
fircarms recovered in Mcexico arc sourced. In support of GRIT, ATF deploved an cstimated 100
law enforcement, industry operations (I0). intelligence, legal, technical. and administrative
support personnel to the Houston Ficld Division for 120 days. The Houston GRI'T was an
unprecedented operation that achicved significant success. ATF conducted an extensive post-
GRIT assessment to identily lessons learned and applied these lessons in a proposal for a second
GRIT operation to be conducted in the Phoenix Field Division.

n Apscor rllnrr 0 f"ﬂlpn Reafprma’e ij‘nfnvnprrn (exacurion rhs\tm-\ “a running tallv of cartal-ralared “’_ﬂln_gs. thare
J
were 10,095 such killings this year as of November §, 2010.
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PHOENIX GRIT

In Mq 2010, ATE denloved qnnrnwmqtr\l R0 ¢necial aoente, indue sty nFr\ratL neg in m\muho atore
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( IOIS), intelligence rcscmch spccialists (IRSs). and support personncl to the Phocnix Flcld
Division for a 100-day GRIT operaiion. The goal of this deployment was 1o have a (ocused
impact on individuals and groups trafficking firearms [rom the Phoenix area into Mexico. The
GRIT personnel, combined with Phoenix Field Division personnel, reinforced ATF’s unique
ability to bring together its firearms trafficking investigative expertise with its regulatory
authority and strategic partncrships to combat fircarms trafficking to Mcexico.

The initiative was conducted under the operational control ol the Phoenix Field Division’s
Special Agent in Charge and received assistance [rom other ATF components as needed. Special
agents and support personnel were detailed to six cxisting criminal enforcement groups. Two 10
El'oup% consisting of arca supcwis'ors. 10Is, and support pcrsonncl were created and detailed to

. A T o A Az e all, TNT AntanalaA 1ihn ATl rsinvrsion TT Al an awd
l ll\lLlll‘\ d.llLl 1 Ll\.\\“l l—\uulllllllull llll\ \'\ LIL Lll.fld.ll\.,k_l lll v nllJLILlLlLrILIU.L 11 \IlllLLr «aria
B pecial agents QEERIRSs. and 101 were detailed o support the Field Intelligence Group
(bl(J).

The Special Agent in Charge, Phoenix Ficld Division. recommended the speeific human resource
requircments (number, type, and locations of assignments) needed to support the initiative, and
the Assistant Director of Field Operations approved the recommendation. (See the chart below.)
Phoenix Field Division leadership, group supervisors, special agents, I0Is, and intelligence and
support personnel provided leadership, guidance, and intelligence and administrative support to
the GRIT detailecs.

DETAILED DETAILED

GROUP AGENTS iOis DETAILED SUPPORT
Albugueraue Il (10)** CIEE B lion
Phoenix |

Phoenix !l W!A}
Phoenix IV (FIG) "G
FHocenix vii

Phoenix GRIT (I0)* _ Bon
Tucson | BlRS (shared by Tucson | & II)
Tucson |l o
Tucson GRIT (10)* Bioa
Division Bl soo. Asa)

Key to detailed support position abbreviations::

|OA- Industry Operations Analyst

|A — Investigative Analyst

IRS — Intelligence Research Specialist

SO0 - Senior Operations Officer

ASA - Administrative Support Assistant
* GRIT detailses were incornorated into the existing Phoenix Field Division Groups listed
above, with the exception of the Phoenix and Tucson GRIT 10 groups, which wers
established separately.

*¥GRIT cetailees remained in their initial locations throughout the deployment, with the
exception of an I0A wha spent half of the time in Albuquarque and half in Tucson.
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Employee 2 1277
2010 GRIT Assessment

ASSESSMENT OBJECTIVES

At the conclucion of the GRIT nnmahhn in the Phoenix Field Division, the Firearmg QOnerationg
Division was charged by the AbSlstdnl Dircctor of Ficld Opcrations with conducting a